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ANALYSIS OF THE RESULTS OF SIMULATIVE MODELLING OF THE
INFORMATION SECURITY SYSTEM IN THE CORPORATE NETWORKS OF
HIGHER EDUCATION INSTITUTIONS

Abstract. The analysis shows that the insufficient level of information security in service
networks is the main cause of huge losses for enterprises. Despite the appearance of a number of
works to solve this problem, there is currently no unified system for assessing information
security. This shows that this problem has not yet been sufficiently studied and relevant. This work
is one of the steps towards creating a system for assessing information security in service
networks.

The purpose of the work is to develop an algorithm and simulation model, analyze the results of
the simulation model to determine the main characteristics of the information security system
(ISS), providing the ability to completely close all possible channels of threats by controlling all
unauthorized access (UA) requests through the protection mechanism (PM).

To solve the problem, a simulation method was applied using the principles of queuing systems
(QS). This method makes it possible to obtain the main characteristics of the ISS from the UA
with an unlimited amount of buffer memory (BM). Models, an algorithm and a methodology for
the development of ISS from UA are proposed, which is considered as a single-phase multi-
channel QS with an unlimited volume of BM. The process of obtaining simulation results was
implemented in the GPSS World modeling system and comparative analyzes of the main
characteristics of the 1SS were carried out for various laws of distribution of output parameters. At
the same time, UA requests were the simplest flows, and the service time was subject to
exponential, constant and Erlang distribution laws.

Conducted experiments based on the proposed models and algorithm for analyzing the
characteristics of the ISS from the UA as a single-phase multi-channel QS with unlimited waiting
time for requests in the queue confirmed the expected results. The results obtained can be used to
build new or modify existing ISS in corporate networks for servicing objects for various purposes.
This work is one of the approaches to generalizing the problems under consideration for systems
with an unlimited volume of BM. Prospects for further research include research and development
of the principles of hardware and software implementation of ISS in service networks.

Keywords: unauthorized access (UA); information security systems (ISS); information security;
queuing systems (QS); protection mechanism (PM); simulation modeling.

1. INTRODUCTION

Formulation of the problem. The work is devoted to the study of information security
problems in service networks with an unlimited volume of BM. An analysis of research and
experience in this area shows that insufficient security of information resources in corporate
service networks leads to huge losses in enterprises, including higher educational institutions,
which emphasizes the high importance of the problem of information security [1], [2].
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Analysis of the current state of the problem in the field of information security, incl.
development of ISS, shows that there are serious difficulties associated largely with the lack
of a unified system for assessing information security that allows for a quantitative
assessment in the design and operation of ISS for service networks [1], [3], [4]. It should be
noted that at present, due to insufficient experience in designing an ISS, the tasks of its
construction must be solved in the early stages of designing a service network.

Based on the above, we can say that the problem of information security in service
networks has not been sufficiently studied and is relevant [1], [5] [6]. It should be noted that
one of the most obvious causes of information security violations is the deliberate request of
UA to confidential information by illegal users and subsequent unwanted manipulations with
this information [1], [7]. The effectiveness of ensuring information security in service
networks is mainly determined by the level of security of the service network itself [8], [9],
[10], and therefore the implemented protection mechanisms are determined.

Due to the existence of the fact that the protection system does not completely close all
possible channels of manifestation of threats in the structure, a new ISS structure was
proposed in [1.p.47], where, unlike the existing structure, each input flow is provided with a
PM for servicing.

The work [1] proposes a lossy ISS structure with limited and unlimited volume of BM,
ensuring maximum information security of service networks by ensuring control of the
transition of all UA requests through the PM. Here we analyze the results of an ISS
simulation model with an unlimited volume of BM for wide values of input and output
parameters.

Note that when solving the security problem in service networks, the main factor is the
network security class, which is determined by a set of PMs implemented in the form of
hardware or software in the network [1], [11],[12]. As already noted, in service networks,
along with normal requests, there are UA requests for confidential information from illegal
users, which can lead to disruption of the network.

It should be noted that the PM, influencing the entire process of ensuring information
security, can function in constant information interaction with other elements of the ISS. It is
known that the functioning of the PM is described by such possible states as serviceable,
faulty, diagnosed, restored [13], [14]. In ISS, risk is considered the possibility of the
occurrence of some unfavorable event associated with the characteristics of the unreliability
of the PM, entailing various types of losses [1], [15],[16]. However, approaches associated
with risk arising from the reliability characteristics of the PM are not considered in this work,
i.e. it is assumed that all MP are reliable. At the same time, the object of research is
considered to be a ISS from the UA with an unlimited amount of buffer memory in service
networks. The subject of the study is to determine the main characteristics of the ISS from
the UA data with an unlimited amount of buffer memory in service networks. The purpose of
the work is to develop an algorithm and a simulation model, as well as to analyze the results
of the simulation model to determine the main characteristics of an ISS with an unlimited
volume of BM.

2. THEORETICAL BASIS

We consider the structure of the ISS with an unlimited calculation of the BM (Fig. 1), in
which all input flows receive a PM for servicing. It is assumed that the considered structure of
the ISS ensures information security of network maintenance. This structure is a hardware and
software complex that interacts with streams of random events that determine the actions of
attackers, incorrect distribution of access rights, the use of unauthorized software, as well as
errors in software and hardware systems for identification and authentication.
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It is assumed that an intruder (attacker, UA requests) at the system input creates various
threats with an intensity 4 of . ISS consists of N - the number of PMs that carry out service

delays ¢, :1, where H- the intensity of request servicing. If we consider the intruder's block as
yri

a source of information, and the PM as parallel operating devices, then as a mathematical
model of the ISS we can consider a single-phase, multi-channel QS with an unlimited volume
of BM. At the same time, the complexity of servicing UA requests is characterized by
screening out UA requests, detecting and classifying UA attempts, blocking or passing UA
requests to protected resources, etc.

Fig. 1 Structure of ISS with unlimited volume of BM

Taking into account the noted complex nature of servicing UA requests, as a function of
the probability of loss of UA requests from failure due to overload of the servicing system for
a system with unlimited waiting (that is, for a system with unlimited BM), in [1p.49] it is
proposed to use the Erlang delay function:

pl(N,}t,]J): pN / [(N '1)' (N'p)]
Z p“IKl+p" I [(N-1)! (N -p)]

Then the problem of determining the optimal values of the ISS characteristics can be
formulated as minimizing the mathematical expectation of the function of the probability of
loss of requests UA from refusal due to overload of the service system:

M [ p" TN -1) 1 (N - p)]
2, Pk P  TI(N-1)E(N - p)]

k=0
at M2 Moz g, N 2N

]— min

0
L, <L

where M - is the sign of the mathematical expectation; p:i - reduced intensity; A,,u,,N,L -

U

permissible limit values A,u,N,L ; L, - average value of the queue length, i.e. a value that

determines the volume of BM.

Problems associated with insufficient information security in service networks and the
task of determining the optimal values of the characteristics of the ISS from the UA for
various cases are considered and analytically solved in [1] and the optimal values of the
characteristics of the QS with and without waiting for requests in the queue are obtained.
However, for a detailed analysis of the characteristics of the ISS from the UA for wide values

¢
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of input and output parameters, it is preferable to use simulation modeling methods,
considering it as a single-phase, multi-channel QS with and without waiting.

Considering the volume of the obtained results of the simulation model, here we will
limit ourselves to considering the analysis of the results of the QS simulation model with
unlimited waiting for requests in the queue, covering wide values of input and output
parameters.

Thus, based on the presented structure of the 1SS, the work sets the task of analyzing the
results of simulation of a single-phase multi-channel QS with an unlimited volume of BM. To
do this, using the simulation method, it is necessary to determine the structural and temporal

characteristics of the ISS within the given average values 4+ # and the number of parallel
operating service devices (PM).

3. RESEARCH METHODS

To determine the characteristics of the ISS that allow it to function within limited
resources, it is assumed that the input flow of information, i.e. UA requests are the simplest,
and the service time is subject to exponential, constant and Erlang distribution laws. To
adequately describe the functioning of the ISS from the UA, algorithms for a simulation
model of the service process have been developed for three cases.

- The receipt of requests to the ISS and the service time are subject to the exponential
distribution law.

- The receipt of requests in the ISS is subject to an exponential distribution law, and the
service time is subject to a uniform distribution law.

- The receipt of requests in the ISS is subject to the exponential distribution law, and the
service time is subject to the Erlang distribution law.

The developed algorithm for the functioning of the ISS from the UA includes the
following steps.

1. The average values, x and minimum permissible limit values of the number of

parallel operating service devices (PM) are set. For the purpose of a detailed analysis
of the properties of the system under study, a table structure is organized for the
waiting time in the queue and the time spent by requests in the system. In this case, the
upper limit of the first frequency interval, the value of all other frequency intervals
and the number of frequency intervals are set. The goal here is to construct density
histograms of the distribution of waiting time in the queue and the time spent by
requests in the system based on the accumulation of the frequency of a random
variable falling into given frequency intervals.

2. When an UA request is received in the ISS, at least one free PM is searched; if there is
one, the UA request is sent to this free PM and the UA requests are filtered out, and
attempts of UA are detected and classified. As a result, the original UA flow is
rarefied with p,, p, =1-p, certain probabilities, forming an output flow, i.e. blocking is

likely to occur p, or UA requests to protected resources are likely to be passed p, =1-p,

3. If all PMs are busy, the UA request waits in a queue in the system’s BM until one of
the PMs is released, since there is always free space in the BM.
4. After one of the PMs is released, the UA request arrives at this free PM and the
servicing process occurs in accordance with the third step of the algorithm.
5. Note that the probability values p,, p, =1- p, are determined based on statistical analysis.
Based on the proposed algorithm, covering three cases of operation of the ISS from the
UA as a single-phase, multi-channel QS with an unlimited capacity of BM, models for
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simulating the ISS from the UA with an unlimited amount of buffer memory have been
developed in the GPSS World modeling language. During the simulation, the model allows

you to determine N =25:

- number of requests to the PM (ENTRIES);

- average queue length (AVE.C);

- PM utilization rate (UTIL);

- mean value of the corresponding random variable (MEAN);

- standard deviation of a random variable (STD.DEV);

- lower and upper limits of the frequency interval (RANGE);

- the number of queries waiting for a specific condition to be fulfilled, depending on the
state of this table (RETRY);

- the number of random values falling into a given interval (FREQUENCY);

- accumulated frequency, expressed as a percentage of the total number of random
values (CUM.%).

4. RESULTS AND DISCUSSION

Based on the execution of the simulation model forN =25 average values of real data,
withi=1/3500 ms and u=1/1700 ms results were obtained for three cases:
1.Receipt of requests to the ISS and service time are subject to an exponential
distribution law.
In the first case, the results of a simulation model of the functioning of the ISS were
obtained - reports (fragments of reports are shown in Fig. 2, on the basis of which Table 1 was
created), and histograms of the distribution densities of the residence time T, and waiting time

T, Of requests, at N =2_,_5 (Fig. 3).
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Fig.2. Fragments of reports for the first case, when N = 25

N=2 N=3

N=2 | N=3

] N=4 N=5
N=4 | N=5

Fig.3. Histograms of the distribution densities of the residence time T, and waiting time T, of

requests for the first case, forN = 25

Tablel provides the dynamics of changes in system characteristics, i.e. the number of
requests in the PM, the average queue length and the PM utilization rate depending on the

number of PM ( N ) during the simulation for the first case.

Analysis of the dynamics of changes in these characteristics shows that with an increase
in the number of PMs from 2 to 5:

the number of requests in the PM remains almost unchanged, i.e. the difference is 1,
the average queue length increases, and the difference is 0.071,;
the coefficient of utilization of the PM decreases, and the difference is 0.586.

Table 1

Dynamics of changes in system characteristics depending on the number of
PMs for the first case

Number of | Average queue | PM utilization
Number | requests to the | length (AVE.C) | rate (UTIL)
of PM PM (ENTRIES)
2 100002 1.999 1.000
3 100003 2.068 0.689
4 100002 2.052 0.513
5 100002 2.070 0.414

In the models, for the purpose of constructing histograms, 10 frequency intervals were
selected, and as the length of the frequency intervals, T,0.0004 time units were selected for
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the waiting time of requests in the queue, and T,0.0008 time units for the time spent by
requests in the system.

The analysis shows that in the first case, when the number of PMs changes from 3 to 5,
the nature of the density distribution of the residence timeT, and waiting time T, of requests

does not change (see Fig. 3). Note that for clarity of histograms, it is desirable to have a large
number of frequency intervals.

To obtain an objective picture, it is necessary to have a large sample of random variables,
which is not always possible or advisable. The values of the lengths and number of frequency
intervals are selected experimentally during several implementations of the simulation model
or based on the expected values of the mathematical expectation and standard deviation of the
corresponding random variable.

2.Requests received by the ISS are subject to an exponential distribution, and the service
time is subject to a uniform distribution law.

In the second case, the results of a simulation model of the functioning of the ISS were
obtained - reports (fragments of reports are shown in Fig. 4, on the basis of which Table 2 was
created) and histograms of the distribution densities of the residence time T, and waiting time

T, 0f requests, at N =25 (Fig. 5).

Table 2 reflects the dynamics of changes in the number of requests in the PM, the
average queue length and the PM utilization rate depending on the number of PM (N ) during
the simulation for the second case.

Table 2
Dynamics of changes in system characteristics depending on the number of
MHs for the second case

Number | Number of requests | Average queue | PM

of PM to the PM | length (AVE.C) utilization rate
(ENTRIES) (UTIL)

2 100002 2.000 1.000

3 100003 2.064 0.688

4 100002 2.056 0.514

5 100002 2.053 0.411

Analysis of the dynamics of changes in these characteristics shows that with an increase
in the number of PMs from 2 to 5:
— as in the first case, the number of requests in the PM remains almost unchanged, i.e.
the difference is 1;
— the average queue length increases, and the difference is 0.064;
— the coefficient of utilization of the PM decreases, and the difference is 0.589.
The analysis shows that in the second case, when the number of MHs changes from 3 to
5, the nature of the density distribution of the residence time T, and waiting time T, of

requests does not change (see Fig. 5).
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3. Receipts of requests to the ISS are subject to the exponential distribution law, and the
service time is subject to the Erlang distribution law.

In the third case, the results of the ISS simulation model were obtained - reports
(fragments of reports are shown in Fig. 6, on the basis of which Table 3 was created) and

histograms of the density distribution of the residence time Tvand waiting time Twof requests
at N =25 (Fig. 7).
Table 3 shows the dynamics of changes in the number of requests in the PM, the

average queue length, and the coefficient of PM utilization from the number of PM (N)
during the simulation for the third case.

Table 3
Dynamics of changes in the characteristics of the MH system for the third case
Number of requests | Average queue | PM

Number | to the PM | length (AVE.C) | utilization rate

of PM (ENTRIES) (UTIL)

2 100002 2.000 1.000

3 100003 3.000 1.000

4 100004 3.999 1.000

5 100005 4,138 0.828

Analysis of the dynamics of changes in these characteristics shows that with an increase
in the number of PMs from 2 to 5:
— the number of requests in the PM increases slightly, and the difference is 3 requests;
— the average queue length increases, and the difference is 2.138;
— the coefficient of utilization of the PM decreases, and the difference is 0.172.
The analysis shows that in the third case, when the number of PMs changes from 2 to 4,
the nature of the density distribution of the residence time T,and waiting time T, of requests

does not change (see Fig. 7).

CAP. REM. MIN. MRX. ENTRIES

_____ DELAY

VL. RVE.C. UTIL. RETRY

TABLE MEEN  STD.DEV. RENGE RETRY FREQUENCY CUM.%
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Fig.6. Fragments of reports for the first case, when N = 25

219



DOI: 10.33407/itlt.v102i4.5757 ISSN: 2076-8184. Information Technologies and Learning Tools, 2024, Vol 102, Ne4.

N#E&=3

N=2

.

N=4 (_ N=5

Fig.7. Histograms of distribution densities of residence timeT, and waiting time T, of requests

for the third case, with N =2_,_5.

Based on Tables 1-3, the dynamics of changes in the differences in the number of
requests in the PM, the average queue length and the PM utilization rate for three cases at

N =25.

ENTRIES AVE.C UTIL
35 25 07
06
2_2 / ’ /j 05 \
2 / 15 04 \
/ 1 / \
1 / o / 02 \
0s f 01
0 : : : 0 0
1 2 3 1 2 3 1 2 3
a) B) C)

Fig. 8. Dynamics of changes in the differences in the number of requests in the PM (a), average queue

lengths (b), and PM utilization rates (c) for three cases at N =25.
The results obtained from Tables 1-3 and Fig. 8 show that with an increase in the
number of PMs from 2 to 5 for three cases:
— the nature of the change in the differences in the number of requests in the PM is 1; 1

and 3;

— the nature of the change in the differences in the average queue length is 0.071;
0.064;2.138;

— the nature of the change in the differences in the utilization rate of the PM is 0.586;
0.589; 0.172.

4. CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

220



DOI: 10.33407/itlt.v102i4.5757 ISSN: 2076-8184. Information Technologies and Learning Tools, 2024, Vol 102, Ne4.

The current problem of developing an algorithm and simulation model is being solved,
the results of the simulation model are analyzed to determine the main characteristics of the
ISS, providing the opportunity to completely close, with the help of a security system, all
possible channels of manifestation of threats, by ensuring control of the transition of all
requests of the UA through the PM.

The scientific novelty of the results obtained lies in the fact that for the first time an
algorithm and simulation models were proposed and developed, a methodology for the
development of ISS based on the analysis of the structural and temporal characteristics of the
ISS from the UA, as a single-phase multi-channel QS with an unlimited volume of BM with
wide values of input and output parameters.

The experiments carried out based on the developed algorithm and model confirmed the
expected results when analyzing the characteristics of the ISS from the UA. The practical
significance of the results obtained lies in the fact that these results can be used for the
practical construction of new or modification of existing ISS in corporate service networks for
various purposes, including higher educational institutions.

This work is one of the approaches to generalizing the problems under consideration for
systems with an unlimited volume of BM.

Prospects for further research include research and development of the principles of
hardware and software implementation of ISS from UA with an unlimited volume of BM in
corporate service networks.
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AHoTamis. AHam3 T1oOKa3ye, IO HEJOCTaTHIH piBeHb iH(oOpMaliiiHOl Oe3nekn Mepex
00CITyrOBYBaHHS € OCHOBHOIO MTPUYMHOIO BEIMYE3HUX 30MTKIB IS mianpueMcTB. Hespakarouun Ha
NOSIBY HU3KHM POOIT LI00 BUPILIEHHs L€l mpoOsieMH, €TUHOI CHCTEMH OLiHKW iH(opmaiiiHol
Oe3meku Ha ChOroHimHI HeMae. Ie cBiaUuTh mpo Te, 110 I IpobiieMa Ie HeAOCTaTHRO BUBUCHA
Ta akryajgbHa. Ll poboTa € OmHMM i3 KpPOKIB /IO CTBOPEHHS CHUCTEMH OLIHKH iH(pOpMaliiHOT
0e3reKy B Mepexax 00CIyroByBaHHS.

Meroto poboTH € po3poOKa anropuTMy Ta IMITALIHOI MOJeNi, aHami3 pe3ynbTaTiB iMiTaliitHol
MoOZeNi Ul BM3HAYEHHS OCHOBHHMX XapaKTEPUCTUK cucTeMH 3axucty iHgopmanii (C3I), mio
3a0e3neuye MOXKIIMBICTD TOBHICTIO 3aKPUTH BCl MOXKJIMBI KaHAJM 3arpo3 HUISIXOM KOHTPOJIO BCiX
HecaHKIIIOHOBaHUX 3anuTiB poctyny (H3/1) uepe3 mexanizm 3axucry (M3).

Jns BupileHHs 3aadi 3aCTOCOBAHO METOA MOJEINIOBAHHS 3 BUKOPHCTAHHAM HNPHUHIMIIB CHCTEM
macoBoro obcinyropyBanHs (CMO). lleii wmeronq Jae MOXIMBICTH OTPUMATH OCHOBHI
xapaxkrepuctuku C3I Big H3]l 3 HeoOMexxeHuM obcsrom Oydeproi mam’siti (BI1). 3anpornonoBaHo
MoJeNi, aixroput™ i Meromonorito po3pooku C31 3 H3JI, sika posrisimaerses sk oxHodaszHa
OararokaHampHa CMO 3 HeoOMexxeHuM ob0csrom BIL. Tlporiec orpumaHHS —pe3ynabTaTiB
MOJICTIIOBaHHs OyJi0 peamizoBano B cucremi MopenoBanHs GPSS World 1 mnposeneHo
MOPIBHSUIBHUN aHali3 OCHOBHMX xapakTepuctuk C3I jyis pi3HHX 3aKOHIB PO3MOJITY BUXITHUX
napametpiB. Bognoyac H3J[ 3amuTu Oynu HaWNpOCTINIMMHU TMOTOKAMH, a 4ac OOCIYrOBYBaHHS
I AOPSIIKOBYBABCS €KCIIOHEHIIHHOMY, KOHCTaHTHOMY Ta EpnaHroBoMy 3akoHaM pO3IOALTY.
[IpoBeneHi eKClIEpUMEHTH Ha OCHOBI 3alpONOHOBAHUX MOJIENEH Ta aJrOpUTMY aHaJi3y
xapakrepuctuk C3I 3 H3J[ six omgnodasnoi GaratokanansHoi CMO 3 HEOOMEXKEHHM YacoM
OYiKyBaHHS 3aIUTIB Yy Yep3i MATBEPAWIHN OdiKyBaHi pe3yapTatu. OTpUMaHi pe3yabTaTd MOXYTh
OyTH BHUKOpPHCTaHI A moOymoBu HOBHX abo moamdikamii icHyrounx IKC y xopmopaTuBHUX
Mepexax UIsi 00CTyroBYBaHHS 00’ €KTIB pi3HOTo mpu3HaveHHs. J[ana poOoTa € OIHUM 3 MiIXOJiB
O Yy3araJbHEHHS 3a/ad, IO pPO3MIBINAIOThCS, UIA CHCTEM 3 HeoOMexeHuM o00’emom BII.
[lepcniexkTrBM MOAANBIINX TOCTIHKEHb MONATAIOTH Y JAOCHIIPKEHHI Ta PO3pOOIl IPHHIIHIIIB
amapaTtHo-TiporpamHoi peamizamii C3I B Mmepexax 00CIyroByBaHHSI.

KuarouoBi ciioBa: HecankmioHosaHi 3amutu goctymny (H3); cucremu 3axucry indopmarii (C3I);

iHpopmariitHa Oe3meka; cucteMu MacoBoro oocmyropyBaHHS (CMO); mexani3zMm 3axucry (M3);
IMITaIifiHE MOIEIIOBaHHS.
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