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Kalashnyk Ganna,
Doctor of Geological Sciences,
Senior Research, Professor of the Department o
Aeronavigation, Meteorology and Air Traffic
Management of Flight Academy of the National
Aviation University, Kropyvnytskiy

ORGANIZATIONAL AND PEDAGOGICAL CONDITIONS FOR THE
FORMATION OF AN INFORMATION AND DIGITAL ENVIRONMENT IN
THE EDUCATIONAL PROCESS OF FUTURE AVIATION SPESIALISTS

The modern aviation industry of Ukraine in the conditions of digitization in the
leading technlogical fields needs the training of higher education graduates of tt
Specialty 272 "Aviation Transport" who are capable of using innovative information ar
digital technologies, in particular in the direction of geophysical support of flights, as we
asnonstandard actions in case of the need to minimize the negative impact of dangetr
heliogeophysical phenomena, to the creative solution of urgent digitalization problems
the field of civil aviation.

An analysis of the current state of the use obrimfation and digital technologies
in the remote teaching of higher education applicants in the Specialty 272 "Aviati
Transport” of special aviatieariented disciplines as a means of professiona
development of future aviation specialists reveals tHevimhg contradictions: between
the requirements of total digitalization aerospace industry and the complete or partial |
of preparation of the applicants higher education for future professional activity in the
conditions; the rapidly growing big daita the aviation field and the possibilities of its
assimilation and use; the level of education and new requirements for the professic
activity of future aviation specialists.

The particular relevance of the abawentioned contradictions, the urgeeed to
improve the quality of training of future aviation specialists, to give it a practice
orientation, and the related need to introduce innovative technologies, modke
information and communication technologies into the educational process, requi
scientific substantiation of the organizational and pedagogical conditions of the
application in the educational process special aviadiented disciplines, which, in
particular, are closely related to the use of information on the occurrence ofalanger
heliogeophysical phenomena and the need to adequately minimize their impact in ree
quastreal time to ensure the safety of civil aviation aircratft.
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Solving the mentioned problems requires improvement of teaching methods
special disciplines, raisg the level of IT competence of students of higher education fo
successful practical implementation of the competencies acquired by them in furtl
professional activities in the aviation industry.

Our improved method of using information and digitalhteologies in teaching
cadets the discipline "Fundamentals of Geophysical Flight Support" is based on
following principles.

1.The readiness of the teacher of the special discipline "Fundamentals
Geophysical Flight Support" to use the informatiord atigital technologies in the
educational process.

2. Readiness of cadets to master the latest information and digital technologies
information and communication resources and means with the further possibility of th
application in further aviatioactivities.

Pedagogical conditions for the effective use of information and digital technologi
in remote teaching of the discipline "Fundamentals of Geophysical Flight Support"
cadets are the creation and organization of an information and educatiwmahment
by providing means of information and communication technologies, which unite
1) software and technical means,a2yanizational, methodical and software support,
3) educational, methodical and informational resources.

The improved method of remote teaching of a special discipline differs from tf
previous ones in its focus on the development of individual activity in the educatior
process. For this purpose, in the work program of the special discipline "Fundamiental
Geophysical Flight Support" we implemented:

1) the ratio of classroom and eof-class independent work in favor of the latter
and the response to the organization of the educational process;

2) organization of anticipatory independent work (which presddctures and is
based on the use of information technologies);

3) educational and research work, organized in such a way that the cadet feels
need to study literature to solve individual tasks during practical classes (use
information technologs).

Distance teaching of the special discipline is carried out using the Mood
educational platform, available on the website of the Flight Academy of the Nation
Aviation University, with the involvement of video conferences (Google Meet) fo
synchronos communication.

The set of elements of the created educational and methodological complex of
distance course of the discipline "Fundamentals of Geophysical Flight Support” includ

0 Course program of the academic discipline, Syllabus;

w

0 lectures (summaries of lectures and presentations);
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0 Workshops (methodical instructions for performing workshops ant
presentations);
individual tasks for higher education students during workshops;
methodical instructions for performing independent work;
educational books [1; 2], training manuals [3];
lists of recommended sources of information for independent work;
forum (for implementation of cooperation technologies);
tests, questions for setbntrol;
an annotated list of Space Weather Internet resources of the world's lead
forecasting centers and others.

Summarizing, we note that as a result of the use of information and digit
technologies in remote teaching of the discipline "Fundamentals ofh@s&ogal Flight
Support" to cadets of higher education on the basis of the Moodle educational platfo
the following opportunities were realized at the Flight Academy of the National Aviatio
University:

0 open access to theoretical and practical materiam frthe discipline
"Fundamentals of Geophysical Flight Support”, which ensured the consistency of
presentation of the material with the demonstration of all related elements;

0 display and transmission of information in text, and graphic format usin
eledronic educational resources;

O« O« O« O« O« O¢ O«

0 the ability to search for the necessary information;
0 the possibility of consolidating knowledge and processing acquired skills;
0 the possibility of evaluating knowledge, skills, and abilities;

0 the possibility of quick access to sections, and individual topics of th
educational material through structured navigation, which ensured mastery of
discipline;

0 possibility of repeated access to information at any time;

O provide access to informatiarsing electronic banks and databases to obtait
the necessary information on the state of space weather (for this, an annotated list of s
weather Internet resources of the world's leading forecasting centers was developed
published).

Thus, the usefanformation and digital technologies in remote teaching of the
discipline "Fundamentals of Geophysical Flight Support” to cadets of higher educati
made it possible to perform a number of tasks, namely:

O preparation, editing and processing of educatioraducational and
methodological, scientific information;
saving and reserving information;
systematization of information;

dissemination of information in various forms;
17
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0 placement of educational and methodical materials with the possibility ¢
updating them in the current file;

0 monitoring the performance of individual tasks;

0 organization of synchronous and asynchronous network interaction of-"cad
computer" and "teach@omputercadet" links.

The use of information and digital technologies in remote teaching of the discipli
"Fundamentals of Geophysical Flight Support® to students of higher educatic
involvement in the information and communication capabilities of moetmologies
made it possible to realize:

1)use of telecommunication opportunities for interpersonal and collectiv
interaction;

3) competence and free orientation in the field of IT technologies, flexibility an
adaptability of thinking;

4) prediction & possible consequences of information activities;

5)using the advantages of -t€chnologies for the most effective solution of
professional tasks;

6) knowledge and implementation of basic legal norms regulating informatio
relations, awareness of respiil#y for actions carried out with the help of information
and communication technologies;

7) implementation of the principles of scientific organization of work and healtl
preservation in informational and professional activities.
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YHIBEPCHTETY INICJIAAHILVIOMHOI OCBITH»

BUKOPUCTAHHA UUPPOBUX IHCTPYMEHTIB
B IUCTAHLIIHHOMY
HABYAHHI B YMOBAX MIC/IAAXUIIJIOMHOI OCBITH

KoHdpamosa /1.1 = K.M.H,
doyeHm rkagedpu BOCIKT

NPOEKT KOHUEMLI
unerPoBOI
TPAHCOOPMALYIT OCBITU

| HAYKU o,
B
[ %

Y MOH eBaxaioTs
npiopureTom uucpposizauio
OCBITH

LM®OPOBA TPAHCOOPMALYIA

OCBITU B YMOBAX BIVIHU:

Y MOH OBIroBOPHMIN B YKPAIMI BBEQEHO BOEHHMIA CTAH
BCI JAKNADM OCBITH QIACHIOIOTH HABHAHHA
NUTAHHA AUCTAHLUAHOI OCBITH Y AMCTAHLUAHIA GOPMI
B YMOBAX BIHM

% I'Il,u,rOTOBKa HI'II'I Ta M pgo ﬂ.ﬂ-

(OHOBJIEHI YMOBU
OPFAHIBALYT
[AMCTAHLIAHOTO
HABYAHHA
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Po3BUTOK UndppoBoi KomneteHTHOCTI [

Pamka uudpoeoi komnereHTHOCTI BYuTens DiglompEdu opieHToBaHa Ha
BYMTENIB Ta BUKNAAAYIB YCiX PiBHIB OCBITH

[~
o1 | nempecti—

e

———

AKi uupposi iIHCTPYyMEHTH
HeobxigHi negarory 8 1H?

KMK - HaB4aEMO — eKCnepumeHTYEMO-
y3aranbHKEMO BITYU3HAHUM A0CBIA,

l:" o
MICRUANAOMHOT
R o
o

Uudposi inctpymenTtu OH

Uudposi incTpymenTn
Google ann oceitm

. e
@ o

\



Bebcepsicn ana neparoris

Mowyk egpekmusHux cepsicie
Anpobayia 8 npakmuy4Hit po6omi
flidzomoeka nedazozie 0o

o BUKOPUCMAHHA Yugposux
iHCmpymeHmie

(S) NnarysaHHa 3aHAMbL, memamuyHux
Kypcie
B3aemoobmiH doceidom
My6nikayii
Anpobauyia Yyepe3 sebiHapu,
maticmep-Kknacu Kageopu, nekyii

Uudposi inctpymenTtn A H

BEGCEPBICU ONA AUCTAHLIIMHOINO HABYAHHSA

IHTEPAKTUBHI IHTEPAKTUBHI

HABHAJIBHE BIAEO MPE3EHTALLIT 3ABOAHHA

ANA 3ANKUCY BIAEO, ENIEKTPOHHI

E/TEKTPOHHI ronocy, PO3POBKHW 3AHATH

APRKYLUI,

ENEKTPOHHI KHUMM PEALYBAHHA W ENEKTPOHHI

KOHBEPTALLII BUOAHHA

CTBOPEHHA ENNEKTPOHHOIO KOHTEHTY

TemaTtuuHi Kypcu Kadeapu BOCIKT

a2
M

YKPATHUI
cunumi Ta weanammi!

3axuCT BUNYCKHUX POBIT @
Temanu
b

Llndposi iHCTpyMmeHTU a4NA CTBOPEHHA Bigec

”f .

Uudposi iacrpymel‘
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TpeHrinrm LINO

. Beb6iHap-npakTukym "TexHonoria CTBOPEeHHA
Migroroska HIIM i

BifeoponuKiB ANA CynpoBOAYy OCBITHbOT

. aisanbHocti” Cnikep sebiHapy KoHapatosa J1.T-
HDo opraHizauil 4H

sesoenw

BebiHap ans HMNM ta metogumctis LIINO Ha Temy "MeTtoauka BUKOPUCTAHHA
ZOOM 8 ocsitHbOMy npoueci”

. Cnikepu AHgpoc M.E., NlapiHC.B.

r"rhqfa

R R DWW EY
.;-';V'é.':‘

Kypcu surnapavis i

BukopucTanus ned-cepaicis 11
cTBOpents ocBiTHiX iNTepaKTHBHIY

santans

OCBITHH BaTpa MNepemoru
[ ko i

meeewo s (1)
30 6epesHsn 2023 0 14:30
BeGinap Ha Temy: “Lindposieii iCTpYMENTAPIR Ann HCTPYMEHTH ANR
CTBOpEHHA HABUANLHOTO KOKTEHTY Ta CyNPOBOAY AMCTAHLIAHOTO
e (ABUANNS B
o KPU3OBUX ¥

S

29 Gepesnn 2023 o 14:30 7

BeGinap wa Temy: “Lndpose » ocBiTi: 1o Mo
MiTh neRaror y KpMs0B ymoBAX

- S, &

- oc "a B "

oL mATPA

emor M 7
29 Gepeann 2023 o 15:00
wel " A o

104

ERECaCT

4 3 m
A\ L]
@ =




caigHo-excnepumerTanbia AinabHicts HAMNH Yxpaltu

TpeHiHrn gna ycraHos HAIH YKkpaiHu
TPEHIHr-KypcC 3a Nporpamoto NiasBuLLLeHHA KBanidikauii HayKoBUX Ta HayKOBO-
neAaroriYHMX NpauiBHUKIB «BukopucraHHa cepsicis Google gna opradizauii a
npoBeAeHHA HayKOBO-OCBITHBbOI AiAnbHOCTI» Ana yctaHos HAMH YkpaiHu.

!!ﬁ*'!

ifnr'-- F

2 nfi:»! M

w ABTOpPCbKI cneukypcu
Kadeapa uMdpPoBUX TEXHONOTIN
YBYINO

Ha BceyKpaiHceKift HayKOBO-NPaKTUuUHIl iHTepHeT-
XOH®epeHLYi «CUCTeMa HACTYNHOCTI B PO3BUTKY
NPOPECIAHOT MOBINLHOCTI MAIBYTHIX Neaarories

W —

Lo 3 ] . .
"BI3YANIBALLA c T
«Cucme CMyMHOCMI @ PO3BUMKy Npoghecitrol mobinsHocmi

AUCTAHULIMHOIO

HABYAHHA"
CTBOPEHHSA -

kadeapa unpposux Texuonorii YBYI

MaiGymiilx nedazozie»

HABYAJIbHOIO BIAEO

3aBepleHo BceyKpaiHCbKUIA eKCNePUMEHT
«PopmyBaHHA IHTErpPoOBaAHOro OCBITHLOrO cepeaoBULLA NliLeo AK
¢akTop pizHO6iYHOro po3BUTKY 0COBUCTOCTI YyUHAN
Ha 6a3i 3anopi3bKo20 KAacu4yHo20 niyeto 3anopizeKoi micbKoi padu
30nop/3bi<01 obnacmi 2018 2023 p.

3anopisskuii
KAACUHHUTL Aiyel]

PA3OM 00 MEPEMOTIU!

CTPATEM A LM®POBOI TPAHCDOPMALUT
ocBITH | HAYKM
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O3B0 “YHiBepcuTeT MEHEeAXMEHTY ocBiTH”

LleHTpanbHUM iIHCTUTYT NICNAAUNIIOMHOI OCBITH

NMutaHHA Kibepybe3ne4yeHoOCTI

B OCBIiTHbLOMY npoueci

AHapoc M.€.
Crapwwuin Buknaga4
Kageapv BiAKPUTUX OCBITHIX
cuctem Ta mcbopmaqmuo—

MAAH maicTtep-knacy

1. Monsitta «KiBepnpocTip»
2. MoHatTa «Kibepbeaneka» Ta {
+  «KibepybesneyeHicTb»
3. MonatTs «Ki6epanounHHICT»
4. MonaTtTa «Kibepcouianizais»
5. MonatTs «KibepHacunbCcTBO»

Mera maiicTep-knacy:

piBHA i

[

(
|
{
i L
iB ocBiTH

Ta Al

PIZHUUSA MK XUBOIO TA HEXXMBOIO CUCTEMAMU

3a ouiHkolo HopGepra BiHepa (0AHOMO i3 OCHOBONONOXHUKIB TEOPIl
iHopmauil Ta kibepHeTuiM), icHyloua matepia Ta eHepria xoua i
CTaHOBNATL (PyHAAMEHTaNbHI OCHOBW XWTTA, ane cami no cobi He
BM3HAYalOTb  MPUHUMNOBOI  PISHUUI  MDK JKMBUMM | HEXUBUMM
cucTeMamu.

Ls pisHuus BU3HaAYaeTbCA
iHWolo chyHAaMeHTanbHOK
0CHOBOIO — iHthopmauieio,
BNIacTUBOIO YCIiM XUBUM
opraHiamam.

(BionoriyHuii) piseHb

3aranbHe 6a4eHHs 6e3ne4yHoro
iCHyBaHHSA NOAUHU

Meuxonoriynuit
(MeHTanbHWi) piBeHb

®iznyHnin

®inancoBo- ‘
EKOHOMIYHWIA piBEHb ‘

IHcbopmaLLiiHWit piBeHb

IHPOPMAUIA

«Be3 maTepianis Hilwo He icHye, 6e3
eHeprii Hiwo He BiaByBaeTLCA, Ge3
iHchopmauii Hiwo He Mae ceHcy».

IHopmauia — ue Te, Wo cnpuitmaeTbes xoda 6
OOHUM 3 OpraHiB YyTTs XMWBOI iCTOTM Ta BUKNUKae i
BiANOBIAHE pearyBaHHs, a TaKOX WTYYHOIO CUCTEMOIO, AKa
Mae  yHKUiOHaNbHI  MOXNMBOCTI  (NpUCTpoi  Ta  iH.),
CnpuiMaT, HaBiTb cneujanbHo nigrotoeneHe, ece Te a6o
YacTKOBe, WO CPUIAMAETLCA KUBOIO ICTOTOI.

106

MNOHATTA KIBEPNPOCTIP

«Le neuromancer»

BipryansHuit npoctip
K Takii, B IKOMY
LMPKYNIOKTE
€NEeKTPOHHI AaHi BCIX
KOMN'IoTepiB CBITY.

[ o-8bo@ Wl

HayKOBO-(haHTaCTU4HUIA pomaH 1984
POKY aMEep1KaHChKO-KaHaACkKoro
nucbMeHHuka Binbsama MiGcona

Lucpose CnpunmaHHsa

CORUAMAHHA - CRPWAHATT,
(nepuenuis, sia nar. perceptio) —
\yTTese ocarenss npenueris Ta
sy alficnocri & cyrymiocT!
NpHTAWaHHIX 14 ENGCTHECCTER TA
ocoBmuBoCTei! N Gesnocepeailt Ix
Al Ha oprami wyTT (€. ANapoc).

Cnpnuwm«u cTocyeTsca cropiuve.
orHiTHBIK
cnnnm«lm &I pesynsraron

Y aanexmocTi sig nposignux acnexris
oB'ekTa, WO CAPUAMAKTECR,
BUAINAIOTE TaKi KNACK CPWAMAHD:

+ npocropy

v uacy
+ pyxy o6'exrie

SiKugo & KOpoBKy MoKnacmU anma3 -
GoHa cmake uKamykoro. SN0 6
KOPOGKY NOKacmU 02pUIOK — BOHa
cmarie ypHow. Mu me, wo exnadacmo y
caoro zonoey.



IHOOPMAUIWHE CYCMITLCTBO

Mepexia Ao iHchopMauinHoro cycninbcTea BUMAAaE Ak
3aKOHOMIpHUIA NiACYMOK 06'€AHaHHA ABOX NMPOUECIS, WO A0
UbOro napanenbHO PO3BMBaNWCL MPOTATOM BCIi€l icTOpIl
niofcTBa:
1) nNocTiiHOrO 3pocTaHHA poni Ta 36inblWeHHsA obcAriB
iHdopmauii, ske HeoOxigHe AnA  3abeaneqeHHs
KUATTEAIANBHOCTI CyCninbcTBa
2) npouec po3BUTKY Ta YAOCKOHANEHHA TEXHONorin
Ta

B pesynerati came P TBO b 0
npoayKTy, a He npoayKTy matepiansHoro

P Ha  pywiiHy cuny copMmy i
PO3BUTKY  CyCMinbCTBAa» -  OCHOBHWM  mocTynar

rno6aniaoBaHoro CBIiTy

WWW

17 TpasHs 1991-r0
DeHb Hapomkents WWW

Tpw Bupy KomyHikauin

dokymeHTanbHa

Fpopokom npocecop
Mapwan MaknioeH, AKWA NPUCBATUB cee dinocodii couiansHux
Komyhikauif

NPOMUCNOBA PEBOSIIOLIIS4.0. HA MOPO3| HOBOI ENOXM

——

Cepniens 1942 Téai Namap |
AuTeiin OTPHMANK NATEHT M HOMEPOM
2292387 «CeKpeTHa CHcTeNa I'AIKY
(Secret Communication System)»
rexwenarin

. " Mo3sokModunu yikasiurui 3a 30eHilHicmb

s, 2014)
Arpanet, 1969 L1879
[lo GcHoBHIX Ak npoTieara Ao Mepexd Arpanet Byna
XBPAKTEPHCTYK Mepexi Arpanet Bia  CTBOpeKa Mepexa Usenet y 1979 pou, wo
HOCATE. Ha BlgmiHy Bla nonepeaHsol Syna

SAKDTICTS MEpEXi, OPraNIsOBaHICTL  BIAKDHTOI0 MepeNelD,

3 NpiHLMON Top-Down, [EMOKPATHUHO Oprasia0eao,
BUKOPUCTANHS! NOLUTORHX POSCANOK, 663 MOREPYBAHHA Ta 3 LinNKo
(AKi MoaepyBanucs). CTEOPUTH MEpEXy 38 IHTEpecami

MOCTIHAYCTPIANBHE CYCMNIIbCTBO 4.0

3a cramieTWOW Ha nowatoK 2020 poKy (NowaToK mowmpeHHs COVID-19)
PoKaR 4.5 MinbAAA MORER KOPHETYIOTBCA INTEPHETON, @ AYAHTOPIR COLIAMBHAX
i vpiaiios sowalny 833 ok et SO o ek TR

e

awmmicein svenwit Tim Beprepc-Tli

Cris [ixo6c - Apple, CivieHis 1984 oKy, IHHOBauliiHMii Macintosh

EBONOUIA KIBEP3AMPO3

Oppieio 3 ocHoBHMX Tem BeecaiTbor
- 4 exoHOMI4HOTO chopyMy 8 lasoci 3Hosy
2 cTana YeTsepra npomucnosa
¥ pesomoun- 27 sact & eI
{ 40.

Bnepuwe ey «Industrie
4.0» (fpomucniosicms 4.0) cTas

Poui Gynu npyicaAveni IHayCTIl

Tepuin Gy BusHaseruil K «36ipHe
NIOKATTA ANA TeXHONOT | KoHUenuit
‘Opraisalll NaHUIOXKa CTEOpeHHS
FAORATKOBOI BAPTOCTI» i3 BUKOPHCTAHHAM
) KiGepchiaumyx cucTen, 2) InTepery
peuen, 3) liTepHery nocayr, 4) PosymHX

eloorany y KBITHI 2011 POKY, KONW 3280380,
spuapkyfpyna  dasa i pesonioul, sika
(Induslne 4.0 sycTynuna 3 XBpaKTEpU3YETLCSH IAUMMAM TEXHONOTiA,
iHiUiaTMBOIO nigBMILeHHA o posmusae mex!
HiMewKoT . Wichposolo Ta
‘exoHOMIKN cbepan.

WIBEPBESMEKA B YMOBAX POIrOPTAHHA HETEEPTOI MPOMUCNOBO! PEBCNIOL
(INDUSTRY 4.0)

Bxe ownai, |  eci niacTaeH
scix nozei na
‘Giobal Digital Overview 2020).

cepedunu poky nonoswKa.

Rratlrt Gy sopsorysaman ommepoxabb MUkEt o

KIBEPSE3I’1EKA TA KIBEPVSE3HE‘4EHICTI:

IHAYETRIN Milie CRSHMBAULRSr COrMeHTy lmepnery peien (loT) yxe go kiHuA 2020 p. JpocTe 40
maivke 14 MApg NpHCTRolE (AR NopIAKHA: ¥ 2018 p. BUKOPHCTOSYBANGCA 3,9 MIPE NPUCTRGiE).

8 mepexi lurepHe’

MlamykHUA NoTaHYiaN HBEPISrEss wecyTe Takow Texwonord

HAYAHHA T3

enemeHTIa wrysora inTanenTy (Al], AK TaX CaM0 & KNaeGEM KOMNGHEHTOM | 4.0 Swe 3apa3 wepoRa

3UCTOCOBYOTHCA AR BETOMATAIAY  TERMQNOTMHMK  MPOLECIE

Ta MQEAMWEHHA  3aranbHoi

|, OCEIEEH

NPOAYKTHBRSCTI |X YACTO HAMBAKTD TEXHONOTAMM

KEPOBAH] Al BETHBNO BHKORHC Ak ana

HutHi ClhopMyEaBCA KOHCEHCYC WOAC TOMD, Wa:

1.4 HEREIEIROIM, NOB'AIAHI 3 MECSBOW MINNENEHTALIEH TEXHANSTIA | £.0, MeryTh ENpHwwT
KATACTROGMHI HACNILEN He NWWe B HALIOHANGHIA GEaNeL], NPOMMCNOBaNY BHpOSHILTE T8 SRoHoMiL;
NNk COEPAX 4% A0 NPHEATHOTO XHTTR MPOMANAH, cr
yTe koHUENUil | 4.0 nepenSavae WaHakMil POIEMTOK T3 HAPOUYYBAHHA CETMEHTY TEXHOROTA
YSTEERTO! XEUM B eKDHOMIeE | NO3ABKOHOMIEE: CPE0aX (@K QO NOSHOTD NEpENCgy Ha HILK),
NpHucay cTancs Ha 2018-2019 pp. Ueh Npoyes NHWe peanc-anca

3@rANoM, ane @ B yoix IHwMx
aua

BA30BI| AOKYMEHTH
3 MNUTAHb KIBEPBE3MNEKW YKPAIHU

IATBORTRENA YERIOM NDEUAENTE VAN
810125 1Tt 2017 pory e 47201

3aranom 3a nispiuus: 1350

3AKOH YKPAIHM

PO OCHOBHI 3ACAAN
SABEINEYEHHA
KIBEPEE3NEKW YKPAIHU»

<KIBepOEaNeKa— SAINLENCTL HHTIEBO BAATHENX INTEDECIS TV |
TPOMATPNING, CYCNIMCTES Ta AEPRABA N3 O BWODHCTONNR

| TEK | QR Tx :-rm» HA

KiGepGeaneka

'Kiéepyﬁeaneueuicn;

CrocyeTs cucTem

ragxeris, wo nig canani no
MepexilHrepner 1a

NPOrpamMHOro 3abe3neyeHHs,

BCTAHOBNEHOTO HA FAZKeTaX.

B YKPAIHI[10 KIBEP3/T04MHIB BIAHOCATb:

> NOPYLIEHIEA SETOPCLKOMO NPABA | CYMiNIX NPaD.

IHTEpHeT-Mepexa— raKeT -
BipTyansHmi cepsic (8e6-

OHNAWH T ocpq:nau )

KIBEPBE3MNEKA

s e KiGep6eanexa — e ynpaBninK pH3MKamm
 eaaDHe4 3 3 QOYWEKTANN Ha NEDEXa). TNATIXNM KEDTHGMM T2
ey noo&-m | BocTymy 20 Bamiacuni paxyte, oonamaen indbopmauinHoi Geanexw
AR i Baror
> nnatexio)
i Oy 1 4 Kibepatana - peanuals 3arpos & £GEPAPOCTOD! 28 ONOMODO.
TS NSk Kup 3 WEIOR KTt woprcTan spasreocTen  Inpopuausinm cuctem (IC) 3 weron
ropwG oo ML T ot - ORI KOMROHONTIR
Baraistony TaEALG,

» nepenasann

yebemery KiBepatai = 3arp03a + WEEPADOCTID 4 BPAIMBCTE

eiiaysan Acadaan 3 TR PRI § PUOBEN

B 235
naeunia 1psACTaBNMS  GAR 180 aINAK CATY )

OBMEXEHHS IHTEPHET-NPOBAUAEPAMU AOCTYNY A0 HU3KK
POCINCBKUX IHTEPHET-CAUTIB
Yka3 Mpeaunaenta Ykpainu Ne133/2017 em 15 TpaBHa 2017 POKy

«Mpo Ta
THWIX i i ¥ 2020 pou.

3a60poHa IHTEPHET-NPOBAIACPAM HAZAWHA NOCHYT (HA TPM POKM) 3
BOCTYNy KOpHCTyBauam Mepexi iMTepHer 4o pecypcisicepsicie Ha
momenax:

» yandex.ru, yandex.ua (y ToMy WMcni TaKi Cepsicw, K nowra, Manu,
nepexnagay, HOBMHH, TaKcl TOLLO), a TaKoX ACHIPHIX NPOEKTIS «FAKaeKcan
auto.rui kinopoisk ru,

» 0 pecypcis/cepsicis Mall.ru (www.mail.ru),

> (www.vk.com) Ta
«ORHOKNACHUKID (Wi ok ru)

> Ao pecypcis AT ),

» Ao pecypcis TOB «/loktop WEB»,

> c&b(wnnom AMCTPUG'IoTOpa «1C» Ha TepHTOpIT YikpaHin

cuctema HocTi
el ycTanosa IapYe - Eromxer, Sepcii T (aopm-s)
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e HOEOAPOCTOpY, 38 FWOI  3A0ENENYOTRCH  CTANWA  POIMION BOCHHOFO CTany Moo ep e wicadn s 8 2622 el spsnns sovana
et Corerpisnrel} s vucstyplfereiillbyin Miasion PRAYBIA 1t FOURTOp KA 0
SesnesmaniSapSessons aepese "°°°"'“ o e B Y¥pai WOnero BCYITs CANSRKD 300 THE. KoMK KOEPIAAPOS TR livdacerbrdesebppssbiaymagyalys dioinlec
€000 ik Blonsacrucn, 140 KabCTLR sysan yo | cies:
prstarcagglbaspbriaglonmapussiotrimg it o (e Qi younont ESET . uapaus poopelen wvapncrors opraan Sna. Tadx capes Scrommi treh - Eouepuied T Dhiancon
KBEPAPOCTOpIn - 200X A yeTamosa,  Oprdsa  cextopa  Oesnewt Narpacc s
T onisurex KOICTES. Jocwsas 5 1952 Aodl ereprercrs cortapa AT ANy ey - 57 KT n

INPPACTYKTYP. W NEALOE A7 XUTTEIAOEINEENNA NACEEN

Ckinbku Yacy notpi6Ho
ANS 3namy Baworo naponto?

s S




AHTUBIPYCHI PECYPCH

- Swwit anTMslpyc nocTasum y 2023 poul: e
{yearar  n'ATipKa MARKPaLLMX GEIKOLITOBNUX PilueHs gracstiagde
hitp./hezpeka ho ua— Mpasna Gesnesasoro BuropHCTasEt [ ——
e rmen oo e S A =
o Pporpau i T e, B ot i R s in
1. Ay, Vit Com — AHTHBIpYCHa npor pama Avast! proeys Ocoireanc waaroeen 518 WIKT 85 S e 1 10t s erebemmarinden S et T
e oot gl TS — i
MPOTPAMM, wwar e . oo
o oty e ey e T, oy o e St
e o ek o s e aomreen o e VP b SR
d— NOGTan « OWNANAR— Geanexa ot # B e ey et o sy InTepueT-saxucy formitro o
o Crapras covpa) vt o 5 S ey p R ———
— Mpaswna iNTepHer-Gesnexn Ta Do v o ot Ty " Sy
ianinis T Bhak e g [
S oot poin
o ey g e irsors PGS || ||| s ptmratimtemm s
PATOPS KACNEPCHIO. Vo meote ety - Tiant -0 Gaerc et VoD e A bt At 10078 oty
priiohopaph i sores Tk T S - e oo o MO + et Pt e+

« http:/www.patent net ua— BIANOBIAANLHICTb 3a NOPYLWEHHSA

* https/zakon.rada gov.uafaws/show/994 5754Text—

PECYPCUIH®OPMALIAHOIO.NPABA |

-~ - ( G
IH®OPMALIMHO! BE3MNEKM |

| = uupposi
| asvansi

| incmpywenmu i
| PpiwenHs

paB iHTENeKTyarnbHol BNacHoCTi
http //uk wikipedia.org — MODYWeHHA aBTOPCLKOrO Npasa
http /mbuviap.gov.ua/— LIeHTp AocniaxeHs coLjianbHnx

Google sanyeruaa n Vicpaiui onafiu-rpy
Interland npo Gesnex: Mepei
https://beinternetawesome withgoogle.com/u
K ua/interland

My Ronomaraemo niogam 3
YeB0ro CaiTy HaguaTACR.

P

KoMyHikauii HEYB. Kown tomepre nipamcmeo: Memodui ST
3aco6u bopomsou

https//zakon rada.gov.uadaws/show/1296-15#Text— MNpo

E’e%*am

O6auHicTb

IocibHux 3 i
3aXMCT CyCninbHOTMOpan Geanexu dimed Munesicrs
http. e Mopaau woao & lnmeprem| .
KOHTPONIO AaHuX & IHTepHeTi (Google) Ho6poanunueicTs
| Cwinusicto
«|HTEpHeT, A MiA XOUeMO — NOCIBHIK Ans «IHTEDHET, SIKNiA MY XOHEMO — NociBHuk Ans

yumrenis» (The Web We Want)

KIBEPC

"y

BE

nignitkie» (The Web We Want)

LA/

Crucox yxpainomoaHux You-Tube kawanie ans altei

% Paieo Legends heps /bE Iy WOHEH

5Xopobel 39
Boceni CanopoBior
NenwTyww hEDS DR Iy 2REY ST

SHTCT0 TV s 5t ok kHe

s o y20xgeHK

LIATNI3ALIS

T NS

KiGepcouianisauis — (8ig rpey. Kybemetike — «MucTeuTso ynpaeniHHa»,
BiA rpey. kybernao — «npasnio KepMom, ynpasnsio», sig rpey. Kupepvitng
«Kepmanuu» + aWrn. socialization couianizauis) (BipTyansHa
KOMN'toTepHa colianizayis ocoBUCTOCTI) AK NoKanbHWA npouec AKICHUX 3MiH
CTPYKTYpK ocobucrocTi, skuid sinGysaeTecs 8  pesynerari coulanisauli
NI0ZUHN B KibepnpocTopi BipTyansHoro couianiayroyoro
IHTepHeTcepenoBulla, ToBTO Yy npoueci BUKOPUCTaHHA #oro pecypcis |
KOMYyHiKaUil 3 BipTyansHWMK areHTamn couianizauil, sxi 3yCTPIYaTLCA
noauHi y rnoBanbhii Mepexd IHTepHeT (Hacamneped, y npoueci nepenucku 3a
donomozow e-mall, Ha hopymax, y 4Yamax (MaeTbca Ha ysasl suay IRC
(Internet Relay Chat), Grozax, inmepHem-neddxepax, menexoHpepeHyisx
ma online-izpax).

Y npoueci kibepcouianiszauii B NlOAWHN BUHWKAE HU3Ka HOBUX, (PAKTUYHO
kiBepoHTonorivHux ouikyBaHe Ta iHTepecie, morueis | uinen, norped i
YCTaHOBOK, a TakoX ¢popM NCUXONOTiYHOI Ta couiansHOI aKTMBHOCTI,
BesnocepegHbo nos" X 3 KiGepnpoct

CYBKYNbTYPA MEPEXI IHTEPHET. BWOW IHTEPHET-CYBKYNILTYP
« IHTepHeT-cy6KyNbTYpM (aHm. «cyberculturey,
«computer culture»), 3a BW3Ha4YEHHSM BWAATHOrO

pocnigHuka y ranysi «HoBux meaia» Jlesa MaHoBuya (Lev
Manovich) — kibepkynsTypa abo komn'toTepHa KynbTypa»
— ue KyneTypa, sika BWHUKNA abo BUHUKAE Yepes
BUKOPUCTaHHA KOMM'IOTEPHUX MEpex Ana  ChinkyBaHHS,
posBaru Ta GisHecy.

IHTepHeT-KynbTYypa Ue TaKoXK BUBYEHHS PI3HUX
couianbHUX NBWLL, MOB'A3aHUX 3 IHTEPHETOM, Ta iHLWWX
HOBUX (DOPM MEPEeXeBOro CrinkyBaHHA, Takux K OHManH-

*

CiNbHOTK,  Mepexesi irpu,  OBMIH TEKCTOBUMU
NOBIAOMIIEHHAMY, | Ue sBUWE BKIKOYAE MNUTaHHS,
noB'A3aHi 3 iAGHTUYHICTIO, NPUBATHUM KUTTAM, Ta

chopmyBaHHS Mepex.
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KIBEPHACUILCTBO, KIBEPAIPECIA

[llll)KVlTAIIBALlIﬂ HACU/IbCTB
CTAJIKIHT, BY/TIHTTA MOPHOIO

KIBEPMOBIHI

3a3suuait NA MOGGIHTOM PO3yMIloTb TPYNOBMI MCUXOROTIHMA TEPOP ¥
surnsal abo npsmoro B KONEXTHBI, AK
TIPaBANO, 3 METOIO HOTO 3BIMbHEHHS.

Y wupokomy cewci MOBIHT (iHogi MOGGIHr) ABNAE COGOK CUCTeMATHHE,
TI0BTOpIOBaHE NPOTAIOM TPHBANONO Yacy LbkysaHHs, 0Bpasa, MPUHWKEHHA

TiQHOCTI HWOI MIOQWHM, HANPWKNaZ, y WKOM, Ha PoGouoMy Micui, ¥ 29.08.2019
&'93HMY, | uepes lTepreT (KIGepMoBBiHr), | Tak Aani Npoext sigkniano

Tunosl i, npi MoGiHry — ue
3asigoMo  HenpaBguBol iHhOpMALil (NYTOK | MAITOK) MPO  MKAAMHY,

HOPMATUBHI IOKYMEHTH LUOAO KISEPEYAIHIY TA KISEPMOBIHIY

T1pO BHECEHHS 3MiH /10 AGAKHX 3AKOHOAABMMX AKTIB YKPAIHM WOAO NPOTHAI
Gyninry (usKysanmio) (3axom Yxpainw sin 18.12.2018 Ne Ne 2657-Vill)

LC: SAKOH YKPATHI
BHECeHHA MK [0 AeRKiX
3aKonopaBuMX akTis Yipaiuu
WOAC NoNepeKeHHA Ta
nporuail MoBinry
(Ne 10118-1 sig 18.03.2019)

Hpo succenes

T sporual vesiar

+ ¥ Koperciaaronianpo npayo Yipaiien
¥ Kogescl Yxpaiiil 150 saumcTpaHON
e

«[TPO [TOBHY 3ATANbHY CEPEAHIO OCBITY»
6.0,

3AKOH YKPAIHH
2020 A

(Crarm1.n11)

'Day— wbasapamth dess npoTHAl K

i npsimi oBpasu | coujanbHa isonayia + Y 3anow Yepsive «M1po konexmieni
(GoikoT i i Hanagkn yects | 295531077,
FIGHICTE MIOQMHA, 3aNORIRHKA MATEPIANBHOTO M ISUIHOY LWKORM.
16 nucronana 2022 poxy
Ne 2759-IX
3AKOH YKPAIHU «[1PO OCBITY» JEHbL MPOTUAI BYIIHIY
B PENAKLIII BII26.06:2020POKY, ; [BEHb NPOTUAI KISEPEYIIHIY
sTIH,P
N\
BULLYING y 25 spanax canry nposaaecs International Stand Up to Bullying

Crpax: w06 He cTaTy epTBoro MOBGIHra, MoAN YacTilue NpuMUKaloTh
10 aKTMBHOT, IMOBIPHO CMﬂbNOT YNV KONEKTHBY.

oTpeba Byt Ha BUAY
3aB0I0BATH BNIAB | npecmxa rpym

YPHi i B KyneTypi,

Hyabra: Hanpuknan, BIA HYAbIM HEraTWBHO MPOKOMEHTYBATH Yook
oTorpadito.

TeHAeHuin.

KIBEPMOBIHI B HABHANIBHOMY
3AKNAAI

Moxnuei o3Haku kiGepmoGinra B 3aknaai ocsiTH:

AHOHIMHICTh KTIOWITOBOI CKPUHbKMY. 3006yBaul OCBITH 38 AOMOMOTOIO CAOET
TIOWTOBOI CKDHHLKH i HI QHOHIMHO.
HeoBXaHo BpaxoByBaTW TOM (hakT, LIO Ll GHOHIMHI NOLITOBI CKPMABKIL MOXYTE:
6YTV BUKOPHCTaHI 1A LbKYBHHA IHLIAX YJHiB.

Noripwenk ncAXonoriMoro Kniwaty B Kknacl. FRUO. CTOCYNK Mk

Y caiti 4 Tpasmn BigIKauacTLCH Mixnapoamuit aoms
npomuaii Gyniury Bymikr
ocofrmeo  And

(usxyBakHs) — TpuBoxMa
cyacHoo  AUTRMDD

oot eldociogiai el SIGELLLY o

143 POBCHT MWL T B
‘o caaee 3
o

¥ Bcromy CHITL @ mpemio 0

TN GOPOTEON NPOTH NOEPSATINY. T 6 OCMaNMIO N
momozo

3a pesynuraTaMm ROCHIKEHHA, NposeasHor UNICEF
¥ 2017 pou, 67% Aiteh & Yipaii y siul s 11 40 17
POKB. CTAKATMCS 3 NPOGNEMOI0. Byninry (LibkyBaNNR)
BAPAORX OCTaHNIX TPOX MCALIB, 3 24% ATeH CTank
WOPTBAMK LLOIO ABKLLD.

3AXUCT BIA KIBEPMOBBIHIA

K TIALKW XTOCb CTae XeprBoto KibepmobbiHra, Tak Biapasy A0 HBOrO
TPUXOAWTL BIAYYTTA MOBHOI 6E3NOPaAHOCTI. CAOBECHI apryMeHTH a6o.
NPOXaHHA AATW CNOKIA He MaloTb WaHCIB y 60poTbbi 3 aHOHIMHOK
Kibepmob6iHr rpynoto. Husbka camoOUiHKa XeprBu  3arocTproe
cuTyauilo Biavato | i 3
BaXKO OYiKyBATH AOMOMOTM a60 NIATPHMKH 3i

Baua OCBITI B OCBITHbOMY KOMEKTMBI BCe  uacTie
OO XapaiTepy, IONBUIYETECA HACTOTA  KOWGMIKTIB, TO Ue CrpHAC
PosBITIY KOEpMOHE

nmpeéa Y. Poapue m:yu(nlx zu mkla mix 3nobyeasamm oceitM. OcoGnveo BiauyTHO

B APYXOM MDK AIB4aTKAMM, KONW KONMLUHA NOAPYFa CTae

260 MPOEKTYBaTH 0r0 Ha iHWOrO. Bernia AMOBIPHICTE Crath TIPHUMHOID chg’éa:g?m&? e oot x T Lok i e
HAaCMILLIOKYepes oUyTTA CBOET CNabKocTi. ApoTY oatoro

Oct KpuU3a. po3pus BIAHOCWH, ApYXOuW, NouyTTA
HEHaBWCTi i 3a3npOCTi, HeBAaui, NpoBany, 3pobneHi NOMUNKK.

CTOPOHM. AKILO HEraTBHE BIAEO NOTPANUAC B MEPEXY, TO 3a KOPOTKWA
nepioa 4acy BOHO Habepe BeAMKy KiAbKICTb neperasais. Hacaiakom
MOXe CTaTi HeraiiHa collianbHa cTUrmaTUsaia (rpew ITiyua — 1aspo.
KAGIIMO) XepTBU.

YAOCKOHaNGHHA 3HaHb | PO3YMiHHA B OOAACTi MeEAiaKOMMETeHLIN,
6atbKiB, neaaroris |

Oprauisauiiini ocsiTHi saxoau, MMia Yac pisHimx OCBITHIX 3aXoas:
NOI3AOK, CBAT  KOHKYPCIS., CNOPTUBHMX 3MaraHb CTae snrq 3
SIYDTOBAHMA KNacHWA  KonekTWe, CTae BIOMYTHOK in
MDKOCOGHCTICHHX CTOCYHKIS YCePeAWH] OCBITHLOTO KONeKTHBY.

HacKinekn
HaAnoMy»

8 6opotsbi 3

KiﬁepMOﬁﬁlHl’OM—,

OHITAVH-CTAIIKIHT: BIPTYAIIbHE HACUIINISA,

3 PEATIBHUMU HACTIIOKAMM

CrartTs npo CTAAKIHI
aonvm.. y KpuMiHaAbHUiA
“oaekc CWA, KaHaaw,

'Aacrpa/\u, BeAukobpuranii,
Beabrii, IpAaHaii, FToAAaHAIT,
ABcTpii Ta HiMe4y4uHu

Crankinr (Big aHrn. stalking — nowyk, nig

SKUM PO3YMIETLCA NepechifyBaHHs)

TpyMinr B IuTepHeTi

TpYMIHT — e BCTAHOBNEHHA QOPOCHMMM ;wymclx
Ta AoBIpAMBIX siaHoCHH
HeNOBHONITHIMK OcoBamn uepes IHTepreT nnu
BCTYNY 3 HUMM B IHTUMHWI 38'R30K, WAHTAKYBAHHA T3
3anakysauua. [INA rpyMIHrY OMNaiH 3NOBMHCHMKK
BUKOPUCTOBYIOTE  COLjanbHi  MEPEXN|,  eneKTPOHHY
NOWTY, TEKCTOBI NOBIAOMNEHHS, YATH B OHNAIH-Ipax
abo iHwi BeG-caiiT AR CRINKYBAHHA  MiX
KopHCTyBaqaMH

MaHINYNAUii  Ta NePeKoHaHHS, W06 XepTeu

Ha Ix

BMTHHY
aGCconioTHO A0 BCLOMO, WO
B Mepexi Ta
PeanbHOMY XUTTI HEMOXKIHBO.
k Barbkam

Aosipy
ANOBMUCHWKN NOMMHAIOTS NPMAINATM AuTkHI Barato

CrankiHr —

XEepBoio,

BWA [AOMaraHHs y BUMsAj
nepecnifyBaHHs, MOLLYKY Y1 CRiaKyBaHHS 3a
pisHoBuA

Ta Aapysatu NoAAPYHKN.

YBB 8To ATRYSATIT, BAGTYFOByETY poSne
 rpyvivey

Tomy, wo ixWi AitM 3
PaHHBOrO  BiKy  3HaKOTh,
AKol IHhbopMaUielo MoXHa

«npuxoBaHoOro»

NCUXONOri4YHOro HacUNbLCTBA.

CeKCTUHr

npodini Ta MamaraloTeca sugaTm Mo 3a inwy
ocoby.

AINUTHCA 3 [HWKMK, HaBITs
MU, XT0 3jaeTeca
ToBApHWaNA.

CéKcTuur (aurn. sexting, sin sex + texting) —

smicmy sa

y 38C06ie 3EAIKY CMITBHUKOSUX

rowmu,

Buanauerns 3'asunocs y 2005 pik y Hosiit 3enanail. Mpusogom nocnyxus BunHoxk 13-piusol
LUKONADKK, SKA BUCTABINA CBOT BIABEDTI IHIMKN Ha CARTI IHAROMCTS.

ICHyE QYIKa, O COKCTUHT HE HECE KOOHUX HETaTHBMUX HACHIAKIS Ana ncwxikk nianiTie | e
i, AK, mas 3

TaKUM Xe CNOcoGOoM NisHaHHs ceoel

ANEe CEeXCTHHI MOXE CNPHYMHUTH CKaHAan abo CTaTM NPUYMHOK camorybeTea, AKWo
chororpadil GyayTs onyGnixosaH,
¥ Resxitx kpaiax, 3okpetsa 8 CLUA | ABCTPANIT. CEXCTHHT € KDHIIHANEHAM SAONMHOM, AKIO

Ha TN ue AK AUTAYS
nopHorpadis,
Cnoeo «sexting» BKMONEHO B 12-Teé BUAAHHR P O

BHMIRCHKOT 1MOBY.
CeKCTUHT € QyXe NOWMPEeHNM SBHWEeM cepea ykpalHcekux nianiTkis. Nwwe 3a 2019 pik Ha
«rapsyy niHi» HayioranbHol auTsyol rapsyol mikil Na CTpana (TPOMaACcHKa NPAso3axucHa
oprauisauin) Hanitwno Bnussko 30 THC. 3sepHeHs sl AiTed, 3 Mux Gnuasko 10 Tic.
NOB'AIANI 3 WMTTAM QUTUHK B IHTepHeT-cepenosuwy, BINbLWICTL i3 AKNX — COKCTUHE
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PABBIHI

https://www.youtube.com/watch?v=j3ydHAdpRXo&t=1s

®ab6iur (phubbing; 6i0 aHen. Phone — «menegoH» |
snubbing  — «3Hesaxrnuse cmaenieHHs») —
NCUXOMNOriYHUI TEPMIH, L0 NO3Ha4YaE 3BUYKY MNOCTIUHO
BifBONiKkarucs Ha cBi TenedoH nig 4Yac po3MoBu 3i
CNiBPO3MOBHMKOM.

MeuxonorivHunin cTpax 3anuwuTucs 6e3  enekTPoHHOro
rapgxera Ta mepexi — xgopoba 21 ctonitTa (iHwa Ha3ga -
Homodob6in).

- UIKABA HAYKA
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