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significantly from those used by developers. They are aimed at identifying the mismatch between the software
requirement and the actual work by decomposing the product into levels and tasks.

In the case of the automotive industry, the test team practically performs supervision to ensure that the development
complies with the guidelines. In this case, monitoring refers to a broad-spectrum analysis of the product at levels
beginning from mathematical primitives, implemented in the form of mathematical and computer models.

4. Optimal decision on the establishment of validation and verification in order to minimize the risks of litigation
costs.

From experience in projects related to vehicle control systems, we can make recommendations regarding testing [1, 2]:
e The testing process must be part of the development process. It must comply with the V-model. Testing should start
simultaneously with development and include all levels of implementation and integration.

e Testing should be performed by a separate team responsible for compliance with the compliance between requirement
and implementation. This team must also monitor compliance with standards and guidelines

e The project should have a dedicated testing architect position, and this position should be introduced into the project
from the beginning.

e Automotive projects should be conducted based on AGILE, SAFe methodology to achieve the highest transparency
between the teams.
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CYBER EXPLORATION IN CONDITIONS OF HYBRID WAR: ADMINISTRATIVE AND LEGAL
FRAMEWORK

ABSTRACT
In the first days of the full-scale military aggression of the Russian Federation against Ukraine, personnel management
in the Armed Forces of Ukraine was unsatisfactory and purposeful. Therefore, such a system in the Armed Forces of
Ukraine needs to be reformed. The purpose of the new personnel management system should be "a model of future
results as some initial image that should be sought to achieve results."
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AHOTAIIA

B nepmi yacu nopHoMaciTabHoi BifickkoBoi arpecii Pociiicbkoi @enepartii npotn YkpaiHu KajpoBUH MEHEPKMEHT B
30poitnnx Cuiax YkpaiHu NpOSBUBCA y HE3aJ0BUILHOMY IJIECTIPSIMOBAaHOMY XapakTtepi. ToMy, Taky cuUcTeMy Y
30poitanx Cunt Ykpaiau HeoOXiaHO nepegopMoByBaTH. ToMy HOBa CHCTEMa KaJpoBOIO MEHEI)KMEHTY IIOBUHHA MaTH
BUIVISIT «MOJEl MaiOyTHBOrO pPe3yjbTary sK IEsSKUM BUXIIHUH 00pa3, M0 SKOro CiijJ MparHyTd, mo0 JOCArTH
PE3YNBTaTy».

KJIFOYOBI CJIOBA: kibepaopo3Binka, yMOBH, riOpuaHa BiifHa, aIMiHICTpaTUBHO-NIPaBOBi 3acaau, 30poitHi Cuin
Vkpainu.

IlocTaHoBka 3aBaaHHs. 3 MouyaTky HOBHOMAacIITaOHOI BilichKoBOi arpecii Pocilicekoi @enepauii npotu YipaiHu
OZJHOYACHO 3 BOTHEBUM YPaKECHHSAM 00’ €KTiB KpUTHYHOT iH(pacTpyKTypH HaHECEHO KibepaTaku Ha 00’ €KTH KPUTHYHOT
iHpopmaniitnoi inppactpykrypu (OKII). 3aBasku BMUIAM JisiM 1 CBO€YACHIM MiNrOTOBII YKPaiHCHKOTO CETMEHTY
InTepHeTy N0 KibepoOopoHH, Oy JOCATHYTO YCHiXy B ToMy, mo Oinbma yactuaa OKII nponosxkuna QpyHKIIOHYBaTH B
IITAaTHOMY PEKUMI He 3a3Har04M BTpy4aHHs Ta Hachiakis Big DDoS-arak. 3Baxaroun Ha Te, 110 YKpaiHa He IulaHyBajia
1 He 3JIIHCHMIIA aKTy BTOPrHEHHs Ha TepuTopito Pociiicbkoi deneparii, BuMyIieHa Oyna 3acTOCYBaTH BeCh MOTEHITIal
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KibepoOopoHu. OnHaK NPUEMHUM IS Hac 1 He ouikyBaHuM st Pociiicekoi @enepanii craB dakT HeOGaiIy)OCTi
(daxiBiiB IT-chepu 3 yMciaa HMUBIIBHOTO HACEJICHHS, SIKI CHMHEPIETHYHO 3TYPTYBAJHCS 1 CTBOPHIIM IMEPEAYMOBH [0
NPOBEJICHHSI aKTUBHUX 3aXOfiB y KibepmpocTtopi. B 3B’s3ky 3 TuM, mo YkpaiHa He3BaXXalouW Ha BiIHY NPOJOBXKYE
JOTPUMYBATHCS MDKXHAPOAHUX HOPM BeACHHS BiliHHM, B TOMy 4HcHi y KiOepmpoctopi. OnQHak, MpHUKIaA aKTUBHOI
TPOMaJITHCHKOI TIO3HIIIT IIO/I0 HeOOXiTHOCTI 3aCTOCYBaHHS aKTHBHUX (POPM il B KiGeprpocTopi mATBEPIKYE TE3y PO
BUpIMIAJIbHY PONb Y HEOOXiTHOCTI HOMiHYBaHHS Haj CyNpoTUBHUKOM — Pociiicekoto dexepariiero Ta OIHOYACHO, Y
BUPILICHI aIMIHICTPaTUBHO-IIPABOBUX MPOTAINH 3aKOHOJABCTBA YKpAiHH.

AHani3 ocrannix myOmikaniii. /[0 BUBYEHHS CIIEKTPY aJMiHICTPAaTHBHO-TIPABOBUX 3acaj KiOepoOpOHH Mix piZHUMHU
KyTaMH 30py MPHUCBAYEHO TOCUTH Oarato HaykoBHX poOiT. HaltOinbIn akTHBHY MO3WIIIO MposBuiM HaykoBIi: FO.I.
Hanuk, C.I. Bnoeenko, [.B. iopaina, €.0. Xusuno, B.B. Kynaes, O.0. UepHoHor Ta iH.

Onnak, 3 moOmIsMy 3a3HadeHoi MpoOJeMM 3acTOCYBaHHS AaKTUBHUX 3axOfiB (KiOepIopo3BiIkW) B KibepmpocTopi,
MOTEHI[IHOTO BOpOTa Ha JaHUI Yac BUBYEHO HE JOCTATHHO, ITPOTE BPAXOBYIOUM OTPHMAaHWH TOCBIA B XOI1 BiIOUTTA
30BHIIIHBOI arpecii Pocilicekoi Peneparii npotu YKpaiHny, € B TAKOMY HarajibHa HEOOXiTHICTb.

Merta ponoBini. Meta n0mMOBii - BUCBITIIMTH KJIIOYOBI aJMiHICTpaTHBHO-TIPABOBI 3acaiu Ta MoTpedy B opraHizaumii
Ki0epaopO3BIAKM B YMOBaX TiOpUIHOI BIHHH.

Pe3yabTat gocaigskeHHs.

AMiHICTPaTHBHO-IIPABOBOI0 OCHOBOIO, JJISI OpraHi3alii akTMBHHAX Ta MAaCHBHUX 3aXOMiB B KiOepmpocTopi, MO)KHa
BBAXKaTH MO0 13 3aTBepmxkeHHsIM y 2016 p. [Ipesunentrom Ykpainu Crparerii kibepOe3neku Ykpainu, B sIKill, 30Kpema,
BIIEpIIIe B 0OOPOHHY TEPMIiHOIOTII0 OyJI0 BBEACHO MOHATTS «KibepobopoHay [1].

3romoM, y miaroroBieHoMy TpoekTi Ykasy [Ipesunenta Ykpainu Bix 2021 «Ilpo pimenns Panu HamioHanbHOT Oe3neKku
i oboponu Ykpaiam», «IIpo Crpareriunuii 0O0OpPOHHHI OOJCTCHb YKpaiHu» [2], 3alporOHOBAHO TEPMIHOJIOTIO
JIOTIOBHUTH TIOHATTAM KiOepmoposBimka — 30ip iH(opmamii om0 Bpa3THUBOCTEH MPOTPamMHOTO 3a0e3NedYeHHs,
TEJIEKOMYHIKaI[ifHOTO OOJIaflHAHHSA, aBTOMAaTH30BaHUX CHCTEM YTPABIIHHSA CHJIaMH, 30pO€r0 Ta/abo TEXHOJIOTIYHUMHU
mpoliecaMy BU3HAUYCHOI ITiTi. AJjie B 3aTBep/pkeHoMy Ykasi Ilpesunmenta Ykpainu Big 17.09.2021 Ned473/2021 [3] mix
KiOepI0pO3BIAKOIO 3aITPOTIOHOBAHO PO3YMITH AiSIIBHICTH MO0 BUSBICHHS BPAa3IMBOCTEH MPOTrpaMHOTO 3a0e3MeueHHs,
TEJIEKOMYHIKAI[iHOTO OOJIaHAHHSA, aBTOMAaTH30BaHUX CHCTEM YTPAaBIIHHA CHJIAMH, 30pO€r0 Ta/abo TEXHOIOTIYHUMEU
npollecaMy BU3HaUEHOI 11 (00'exTa KibepiHdpacTpyKTypH).

VY CrpareriunoMy 000poHHOMY OrosieTeHi Ykpainu B qofarky 3. «MaTpuilst OCHOBHUX CIIPOMOXHOCTEH CHJT 0OOPOHI
CHUCTEMAaTH30BaHi [HCTUTYIIIHI CITPOMOXXHOCTI IEHTPAIFHUX OPTaHiB BUKOHABUYOI BIIaIU T 1HIINX JEePKaBHUX OPTaHiB,
K1 31HCHIOIOTh KEPiBHHUIITBO, CIPSMOBYIOTh Ta KOOPAWHYIOThH AisUIbHICTH BICHKOBUX (hOpMyBaHb, IO BXOAATH 200
BUJIUISFOTH BiJIIOBI/IHI CHJIM 1 3aCO0M JI0 CKJIay CUJI 00OPOHH, Ta ONIePaTUBHI, OOMOBI 1 CHEIiabHI CIIPOMOXKHOCTI CHII
o0oponu. Tak 3rifiHO SKOTO 3a peaizallilo 3MaTHOCTI BeIeHHS KiOeppo3BiJKH Ta Kibepmopo3Biaku B iH(MOpMaIliitHO-
TEJIEKOMYHIKaI[iHHIX MepeKax Ta CHCTEMax JIEP>KaBHOTO, TPUBATHOTO 1 BIHCHKOBOTO MTpH3HaYeHHS (00’ €KTiB KPUTUIHOT
iHGPaCTPYKTypH) TPOTUBHHKA JJIsl 3M00yTTs iH(opMarii nmpo KibepiHppacTpyKTypy NMPOTHBHUKA, iX MPU3HAUYCHHS,
MiCIIE3HaXOPKEHHSI, TEXHOJIOT'1UHUX MPOLECIB, ypa3IUBOCTi, BCTAHOBJIEHHS IIPUXOBAHOIO KOHTPOJIIO, IEPEXOIJICHHS Ta
nemmdpyBaHHS KEPYIOUHMX 1 PeCypCHUX JaHWX Ta iH(opMallii mokiaanatoThcs Ha: [0JOBHE YIpaBIiHHS PO3BLAKH
Mino6oponu, 30porini Cunu Ykpainu, JlepkaBHa MPUKOPIOHHA CITy)K0a YKpaiHu.

TakuM YHMHOM, BIPOBA/DKCHHS 3a3HAYCHMX JIOKYMEHTIB BH3HAUMJIO 0a3uC aaMIHICTPaTUBHO-IIPABOBUX HOPM
MaiOyTHBOI KiOEepIOPO3BIAKH SIK AisIIBHOCTI B Kibepnpoctopi [3]. OmHak 3 MoYaTKoM MOBHOMAcIITaOHOI BiHCHKOBOT
arpecii Pocilicbkoi ®enepauii nporu VYkpainu [epkaBHi opraHd Ta OprasizalliiiHi CTPYKTYpH, SIKi € HOCISIMH
crpoMoXxHOCcTel [3] BuUABWIMCH B Teopii cHpoMoXHMMH. [loTyHY 1 TNpEeBEeHTHBHY JONOMOTY B peaizaii
KiOepIopO3BiAKY, K IMOKa3ana MPaKTWKa, Halalu camoopraHizoBaHi He Oadmyxi IT-daxiBmi, siki B meBHIA Mipi
MiATBEpAWIN PAIliOHANBHICT, PAHINIOr0 MPUITYHICHHS, MO0 HEOOXIHOCTI CTBOPEHHS TiOpUAHMX ITiIPO3/ILITIB
BiliCHKOBO-IUBIJILHOTO CITiIBPOOITHUIITBA.

BificyTHICTh IIEHTpaTi30BaHOTO YMPAaBIiHHA MPU3BEIO JIO JCIEHTPATi30BAHOTO CTBOPEHHS Telerpam KaHaliB, JI0
npukiany Kibep Apwmis ta iHmi, sxi cranom gHs 25.02.2022 p. HapaxoByBasn moHax 250 THCSY yYacHHUKIB.
[IporuocTryHicTh Jii BOauasa 3a HEOOXiHICTh Y MOIIYKY Ta BUSBICHHS BPa3JIMBOCTEH MPOTPaMHOTO 3a0e3MeUeHHs,
TEJIEKOMYHIKAI[IHHOTO 00JIaIHAHHS, ABTOMATU30BAHUX CHCTEM YIPAaBIiHHS CHJIAMH, 30pO€I0 Ta/ab0 TEeXHOJIOTIYHUMH
mporecaMu BU3Ha4YeHOI 11 (00'exTa KibepiHdpacTpykTypn).
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