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APPLICATION OF ARTIFICIAL INTELLIGENCE FOR IMPROVING
SITUATIONAL TRAINING OF CYBERSECURITY SPECIALISTS

Abstract. The article identifies the problem of the need for continuous development and
improvement of practical skills for cybersecurity professionals due to the constant growth and
evolution of threats to information and cyber security for organizations, businesses, society, and the
state. The relevance of implementing innovative technologies to improve the methods of developing
technical and managerial competencies of cybersecurity specialists in higher education institutions
is justified in accordance with the strategic direction of education reform in Ukraine. The relevance
of developing the ability and skills for cybersecurity professionals to respond promptly to threats is
associated with the use of artificial intelligence by cybercriminals. The analysis conducted in this
work allowed us to conclude the need for improvement of the situational teaching method as one of
the main ways to develop the competencies of students majoring in Cybersecurity and Information
Security in higher education institutions. One of the ways to improve the method is to use artificial
intelligence tools in creating various types of tasks for classes. To create educational situations and
options for resolving conflicting situations in cybersecurity management and cyber incidents with
the aim of developing skills in future cybersecurity managers to make timely, correct, and effective
decisions, it proposed to use the artificial intelligence tool - the ChatGPT language model. Thanks
to its excellent capabilities, which include summarizing and analyzing articles, encoding, debugging,
and generating thematic blocks of situations, it represents significant progress in the field of artificial
intelligence. The application of ChatGPT allowed the creation of the necessary number of situational
tasks with options for correct solutions in a short time, covering all areas of activity for cybersecurity
specialists. However, during the research, there was a need for critical evaluation and verification
of the information provided by the model for compliance with the context and rules, laws, and ethical
norms that apply in each specific situation. This issue addressed by refining and specifying the
request to the ChatGPT language model to generate situations.

Keywords: information technologies; cyber security; professional competencies in cyber security;
situational learning; artificial intelligence.
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1. INTRODUCTION

The problem statement. A strategic direction of the education reform in Ukraine is the
modernization of the structure, content, and organization of education based on a competency
approach, fostering the utilization of innovative technologies and state-of-the-art teaching
methods in the educational process [1]. The integration of information technologies into all
spheres of human life requires the adoption of new approaches to shaping the abilities,
knowledge, and skills of graduates from higher education institutions, which they will need in
their professional activities. The essence of these new approaches lies in orienting educational
programs toward a competency-based approach in the training of professionals, necessitating
the implementation of innovative teaching technologies aligned with contemporary
advancements in science and technology.

In today's context, the training of cybersecurity professionals is particularly relevant due
to the need for fast response to the challenges associated with information and cybersecurity in
the rapidly growing and ever-changing digital world. The advancement of technology and the
increased utilization of digital systems have led to a rise in the number and complexity of cyber
threats. The emergence of new technologies such as artificial intelligence, the Internet of Things
(10T), blockchain, and cloud computing requires proficiency in responding promptly to hacker
attacks, data breaches, malicious software, and other forms of cybercrime that are becoming
more widespread and intricate.

Equipping cybersecurity experts with these competencies involves a dynamic
combination of knowledge, skills, practical expertise, modes of thinking, professional,
philosophical, and civic qualities, as well as moral and ethical values. These attributes define
an individual's capacity effectively engage in professional and lifelong learning activities and
are the outcomes of education at a certain level of higher education [2]. This process executed
through educational programs during various forms of classes.

During lectures, seminars, practical sessions, internships, one of the ways to develop the
necessary students’ skills and abilities of cybersecurity management in various situations is the
application of the situational learning method. Despite its numerous advantages, the
implementation of situational learning does come with certain challenges. One of the main
challenges is the limited immediate access to real-life situations that constantly arise in the
cyber space. The widespread implementation of situational learning requires significant efforts,
time, and financial investments to prepare realistic scenarios, develop specialized simulators,
or engage experts to conduct practical sessions.

In some cases, there may be a lack of a standardized approach to situational learning,
particularly in specific professional domains, which could influence the quality and consistency
of the learning process. To address these mentioned challenges and to ensure the need for
developing technical and managerial skills of cybersecurity professionals during their studying
at higher institutions, new approaches to the application of situational learning need to be
developed.

Analysis of recent studies and publications. Analysis of the literature indicates that
there is a significant body of both international and domestic scientific publications dedicated
to the method of situational learning using information technologies.

As asserted by authors [3]-[6] in their works, the emergence of the Internet over the last
few years has substantially transformed the forms and content of traditional education, giving
rise to various learning systems such as computer-assisted and web-based learning. These
electronic learning systems enable educators to create meaningful content with diverse
scenarios for practical sessions, prepare tasks for simulating situations, engage in discussions,
and manage distance-learning activities.
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The research paper [7] explores the possibility and practical approach to integrating
Ukrainian higher education standards with the best international practices in training
professionals in the specialty 125 "Cybersecurity and Information Protection," considering the
constant transformation and development of the global information society. To facilitate active
learning conditions for students of technical sciences, the CDIO 3.0 (Conceive - Design -
Implement - Operate) engineering educational standard approach is proposed, encompassing
the sequential steps of conception, design, implementation, and operation of products,
processes, systems, and services. This approach has been piloted in two higher education
institutions in Ukraine: the State University of Information and Communication Technologies
and the Boris Grinchenko Kyiv University.

In the study [8], the significance of utilizing modern information and communication
technologies, particularly interactive ones, during professional training at higher education
institutions is substantiated. The specificity and educational goals of the interactive educational
technology Case Study are outlined, the structure and principles of creating case studies are
described, and the features of implementing Case Study based on information and
communication technologies are identified.

The necessity to address the challenges of preparing highly skilled cybersecurity
professionals has led researchers to seek new methods of practical education that would ensure
the effective development of competencies necessary for professional activities. One of such
approaches is the proposal to apply a cyber resilience framework in the training of
professionals. This framework integrates models of system resilience and human behavior,
providing organizations with diagnostic capabilities to better prepare for emerging cyber
threats. It ensures the viability of the human aspects of cybersecurity, which are critically
important for the continuity of their business [9]. Additionally, as noted in the research [10], it
is especially important when shaping the managerial competencies of future cybersecurity
managers to consider the role of the human factor and social engineering in the training of
cybersecurity professionals.

In the research works [11], [12], functional schemes of virtual educational laboratories
for simulating cybersecurity processes have been proposed. The implementation of these
schemes provides extensive opportunities for creating diverse learning situations in the field of
cybersecurity. The authors also identified the advantages of using virtual educational
laboratories for simulating cybersecurity processes to meet the educational needs of both public
and private cybersecurity sectors.

In the case study [13], the procedure for the development and application of test benches
for cyber security training to provide skills and competencies to specialists using cloud
technologies is defined. At the same time, the authors note the difficulty in their maintenance.

The works [14], [15] provide arguments for the application of the practical cybersecurity
platform to create a comprehensive learning environment for professionals in managing
cognitive situations in cyber ranges. In these works, researchers focus solely on personalized
learning.

The use of a cybersecurity education structure based on the ADDIE model version
(Analyse — Design — Develop — Implement - Evaluate) is proposed in the study [16]. This model
defines the following sequence of actions: analysis; design; development; implementation;
evaluation. The authors, however, note the complexity and lack of flexibility in structures
created on the base of this model and suggest its implementation in the final course of
cybersecurity professionals' training at higher education institutions.

The challenges of forming cybersecurity competencies are identified in research [17]-
[20]. In the works [17], [18], it is proposed to shape competencies using the integrated
cybersecurity educational structure called CyTrONE (Cybersecurity Training and Operation
Network Environment), developed by the company Cyber Range Organization and Design.
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Based on instructor input data obtained from the educational database, CyTrONE loads
educational content into the Learning Management System (LMS) via the auxiliary tool
CyLMS and creates a related learning environment using the Cyber Range Instance System
(CyRIS) (Figure 1).

The third module of CyPROM can be used to manage the processes of incorporating
dynamic elements into the educational activities, such as real-time attacks, etc. The participants
can access these elements through the LMS MOODLE. To familiarize themselves with the
training content, conduct necessary investigations, and provide responses through LMS,
participants need to connect to the cyber range.

=
LMS
./
=N oyTrONE -
Instructor Cyber Trainees
Training Range
Database

Figure 1. Scheme of the CyTrONE training structure

The CyTrONE distribution is freely available on the GITHUB website at the following
link «https://github.com/crond-jaist/cytrone», and already includes some selective training
modules. According to the authors, CyTrONE is well-suited for real educational events in terms
of functionality, usability, and performance. However, the need for continuous enrichment of
the training database due to the evolving nature of threats was noted.

In the work [19], various methods of informing about information and cybersecurity are
discussed and evaluated. These methods are used to enhance the awareness of cybersecurity
professionals. The need for employing combined methods, such as textual, gamified, and video-
based methods, is emphasized. The author also points out the complexity of developing
educational content that accurately reflects the current state of cyber threats.

The author of the article [20] has developed a Decision Support System (DSS) in
cybersecurity, based on models describing cybersecurity tasks in conceptual and functional
aspects. The DSS aims to facilitate the effective execution of loosely formalized cybersecurity
tasks and enhance the understanding of situations to be analysed during computer systems'
cyber protection.

Based on the analysis of Ukrainian legislation in the field of information and
cybersecurity, as well as the NATO Cybersecurity Curriculum Framework, the research [21]
provides examples of competency models for cybersecurity professionals within the national
cybersecurity system. The article proposes models of professional competencies that can serve
as a basis for improving educational programs and curricula for training professionals in the
field of cybersecurity, primarily at the undergraduate level of higher education. Additionally,
these models could be used for adjusting higher education standards for the specialty 125
"Cybersecurity and Information Protection,” including the third (educational and scientific)
level.

In the work [22], examples of professionally oriented tasks are provided for higher
education students majoring in 'Cybersecurity," which involve the utilization of information and

218



DOI: 10.33407/itlt.v97i5.5424 ISSN: 2076-8184. Information Technologies and Learning Tools, 2023, Vol 97, Ne5.

communication technologies and expand the possibilities of applying software tools in the
educational process, including during situational method sessions.

However, despite the positive outcomes of fundamental and applied research, many
proposals have been subject to criticism due to their limited adaptability to the real-time changes
of modern cyber threats [23]. Current educational programs are centered around manually
configuring tasks for practical sessions, which is both exhaustive and error-prone. Also, these
programs allocate minimal attention to the integration of artificial intelligence.

The research goal. The purpose of the article is to study the use of artificial intelligence
to improve the method of situational learning in the formation of the competences of cyber
security specialists and to provide practical recommendations for the further development of
the system of personnel training in the field of cyber security.

2. THE ESSENCE OF THE SITUATION METHOD

The situational method of learning, known worldwide as the case method (Case Study —
studying a situation), is one of the most effective teaching approaches in cybersecurity. It is
employed to provide practical education to students and prepare them for real-world situations
they might encounter in their professional careers. Through this method, the most effective
development of competencies occurs as a dynamic fusion of knowledge, skills, and practical
abilities [2].

When applying the situational method, students are provided with opportunities to solve
real tasks related to threat detection and analysis, cybersecurity problem-solving depending on
the type of cyberattacks, and the development of strategies to prevent future incidents. Students
can explore system vulnerabilities,
conduct  security audits, develop
protection plans, and security policies.
Through role-playing games, they can

Definition of the purpose of the lesson

Definitio_n ofcompetence.(part of competence) assume different roles (hackers, system

in accordance with EP (EPP) administrators, or cybersecurity analysts)

v and simulate scenarios that involve the

Definition of technical and software tools, application and formation of knowledge

g models for the formation of skills and skills related to system defense or

v security breach detection. The main stages

Formation (creation) of situational tasks of applying the situational method are
illustrated in Figure 2.

v The application of this method

Presentation of theoretical concepts and allows students to gain practical

¢ """ experience and develop crucial skills in the

field of cybersecurity, preparing them for

Execution of situational tasks .
real-world challenges they will encounter

v in their future professional careers. A key

Analysis and discussion of the results of S¥age_in this sequence inVOIV_eS designi_ng
suaiion nde situational tasks, the completion of which

ensures the formation of necessary

v competencies and learning outcomes in

Feedback

line with the educational (educational-
professional) programs for training

Figure 2. The main stages of applying the cybersecurity professionals. Therefore,
situational method

219



DOI: 10.33407/itlt.v97i5.5424 ISSN: 2076-8184. Information Technologies and Learning Tools, 2023, Vol 97, Ne5.

implementing the method requires the prompt development of scenarios that reflect the current
state of cyber threats.

3. RESEARCH METHODS

To study ways of enhancing the situational teaching method in developing competencies
of cybersecurity professionals, interactive action research is successfully used. This approach
combines research with practice, allows to learn and improve research methods based on
practical outcomes. The core idea is that the researcher collaborates closely with
practitioners, studies practical issues and implements improvements in real environment. One
of the models of this method is the model of operational (or technical) action research (Figure
3), typically visualized as a cycle of steps: 'Plan = Act - Observe - Reflect'.

In the context of improving the method of situational training in cyber security, Action
Research has the following stages (Figure 4):

Action research cycle Identification of the problem

Planning *

=) Planning

[. =| 3
/ Implementation of changes

(75\  Action ok 3 v
i Q@

A

[,/ Research Observation and data collection
CYCIe Action +

B Analysis and reflection
& «

. Further planning

Conclusion

Analysis

Figure 3. Functional diagram of the Figure 4. Stages of
technical action research model application of the action

[FORGUIGGY FRO TN R |

With the aim of creating a more effective learning structure, the plan developed in
accordance with the research stages (Figure 4) included:

1. Defining competencies to be developed by the situational teaching method within a
specific academic discipline in line with the curriculum;

2. Searching for technical teaching tools;

3. Creating tools to automate the generation of learning situations;

4. Designing scenarios and evaluating program effectiveness;

5. Adjusting obtained results;

6. Formulating recommendations.

4. THE RESULTS AND DISCUSSION

The training of masters in Cybersecurity under the educational-professional program of
the second (master's) level of higher education, "Information and Cybersecurity Management"
[24], at the State University of Information and Communication Technologies involves
obtaining the qualification of a "Master in Cybersecurity with specialization in Information and
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Cybersecurity Management." This qualification is based on the competencies acquired during
the learning process.

Critical managerial competencies that masters in Cybersecurity should possess include
those associated with adhering to corporate and professional ethics in cybersecurity. This
encompasses the ability to identify, articulate, and resolve teamwork-related issues, as well as
the capability to plan and implement training, supervise and support personnel, and make
effective decisions regarding information and cybersecurity issues.

Due to the multitude of positions in various fields where information and cybersecurity
professionals can work after completing higher education, it's essential to create a significant
number of situations during practical sessions (18 classroom hours) to cultivate the necessary
students’ competencies and achieve the planned learning outcomes. This approach improves
their managerial skills in problem-solving and decision-making within the realm of
cybersecurity.

To enhance the situational teaching method by rapidly generating scenarios for learning
material development, an artificial intelligence tool developed by OpenAl, ChatGPT
(Generative Pre-Trained Transformer), was utilized. Using ChatGPT, a language model, in
response to specific prompts, generated 12 thematic situations along with decision options,
tailored to each student, within a 25-minute timeframe. Each situation variant, generated by the
language model, along with its corresponding correct solution, ranged from 2500 to 4000
characters including spaces. Upon evaluation, it was observed that the context of the generated
situational tasks by ChatGPT didn't fully correspond to the given instructions, indicating the
need for editing prompts to guide the language model in forming precise situational tasks.

The evaluation of the relevance of the created situational tasks was conducted with the
involvement of cybersecurity experts to determine the degree of correspondence between the
generated text and the goal of fostering managerial competencies based on the criteria of
content, structure, style, and completeness. The evaluation scale for correspondence to the
competency-forming goal ranged from 0 (no correspondence) to 1 (complete correspondence).
The initial evaluation of the correspondence of the generated tasks was performed by three
experts.

The improvement of the second prompt to ChatGPT involved specifying the content of
the request regarding the correspondence with the goal of cultivating managerial competencies
in fields of cyber tools application (banking, industry, military, government administration).
Adding the sentence "Let's work this out in a step by step way to be sure we have the right
answer" at the end of the prompt allowed to break down the task into two to three steps, reduce
the time for generating situational tasks, and obtaine better responses.

For the second evaluation of situational tasks, aimed at ensuring objectivity, five experts
were engaged. The evaluation results for two generations of situational tasks are presented in
Table 1.

Table 1
The result of the evaluation of situational tasks
. First evaluation Second evaluation
Evaluation

No criterion experts experts

1 2 3 1 2 3 4 5
1 Content 0,6 0,5 0,5 1 1 1 1 1
2 Structure 0,5 0,4 0,5 0,9 0,9 0,9 0,9 0,9
3 Style 0,5 0,7 0,6 1 0,9 0,9 0,9 0,9
4 Completeness 0,7 0,6 0,7 0,9 0,9 0,9 0,9 1

To measure the consistency between different experts in evaluating correspondence of
the generated situational tasks to the goal of fostering managerial competencies, the
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Krippendorff's alpha coefficient was applied [25]. The calculation of this coefficient was
implemented in the Python programming language using the Krippendorff module within the
Microsoft Visual Studio environment. The program listing is as follows:

import krippendorff
# first evaluation data

datal = [
[0.6, 0.5, 0.5, 0.7],
[0.5, 0.4, 0.7, 0.6],
[0.5, 0.5, 0.6, 0.7],

]
# Calculation of Krippendorff's Alpha of the first estimate
alpha = krippendorff.alpha (datal)
print ("Krippendorff's Alpha 1:", alpha)
# second evaluation data
dataz =

1

1

4 O' ]I
9]
. 9]
9]

~ N~ 0~

O O O w

[
0
0
0.
0
0

~ N~ N~~~
O O W O O
~ N N 0~ 0~
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[ ’
[1 ’
[1 ’
[1 r 1]

]
# Calculation of Krippendorff's Alpha of the second evaluation
alpha = krippendorff.alpha (data?2)
print ("Krippendorff's Alpha 2:", alpha)

The result of the calculation of the Krippendorff alpha coefficient (Figure 5) allows us to
state that there is a fairly strong (0.41 - 0.6) consistency of the experts' evaluation of the first
(0.484375) and second (0.5824175824175823) generation of situational tasks.

Output

Show output from: | Debug '| ==
Krippendorff's Alpha 1: 8.484375 A
Krippendorff's Alpha 2: ©.5824175824175823

The thread 'MainThread' (8x1) has exited with code @ (@x@).

The program 'python.exe' has exited with code @ (@x@).

Error List TaskList Code Defin...

Developer... Python 3.9... Eelhd Bookmarks

Debug Inte. ..

Figure 5. Calculation results Krippendorff's Alpha

The result of experts' evaluation of the relevance of the generated tasks (Table 1)
confirms the effectiveness of using artificial intelligence to improve the method of situational
learning. After editing the queries, the time spent on generating 12 thematic situations amounted
to 9 minutes (Figure 6). In manual mode, creating such a quantity of variants would require a
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significant amount of time (120

The Time spent on forming situations and minutes or more), therefore, time
decision options savings has also been taken into
140 account as a criterion for the
120 120 effectiveness of_applying Cha_tGI?T.
100 Another important criterion
80 for evaluating the use of artificial
60 intelligence to  enhance the
40 2y . situational teaching method is its
20 N . . .
° - impact on the quality of skill
anual mod ChatcpT ChatGPT (et acquisition and managerial
anuatmocde i atGPT(edit) competencies of students. The
Figure 6. Effectiveness of using artificial indicator for this criterion is
intelligence learning success. To determine this

indicator, the performance results
of an educational group (Group 1),

where only one situation was considered, were
Assessment of success compared to those of an educational group
(Group 2) where a large number of situations
43 4.45

© 445 generated by the ChatGPT language model
T 44 were considered. The comparison of
§ 435 performance based on the arithmetic mean
€ 43 (Figure 7) confirms the effectiveness of the

£ 425 4.23 proposed enhancement method.
E 4 Thus, the method of enhancing
€ 415 situational learning through the application of
4.1 artificial  intelligence  allows  creating
Group 1 Group 2 situational tasks almost in real time for the
development of the competencies of cyber
Figure 7. Comparison of success security  specialists that meet modern

requirements.

4. CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

The introduction of the latest IT in all areas of society's life, as well as the use of artificial
intelligence technologies by cybercriminals, leads to the fact that cyber threats are constantly
evolving, and the consequences of incidents are becoming more and more tangible. In such
conditions, the demand for professionals with skills to prevent and counter cyber security
threats is very high. And it will continue to grow as more companies and industries seek to
protect their data and reputation. In order for cyber security specialists to be able to effectively
perform their functions, it is necessary to constantly update their management competencies in
accordance with the development trends in the field of IT and cyber security.

Designing various cybersecurity problem scenarios and defining the options of their
solution using artificial intelligence can be an effective approach to foster managerial skills of
cybersecurity professionals. The process of developing situational tasks on information and
cyber security should inherently consider legal and ethical norms, as well as industry specifics.
This pedagogical approach empowers students and cybersecurity practitioners to gain practical
experience and skills essential for effectively addressing actual challenges in the field.
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The investigation of the application of ChatGPT as an artificial intelligence tool to
enhance the situational teaching method has confirmed its effectiveness. However, it is
important to note that ChatGPT is a language model that generates text based on learned
templates, examples, and rules, lacking personal experience or real-world interactions.
Therefore, it's crucial to critically evaluate and verify the information provided by the system,
with particular attention to context and adherence to the rules, laws, and ethical norms
applicable in each specific situation.

A direction for further research will involve developing a specialized model using
established Python programming language libraries in conjunction with the LMS MOODLE
for automated assessment of correct solution variations in the form of textual blocks based on
their comparison with a benchmark answer by the method of vector text representation.
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AHoTamnis. Y craTTi BU3HaueHa npoodieMa HeoOXiJHOCTI NOCTIHHOTO PO3BUTKY Ta BJIOCKOHAJICHHS
NPaKTHYHUX HAaBUYOK CIIEHialicTiB KiOepOe3neku 3 Orvisly Ha IOCTifiHE 3pOCTaHHsS KIIBKOCTI
3arpo3 iHQopMamniiiHiii Ta kiOepHEeTWYHIM Oe3meli opraHi3amiii, MiANPHEMCTB, CYCIUILCTBA 1
JIepKaBH Ta iX eBotollito. OOrpyHTOBaHA aKTyabHICTh BIIPOBAXKCHHS 1IHHOBAIIMHUX TEXHOJIOTIN
3 METOI0 BJIOCKOHAJICHHSI METO/iB ()OPMYBAHHS TEXHIYHHX 1 YIPaBIiHCHKHX KOMIIETEHTHOCTEH
¢axiBuiB kibepOe3nekn B 3aKiiajax BHUIIOI OCBITH Y BiJIIOBIIHOCTI i3 CTpaTEeriuHUM HAIpPSIMOM
pedopmyBaHHs ocBiTH B YKpaiHi. AKTyanbHICTh (opMyBaHHsS y (axiBIiB KiOepOe3neky BMiHb i
HAaBHYOK OINEPATHBHOIO pearyBaHHsS Ha 3arpO3M IOB’s3aHa i3 3aCTOCYBAHHSIM KiOEp3JIOYHMHIIIMHU
HITY4HOrO iHTeNneKTy. [IpoBeneHuii y naniid poOOTI aHaIi3 HAYKOBHX JIOCIII/PKEHB J03BOJISIE 3pOOUTH
BUCHOBOK IIpO HCO6XiI[HiCTI) YAOCKOHAJIEHHS CHUTYaTHUBHOI'O METOAY HaBYaHHA SAK OAHOIO 3
OCHOBHHX CITOCO0IB (hOpMYyBaHHSI KOMIIETEHTHOCTEH CTYAEHTIB crienianbpHocTi KibepOesneka Ta
3axucT iHpopManii B 3aknazi BUMOI OCBITH. OIOHUM i3 UUISIXIB YJOCKOHAJIEHHS METOAY €
3aCTOCYBAaHHSl IHCTPYMEHTIB IITYYHOTO IHTEJEKTY MPU CTBOPEHHI PI3HOrO pOAYy 3aBIaHb IS
NPOBE/ICHHS 3aHTh. J{JIsl CTBOpEHHS HABYAJIbHUX CHTYAIlill Ta BapiaHTIB pO3B’si3aHHS KOH(IIKTHIX
cUTyaliil B ympaBiiHHI KiOepOe3rneko Ta KiOepiHIMAEHTaMu 3 MeTo (HOPMYBAaHHS HaBUYOK
NPUIHATTS CBOEYACHUX, NPABUIBHUX 1 €QEeKTHBHUX pillleHb MaHOyTHIMH MeEHemKepaMu
KibepOe3rnekr 3amporoHOBAaHO BUKOPHCTOBYBATH IHCTPYMEHT IITYYHOTO IHTENIEKTY — MOBHY
mozenb ChatGPT, sika CBOIMHM 4yIOBHMHU MOMKJIMBOCTSMU: y3arajlbHGHHSM Ta aHalli30M CTaTew,
KOJIyBaHHSIM, HaJIarO/PKEHHSIM, TeHEpalli€l0 TeMaTHYHHUX OJIOKIB CUTYalliil — CBiTYUTh PO 3HAUHHUIA
nporpec y ranysi mrydHoro inrenekty. 3acrocyBaHHs ChatGPT no3Bonuio 3a KOpOTKHH 4ac
CTBOPHUTHU MOTPIOHY KUIBKICTh CUTYaTUBHHX 3aBJaHb 3 BapiaHTaMH MPaBWJIbHUX PILIEHb, SKUMHU
OyJI0 OXOIUIEHO BCI HANPSIMKH JIIsUTBHOCTI (haxiBIiB KibepOe3neku. Pa3om 3 Tum, mpu npoBeaeHHi
JOCITI/DKEHHsI BHSBWIIACH MOTpeda B KPUTUYHOMY OLIHIOBaHHI Ta TepeBipii iH(opmalii, 1o
HaJa€eThCsl MOAEIUIIO, Ha BIIIOBIJHICTH KOHTEKCTY Ta MPaBHiIaM, 3aKOHAM Ta €THYHUM HOpMaM, SIKi
JUIOTh Y KOXKHI# KOHKpeTHii cutyalii. Lo nmpobneMy BAajocs BUPILIMTH NUISIXOM YTOYHEHHS Ta
KOHKpeTtu3allii 3amuty 10 MoBHOI Mozieni ChatGPT nnst renepanii curyarriii.

KarouoBi cjoBa: iHpopMamifiHi TEXHONIOTIi; INTYJYHWH IHTENEKT, CUTyaTHBHE HaBYaHHS,
mpodeciifHi KOMIIETEHTHOCT; KibepOe3meka.
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