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Abstract: The subject of research in the scientific article was the theoretical and 

practical foundations of applying the cyberontological approach in the 

professional training of lecturers. To achieve the research purpose, the following 

tasks were solved: the current state of research and publications in the area was 

analyzed; theoretical, practical bases for applying the cyberontological approach 

in the professional training of lecturers were developed. Cyberontological 

approach is proposed as an innovative basis of psychological and pedagogical 

science-cyberpedagogy, which is designed to generalize and systematize 

scientific knowledge in the field of application of modern information and 

communication, computer, digital, electronic and Internet technologies in the 

education system. The paper substantiates the cyberontological model of 

functional dependence of components and the flow of the information processes 

in the educational activity of a lecturer-student. Based on the accumulated 

positive experience of using computer technologies in teaching students, the use 

of a cyberontological approach in the professional training of lecturers is 

proposed. Several examples of applying a cyberontological approach with 

elements of gamification in the training of cybersecurity specialists are 

considered. The scientific significance of the work is that for the first time a 

functional cybernetic model of the dependence between the components of the 

pedagogical system has been developed. The practical significance of its 

application in practice is that on the basis of the cybernetic model, game 

mechanics can be developed to increase student motivation in modern 

conditions. It is possible to use a computer game (gamification) as the basis for 

building a training complex for training military information and cybersecurity 

specialists. 

Keywords: cyberontological approach; professional training; lecturer; ontology; 

gamification; higher education institution; cybersecurity; mathematical model. 



1 Introduction 

1.1 Problem statement 

Both around the world and in our country, a person learns throughout his life. This is 

training in a general academic school, vocational school, or higher education institution. 

The state spends a lot of money on financing the education system, so the problem of 

improving the efficiency of the learning process is urgent. Its optimization requires not 

only improving the content and methodology of studying individual subjects, but also 

developing the theoretical foundations of didactics with the involvement of both the 

humanities (for example, Psychology) and exact sciences (Mathematics, Cybernetics). 

Now all over the world, when analyzing the educational process, the consideration of 

the "lecturer – student" system from the point of view of management theory is based. 

Almost all educational institutions have shifted their academic activities to digital 

platforms due to the recent COVID-19 epidemic [1]. 

Given the above, the cybernetic approach is also relevant for the higher education 

system. 

1.2 Literature review. Analysis of recent research and publications 

In the scientific research of V. Pleshakov [2; 3] formed and acquired further formation 

in the works of N. Voloshyn, O. Mukohorenko, L. Zhohin [4], K. Meteshkin, 

O. Morozov, L. Fedorchenko, N. Khairov [5] the definition of cyberontology as the 

existence and / or life activity of a person in an innovative alternative reality of 

cyberspace (cyberreality), determined by the level of development of 

self-consciousness and motivational needs of the individual, as well as by the complex 

of objective and subjective micro -, macro -, meso- and megafactors of society. Based 

on the analysis of human interaction with computer, electronic, digital technology, a 

cyberontological approach to education is built, according to which, training and 

upbringing of a person is determined by the conditions of its existence, life activity and 

interaction with computer technology, with other people and the world as a whole, 

based on the integration of two spaces: real and virtual. 

According to V. Bespalko [6], N. Voloshyn [4], A. Ihibaev, A. Toleukhanov [7], 

I. Kozubtsov [8], R. Maier [9], V. Pleshakov [10], the cyberontological approach is 

nothing more than a phenomenon of psychological and pedagogical science. It begins 

the foundations of cyberpedagogy, which is designed to generalize and systematize 

scientific knowledge in the field of application of modern information and 

communication, computer, digital, electronic and Internet technologies in the education 

system. 

1.3 Highlighting aspects that are understudied 

The analysis of recent studies has established that the chosen object of study 

"cyberontological approach" attracted the attention of foreign scientists, but the 

description of the functional cyberontological model of dependence and the flow of the 

information processes in human educational activities is not sufficiently reflected. 



Based on the above, this current research area was chosen. 

1.4 Purpose of the article 

To review the theoretical foundations and practical success in applying the 

cyberontological approach with elements of gamification in the professional training of 

lecturers of higher educational institutions (HEI).  

1.5. Research objectives (goals) 

To achieve this purpose, the following objectives are set: 

1. Analyze the current state of research and publications on the keywords of the 

terms "cyberontological approach", "cyberpedagogy". 

2. To review the theoretical foundations and practical success in applying the 

"cyberontological approach" in the professional training of future lecturers of the HEI. 

2 Research methods 

2.1 Research tools 

The main means of scientific and theoretical research. A set of scientific methods that 

are comprehensively substantiated and consolidated into a single system. Basic 

research tools:  

methods of theoretical analysis and generalization of scientific literature, on the 

topic of the research;  

generalization to formulate conclusions and recommendations for effectiveness. 

2.2 Reliability and accuracy of results 

Reliability of the results of the study is ensured by the correctness of the use of 

mathematical apparatus and research methods. 

2.3 Methodological basis of the study 

The object of scientific and theoretical research is not just a single phenomenon, a 

specific situation, but a whole class of similar phenomena and situations, their totality. 

The methodological basis of the research is the ideas of L. Vyhotskyi, P. Halperin, 

Y. Babanskyi, S. Rubinshtein, (pedagogical psychology), N. Viner, K. Shennon, 

F. Rozenblatt, A. Kolmohorov, V. Hlushkov, (cybernetics), V. Maier, D. Novikov, 

(mathematical modeling of learning), V. Bespalko, Y. Mashbits, (cybernetic approach 

in pedagogy, programmed learning and automated training systems). 

Thus, the basic theory for mathematical modeling is cybernetics. 



3 Research results 

3.1 Theoretical foundations of the "cyberontological approach", 

the"cyberpedagogy" component 

With the advent of "cyberspace", a virtual dimension, a new environment of life 

activity and a factor of social change were formed (M. Chitosca [11], S. Petriaiev [12]). 

As a result, modern person lives and interacts with other people and the world as a 

whole in parallel in two socializing environments – classical objective (material) reality 

and alternative innovative reality of cyberspace (cyberreality) – that potentially and 

objectively affect the formation and transformation of subjective (phenomenon of the 

psyche) reality. In this regard, it is advisable to talk about the "parallel" existence of a 

person in cyberspace, about an alternative ontology of modern human civilization – 

cyberontology. 

The types of indirect activities have become the main vectors of socialization 

(integration) of a person with cyberspace. According to some scientists O. Voinov [13], 

N. Voloshyn [4], V. Pleshakov [10], S. Petriaiev [12]) in particular: 

1. Communication in cyberspace. 

2. Leisure in cyberspace. 

3. Knowledge in cyberspace. 

4. Work in cyberspace. 

To effectively solve the actual problems of human education and training, the need 

to apply a "cyberontological approach" in education and the beginning of an innovative 

branch of pedagogical science – cyberpedagogy (V. Bespalko [6], N. Voloshyn, 

L. Zhohin, O. Mukohorenko [4], K. Meteshkin, O. Morozov, L. Fedorchenko, 

N. Khairov [5]) is justified. At the same time, a new fifth vector of human socialization 

into education through cyberspace was identified. 

So, the fifth vector is the education of a person in cyberspace – this is the process 

of human education, which is determined by the conditions of his life activity and 

interaction with oneself, with other people and the world as a whole in the context of 

the integration of classical objective (material) reality and innovative alternative reality 

of cyberspace (cyberreality), both of which potentially and objectively affect the 

formation and transformation of subjective (phenomenon of the psyche) reality. The 

main role of the cyberontological approach is to regulate the development of 

personality and human life activity in cyberspace, taking into account modern 

conditions and trends of education, as well as near and far prospects for the evolution of 

mankind. 

Nowadays, the use of cyberspace as an educational environment, a channel of 

training and educational communications has become commonplace. The human 

educational process in cyberspace is interdisciplinary, as a result of which 

"Cyberpedagogy" shows positive and negative trends in education [14]. It was not 

without reason that the author Y. Mashbits expressed concern at the time: "will the 

widespread use of the computer lead to the oblivion of the past – our roots, to a less 

defined future, to the detriment of the cultural and spiritual values of our heritage? The 

habit of systematically using a computer can make a person neglect his own capabilities, 



lead him to excessive dependence on the computer, cause atrophy of thinking, isolating 

a person from the world around them" [15].  

A similar opinion was held by (V. Bespalko [6]), noting that a computer cannot 

effectively teach, relying on "human", expressed in verbal form, pedagogy that is 

understandable to a living lecturer who has an innate pedagogical intuition and an 

understanding of polysemous natural language. The computer needs special pedagogy, 

expressed in the unambiguous language of mathematics and formal logic, and which 

describes well-defined rules of action (algorithms) in well-defined pedagogical 

situations (tasks). The author offers the basics of such pedagogy "Cyberpedagogy" 

(from cybernetics and pedagogy). Cybernetics (V. Hlushkov) refers to the science of 

managing complex technical, biological, and social systems that can perceive, store, 

and process information. From the point of view of cyberpedagogy, the processes of 

teaching and upbringing can be reduced to managing the development of various 

personal qualities of students through purposeful and coordinated influences on the part 

of lecturers and parents (R. Mayer [9]). The purpose of training is to transfer a set of 

knowledge to students, to form skills and abilities, to develop their ability to observe, 

reason and effectively interact with the world around them. 

The main directions of "cyberpedagogy" according to (K. Meteshkin, O. Morozova, 

L. Fedorchenko, & N. Khairov [5]; D. Novikov [16]): 

1. Analysis of the pedagogical system from the point of view of management 

relations and information flows exchanged between the management and managed 

subsystems. 

2. Optimization of the learning process, finding such forms and methods of 

organizing the educational process in which the functioning of the education system 

would be most effective, that is, at the lowest cost, it would bring maximum benefit. 

3. Practical use of electronic devices and automated training systems for managing 

the learning and testing process; programmed learning. Among the modern methods of 

research of pedagogical systems, a special position is occupied by methods of 

mathematical and simulation modeling. Their essence lies in the fact that the real 

pedagogical system is replaced by an abstract model – some idealized object that has 

the most essential qualities of the system under study. By changing the initial data and 

parameters of the model, it is possible to investigate the ways of development of the 

system, determine its state at the end of training [9]. This is the advantage of this 

approach in comparison with the method of qualitative analysis. 

In order to clearly understand the "cyberontological approach", we have developed a 

functional cyberontological model of dependencies and the flow of the information 

processes in human educational activities (see fig. 1). Through "Threat agents", 

cybernetic destructive information influences on the trained individual are created in 

order to lead to the loss of "Assets" in the future. Assets include future knowledge, 

diploma, job, salary, and so on. The challenge is for the learner to understand the need 

for "Assets" and to make an effort in the game to form quasi-professional solutions that 

would neutralize the cybernetic destructive information influences created by "Threat 

agents". 



3.2 Practice of applying the cyberontological approach in educational 

institutions 

The practice of applying the cyberontological approach in education developed on an 

intuitive level, through gamification (N. Rybka [17]). With the advent of computer 

technology, the motivation of students and cadets to traditional teaching methods began 

to decline paradoxically rapidly. Game methods of teaching adults have reached the 

first milestone. 

The phenomenon of the game is that, being entertainment, recreation, it is able to 

develop into learning, creativity, a model of the type of human relationships and 

manifestations in work. It is through the gradual introduction of the cyberontological 

approach into practice that this approach has contributed to the rethinking of the game 

from the point of view of the learning method. The pedagogical game has a clearly 

formed goal of teaching students (cadets) and its corresponding pedagogical results, 

which can be justified, highlighted in an explicit form and are characterized by an 

educational and cognitive orientation. 
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Fig. 1. Functional cyber ontological model of dependencies and the flow of the 

information processes in human educational activity 

 

This is confirmed by the development of an innovative concept of independent 

training of Ground Forces cadets on training equipment by playing on a virtual 

computer [18] and methods of teaching electrical engineering disciplines [19]. 

It is important to correctly identify the motivation of players and forward it in the 

direction of learning, and not to cybercrime (V. Leshchina, I. Kozubtsov, & 

L.Kozubtsova [20]), the consequences of which can be catastrophic (I. Kozubtsova, L. 

Kozubtsov, T. Tereshchenko, & T. Bondarenko [21]).  

If the method of pedagogical game is turned into a pedagogical technology, then you 

can get a wide practical application. Given this circumstance, gamification began to be 

considered from the angle of game pedagogical technology in education, having a huge 



potential for a positive impact on the effectiveness of the educational process, which 

began to attract more and more attention of researchers (K. Tseas, N. Katsioulas, & 

T.Kalandaridis [22, p. 25]; V. Bugaeva [23, p. 135]; S. Petrenko [24]; N. Rybka[17]). 

Publication (D. Kaufmann [25]) confirms that the author has made significant 

progress in gamifying online higher education. 

For the purposes of further practice of applying the cyberontological approach in 

education, software developers are invited to participate in the creation of a game 

cybersecurity strategy similar to that used in computer games. Its emulation, as a 

computer game, is rationally used in the training of military information and cyber 

security specialists to acquire practical skills in working out the settings of routers, 

firewalls, etc.on a conditional training information system [26]. 

As a result of virtual 3D modeling of educational experiments in a in game form, it is 

impossible for experimental equipment to come out of working order due to erroneous 

actions. 

3.3 The problem in the use of higher educational institutions with specific 

learning conditions in the educational process. 

Higher educational institutions with specific training conditions are equated with 

higher military educational institutions (HMEI) – an institution of higher education of 

state ownership that trains cadets (trainees, students), adjuncts at certain levels of 

higher education for further service in the positions of officers (Non-Commissioned 

Officers and Warrant Officers) in order to meet the needs of the Armed Forces of 

Ukraine, other military formations formed in accordance with the laws of Ukraine, 

central executive authorities with a special status, the Security Service of Ukraine, the 

Foreign Intelligence Service of Ukraine, other intelligence agencies of Ukraine, the 

central executive authority, what implements the state policy in the field of state border 

protection. 

The result of using game technologies for training cadets in the HMEI confirmed 

high efficiency, especially in difficult conditions [18]. However, as practice has shown, 

the dynamic range of creative activity of a lecturer in higher military educational 

institutions is too small and is limited to the forms and methods of teaching. 

Organization and training of officers for the needs of the Armed Forces of Ukraine and 

the security and defense sector is carried out In accordance with the Order of the 

Ministry of Defense of Ukraine. 

3.4 Discussion of research results 

Gamification and a cyberontological approach can not be implemented for all academic 

disciplines of the educational component. Gamification is clearly prohibited in special 

professional academic disciplines during which information with restricted access for 

educational purposes circulates in the classroom. 

An interesting combination is the cyberontological approach and gamification when 

creating a computer game "Become the Head of a field information and communication 

node" in the course of studying tactical and special disciplines [27]. 

Assessment and feedback mechanisms are essential components towards effective 



teaching in higher education and are continuously monitored [28]. 

Gamification is a good alternative educational practice to promote programming 

teaching, it allows better engagement of students in their learning. Students acquire a 

reasonable level of abstraction and logic and develop reflections on various course 

concepts [29]. 

Further study and adequate discussion of the results is expected. A more 

comprehensive study could reveal additional dimensions of the survey and shed light 

on how students perceive assessment, evaluation and feedback in higher education in 

general. Demonstrate some important aspects of this and indicate that improved quality 

of assessment and feedback can have a positive impact on student satisfaction. A more 

comprehensive study could reveal additional dimensions of the survey and shed light 

on how students perceive assessment, evaluation and feedback in higher education in 

general. 

As can be clearly seen from Table 1 the following learning methods are the most 

accepted for the formation of knowledge: didactic games; practical training; teaching 

others (mutual learning) and independent work [26]. 

Table 1. Comparative characteristics of different teaching methods 
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Verbal 

(lecture) 5% ++ – – – ++  

reading 10%       

listening 20%       

Visually 

Work with multimedia (audiovisual) 20% + ++ + + –  

Viewing the drawing 30%       

Demonstration 30% + + + ++ –  

Video viewing 50%       

Practical 

Working with a book (reading) 10% + + + + +  

Educational discussions 50% ++ – ++ + ++ ++ 

Didactic games 70% ++ – ++ + ++ ++ 

Practical training 75% + ++ ++ + – ++ 

Teaching others is the application of 

what has been learned 
90% ++ – ++ + ++ 

++ 

Independent work 80% ++ ++ ++ + +  

Oral and written control  ++ – + + ++  

Note:  Note: ++ – solve very well; + – solve partially; – – solve poorly. 

4 Summary and Conclusion 

Thus, cybersocialization of the individual affects all segments of society, people of 

different ages, social positions and statuses. The degree of socialization depends on the 

individual characteristics of people. At the moment, the socialization of people is 



actively developing in five vectors. Given the accumulated positive experience of using 

computer technologies in the training of people of different ages, it is considered 

appropriate to use a cyberontological approach in the professional training of future 

lecturers. 

Cyberontological and game approaches in education aim to create such educational 

conditions that a person, learning in the course of a computer game, does not even 

suspect that learning is taking place, obtaining new knowledge. In a computer game, 

there is no source of knowledge that is easily learned by students. The learning process 

develops in the language of actions as a result of active contacts with each other, 

unobtrusively. 

4.1 Expanding the boundaries of the scientific field  

The scientific result obtained in the work expands the scientific boundaries of 

pedagogical sciences in the field of application of game mechanics in the preparation of 

higher education students in conditions of low motivation. Thus, the expansion takes 

place in the systemic unity of the philosophy of education and the theory and 

methodology of vocational education. 

4.2 Scientific novelty. Scientific justification 

For the first time, a functional cyberontological model of dependencies and the flow of 

the information processes in the educational activities of a lecturer of a higher 

education institution is proposed, that allows us to find out all the interdisciplinary 

connections of others in cyberspace and the assets of students. 

4.3 Practical use 

It is possible to use a computer game (gamification) as the basis for building a training 

complex for training military information and cybersecurity specialists. 

4.4. Prospects for further research and study 

The research is expected to bring more academic and applicable value. To do this, you 

need to pay extra: clarification of current problems of applying the gamification of 

training in higher military educational institutions.  
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