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HABYAHHSA KIBEPBE3IIEKU I KIBEP3AXUCTY ®AXIBIIIB 3 YIIPABJIIHHSA
®IHAHCAMU, EKOHOMIKOIO I BI3BHECOM

AHoTamis. J[ocmikeHHsT MPHUCBAYCHE HE3BUYAWHO aKTyalbHIi TeMi MiJBHIICHHS KiOeprpaMOTHOCTI
HacesneHHS. JlocmimkeHHS 0a3yeTbcs Ha YHIKAIbHOMY JOCBifi MiXKHAIIOHAIFHOTO HABYAIHHOTO
npoekty «OCHOBH KOpHOpaTuBHOI KibepOesnekn». MeTa naHoi poOOTH — 3alpoNOHYBaTH HiAXix o
BUPIIICHHS NPOOJIEMH MIATOTOBKM TpoMajasH YkpaiHu (i, MOXJIMBO, TPOMaIsH IHIIAX KpaiH) 10
npoTuAil kibep3arposam y ix mpodeciiiniil gisutbHOCTI. O6'€KT AOCHTiKEHHS — (hiHAHCOBA 1HIYCTPis,
sIKa € YaCTHHOIO TPOTpaM CTapIInX KJIACiB/KYpCiB KOJNEKIB 1 YHIBEPCUTETIB Oarathox KpaiH. ABTOPHU
BUCYBAIOTh TaKy i7[ef0: 00 HABYUTH OCHOBaM KibepOesneku HecmerianicTiB y chepi IT — Tux, xTo He
Ma€ CIeIialIbHOI 1HKEeHEePHO-TeXHIYHOI miaroToBku B ramysi IT i xibep3axucty, i ¢daxiBuiB y coepi
COLIIAILHOTO 3aXUCTy — €KOHOMIiuHa cdepa (Oi3Hec-JTiaepH, MiAMPUEMIT, eKOHOMICTH, (piHAHCHCTH i
iH.) HeoOXiTHO HAaBYATH KiOepOesmell, OpieHTOBaHiil Ha iX mpodeciiiHy misabHICTB. Y pe3ysbTari
MPOBEJICHUX JOCHI/PKEHh aBTOpaMH BHU3HAYCHO, IO B 0araThox KpaiHaX, OCOOJMBO B KpaiHax, IO
PO3BUBAIOTECS, KIOEP3JIOYHHHICTH € CEpHO3HOI MpoOIeMol0. ABTOPH IOBOAATH, MO YKpaiHi
HEOOXiZIHO IHTEHCUBHE HABYaHHS TPOMAJSIH yCiX BIKOBHX TIpym mpoOieMaM (iHaHCOBHX 3JIOYHHIB i
nraxpaiictBa 3 OOKy iHTepHeT-xakepiB 1 Kibep3mouwmHIiB. Ilopsim 3 mpodeciiHo MiATOTOBKOO
¢daxiBuiB y chepi iHGOpMAIITHUX TeXHONOTIH 1 KibepOe3nekn B YKpaiHi JOIJILHO: 3alpPOBAUTH B
MIKUTBHIM cucTeMi HaBYaHHS AomamHiM (inancam i meromam ix IT 3axucTy; HaB4aTH OCHOBaAM
iHbOpMaLiHHIX TEXHONOTiH, KibepOe3neku, (iHaHCIB 1 €KOHOMIKM B YyCiX KOJEIKaxX, IHCTHTYTaX i
YHIBEPCHUTETaX; OpraHi3yBaTH HAaBYaHHA y cdepi iHpopmamiiiHuX TexHONOrii i kibepOesnmeku s
rpomMangsH Ykpainu. J[lns 3abesneueHHs iHTerpamii YkpaiHn 3 €BpoOmoro TicHa cHiBmpams 3
PO3BMHEHHMH KpaiHaMH Ta TPaHCHAIIOHAJBHUMHU OpPTaHi3allisIMA Ma€ BHpINIaJbHE 3HAYCHHS VIS
PO3BUTKY MPOIBITAIOYOTO CeKTOpa KibepOesmekn. B VYkpaiHi JOCTaTHRO TPaMOTHHX MOJOAUX
¢daxiBuiB y ramy3i IT, ski ycmimmHO mpaIfolOTh Ha 3aKOPJOHHI KOMMaHii Ta Kopmopamii. s
e(peKTUBHOTO BHKOPHUCTAHHS I[OTO JIFOJCHKOTO PECYpCy MOUUIBHO CTBOPHTH KOODPIHHYIOUHI
HaBYaJBHUH MEHTp 3 KibepOesneku y cdepi ekOHOMIUHOI i (hiHAHCOBOI AITBHOCTI.

Kawuosi cioBa: kibep3arposa; kibepaTaka; kibepriaxpaicTBo; KibOep3axucT Oi3Hecy 1 (hiHAHCIB;
HaBYaHHS KOPIOPATHBHOI (piHAHCOBOT KiOepOe3meKH.
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1. BCTYII

CporoiHi JIOACTBO TEpEXHBAaE OypXiuBY i1H(GOpPMAIiiHY pEBONIOIII0, IOB'S3aHY 3
dbopMyBaHHAM, PO3BUTKOM 1 TONIMPEHHSIM TPAHCKOPJAOHHHUX TJOOANBHUX 1H(OpMAIiiHO-
TEJIEKOMYHIKAI[IHHUX MepexX, M0 MOKPHUBAIOTH YCi KpaiHW 1 KOHTUHEHTH, MPOHHUKAIOTH 0
KOXKHOTO OYJIMHKY 1 SIKi OJIHOYACHO BIUIMBAIOTh HAa KOXKHY JIFOJMHY OKPEMO 1 Ha BEJMYE3HI Macu
JIIOJEH.

Haii6inbIn sickpaBiUM MPUKIIAI0M TaKoro sIBUINA 1 ioro pe3ynsratoM € [HTepHeT. CyTh wi€i
PEBOJIIONIT TOJsirae B iHTErpamii B €JMHOMY iH(GOpPMAIiHHOMY MPOCTOpPI MO BCHOMY CBITY
IpOrpaMHO-TEXHIYHUX 3ac00iB, 3aC001B 3B'A3KY 1 TeJIEKOMYHiKalliil, iHpopMaliiiHuX 3amnaciB abo
3araciB 3HaHb K €JMHOI 1HPOPMAIIITHOT TeIeKOMYHIKaliiHOT i1HDPACTPYKTYpH, Y SIKili aKTUBHO
JUIOTh IOPUANYHI Ta Qi3U4HI 0cOOU, OPTaHU JEPXKABHOI BJIAJM Ta MIiCIIEBOTO CaMOBpSAYBaHHS. Y
pe3ynbTaTi HEMMOBIPHO 3pOCTAIOTh MIBUAKOCTI 1 00CsTH 00pobitoBaHoi iHGOopMaIlii, 3'IBIASIOTHCA
HOBI YyHIKaJbHI MOKJIMBOCTI BUPOOHUIITBA, Tepenadi 1 MOUIMpPEHHS 1H(popMalii, MOmyKy i
oTpuMaHHs 1H(OpMaIlii, HOBl BUIU TPATUIIIHHOI NISUILHOCTI B ITUX MEpexKax.

Posmowata B 2012 pomi YerBepra mMpoOMHCIOBAa PEBOJIONISA, BUKIUKaHA HEOOXiIHICTIO
KOHKYPEHTOCIIPOMOXKHOCTI 0OpOOHOT MPOMHUCIOBOCTI 3a JOTIOMOTOIO0 TMOCHJICHOI 1HTerparlii Ta
BIIPOBA/KEHHA «KiOep(hi3muHux cuctem» y BupoOHunTBo (IHmyctpianbna Pesomtomist 4.0 abo
4IR) 1 o0OcnmyroByBaHHS TaKUX JIIOJICBKUX TOTpeO, sk moOyT, mpams 1 J03BLLIA, CTPIMKO
3aBepiryeTbes. Yoxe 6musbka [1'ssta mpomuciosa pepodtoris (SIR).

Sk mpoanamizoBaHo B pobOoti [1], ekcmeptu, HaykoBHi Ta (Hi1ocoPu BCHOTO CBITY
HaMararThCsl BU3HAYUTH, 10 CTaHE MOIITOBXOM J10 nodatky I1'sToi mpomuciosoi pesomtonii. Yu
OyJie 11e peBOJIIOIIS MITYYHOTO 1IHTENEKTY (Maixke Te came, 1o 1 [nayctpiansaa PeBomorris 4.0)?
Uu Oyze 11e moB's13aHO 3 MOTEHITIaJIoM KBaHTOBUX oOuucienb? Kommanis x Genpact nepeabdayae,
IO «JTIOAM 1 MAIlIMHK 00'€THAI0THCS HAa poOouoMy MicIi» [2]. MoxnuBoO, OJiMKYe 10 ICTUHU CTaB
BUCHIB 3acHOBHHKA Salesforce Mapka bennodda: «Hactae kpuza nosipu no texnosnorii. I1ig yac
I'ITOT MPOMUCIIOBOI PEBOJIIONIT HaM 3HAI0OMTHCS TOJIOBHUN CIEIIAJICT 3 €TUKU Ta TyMaHHOCTI.
Bu ne moxere Bectu OizHec B UeTBepTii MPOMHUCIOBOI PEeBOJIOLIT 0€3 MOBIpH BalInx
CHiBpOOITHHKIB, KJIi€HTIB 1 maptHepiB» [3]. IlIBmmme 3a Bce, YerBepra i1 II'sTa mpomwuciosi
peBOIIONIT BIIOYAYThCS TMapalenbHo, BogHodac SIR BH3HauaTHMe €THKY 1 BIUTMB TEXHOJIOTII,
po3pobnenoi B yerBeptiii. Kmayc I11IBab, 3acHOBHUK 1 ryiaBa BcecBITHBOTO €KOHOMIYHOTO
dopymy (BED), BBaskae, 110 3apa3 MU 3HaXOJIUMOCH Ha NiepeIoMHOMY eTarti. KiIro4oBi 3pyIieHHs
B TEXHOJIOTISIX, IO PO3IIISIAIOTHCS SIK «CBIT 3aBTPAIIHBOTO JIHS», BIAOYAYThCS B HACTYIHOMY
necsatuiiTTi [4], Takoxk BED mporHosye, mo TexHOJOrii, sKi IMIDTAaHTYIOThCSI, OyAyTh IIHUPOKO
nomupenumu 10 2023 poky, 3D-apyk — 10 2022 poxy, mryunuid intenekt (I1II) 3aminnuTh ronei
Ha Oaratpox pobounx micusax a0 2025 poky i cTaHe CIPOMOXXHUM MPUHMATH BaXKJIMBI PILIICHHS —
10 2026 poky.

Ha nroacTBo yekae cepist BUHAXOIB, SIKI KapAUHAIBHO 3MIHATH HOTO CrociO KutTTts [5].
Moo, mo 10 2055 poky mojoBuHa Bci€i poOOTH y CBITI Oyne aBTomMaru3oBaHa. [loMmiHIK
[Ipaiic, rnoGanpHUl pobOoumii ¢yrypuct 3 Atlassian, monmimuBcs 3 Metro.co.uk cBoiMu
MPUIYIIEHHSIMU TIPO Te, 1M10: «[ 0JIOBHUH TUTFOC IS TIPAIiBHUKIB 1 pOOOTOMABIIIB MOJIATAE B TOMY,
mo I, mBuame 3a Bce, BIAMOBHUTHCS BiJ] BEIbMHU MOBTOPIOBAHMX 1 3BUYAMHHMX 3aBJaHb, SKi
MOBHHHI 3BUILHUTH HAaC, JIOJCH, A1 BUKOHAHHSA OUIBII 3HAYYHIOD POOOTH, IO BKIIIOYAE
TBOPYICTb, IIIKaBICTh, CIIBUYTTS 1 CyJKSHHS» [1].

IMocTranoBka mpo6aemu. Epa 3aranpHoi iHpoOpmarusamii, aBromaTu3aiii, podoTusarii i
BCHOTO, 10 cTocyeTbes cepu LI, Mae sk MO3UTHBHI CTOPOHU (ITiABHUILEHHS MPOTYKTHUBHOCTI
npaii, 3aMiHy JIIOIWHU B HeOe3nedHux mpodecisx, BUCOKY IMIBHIKICTb HMPUUHATTS PIlICHb 1
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pearyBaHHsI), TaK 1 CyTTEBI HETaTHUBHI, 1 HaBITh HEOE3MEUHI JUIs ICHYBaHHSI JIFO/ICTBA cTOpoHHU. Lle,
y mepiry 4epry, Hebesmeka kibeparak, 10 BUKOPHUCTOBYIOTHCS K 3aCO0M T1OpUIHUX BOEH, SIKI
BpakaloTb OOOPOHHY 3JaTHICTh 1 EKOHOMIKM KpaiH, pYyHHYIOTh iX OaHKIBChKO-(DiHaHCOBI
CHUCTEMH, BIJIOMPAIOTh NIAXPAHCHPKUMH CIOCOOAMH KOIITH TMIATPUEMCTB 1 3a0IIaJKEHHS
rpoMajisiH. HeoOXiAHICTh POTUCTOSAHHS KiOepaTakaMm CYIPOTUBHHKIB 1 MIaXpaiB € MPIOPUTETHOIO
MPaKTUYHO JJIsi BCIX KpaiH cBiTy ¥ Ykpainu 30kpema [6], [7]. barato HII i 3BO VYkpainu
3aliMalOThCsl TTUTAHHSAMU PO3POOKH aJIeKBATHUX METOJIB NMPOTUCTOSHHS KiOepaTakam, a TaKOXK
miAroToBKo ¢axiBiiB y wid cdepi. Tomy HeoOXimHe 3HAUHE JAepkaBHE (QiHAHCYBaHHS,
MOB'sI3aHE SIK 3 TEXHIYHUMHU MMUTAHHSIMH, TaK 1 MATOTOBKOI HEOOX1THOTO KOHTUHTEHTY (haXiBIliB
HaJIeKHOT KBauTipikartii.

3aBnaHHsAM gaHoi poOoTH € crmpoba 3ampoNOHYBaTH YacTKOBE BHPIMICHHS MPOOIEeMU
MiATOTOBKU TPOMAJISH YKpaiHu (a, MOXKIIMBO, 1 IHIIMX KpaiH) 10 MPOTUCTOSHHS Kibep3arpo3am y
cBOiil mpodeciitHiii misutbHOCTI. O0'€KTOM AOCHTIKEHHS OOpaHO raiy3b (iHAHCIB, TEMH SIKOI
MICTSTBCSI B MPOTpaMax CTaplIuX KIJIACIB CEPeIHIX IIKiJ, KOJEKIB 1 YHIBEPCHTETIB 0araThox
KpaiH CBiTY.

ABTOopamu poOoTu Oyna BUCYHyTa imess mpo Te, mo (axiBIiB COLiaTbHO-EKOHOMIYHOT
cdepu (KepiBHUKIB Oi3HECY, MIAIMPUEMIIIB, EKOHOMICTIB, (DIHAHCUCTIB Ta iH.) HEOOXITHO HaBUATH
OCHOBaM KiOepOe3rnekH i Kibep3axucTy, OpiEHTOBAHUX Ha iX MpodeciiHy MisIbHICTb.

ABTopamu 0yn0 00paHO KOHKPETHY HaBYAJIbHY MPOTpaMy IiAroTOBKH OakanaBpiB y chepi
6i3nec-anminictpyBanus (Bachelor of Business Administration Program), sika Bukiaganachk
onnaitH HaBecHi 2020 poky B YkpaiHcbko-amepukancbkoMy yHiBepcuteTi Konkopais (YAVYK).
VYV mexax 1iei nporpamu cryaeHtam YAVYK 1 6aratbom Oakarounm 3 YKpaiHd Ta iHIIUX KpaiH
CBITY aHIUIIMCHKOIO MOBOIO BHUKJIAQAAaBCS CremialbHuid Kypc «OCHOBHM KOPHOpPATUBHOI
kibepoOe3neku» ("Essentials of Enterprise Cyber Security").

AHaJi3 octraHHix aocaimkeHb i myoOaikaniii. ChOrojgHi ICHye BeIHYE3HA KUIBKICTh
JOCTIKeHb 1 MyOJiKaiiii, mpucBSiYeHUX KibepOesmer, KiOep3JI0YMHHOCTI 1 CTAaTUCTHUIN
¢dinancoBux 37104nHIB 3a gormomoroto IT. HaiGinpmmii BHECOK y po3ciiayBaHHs (iIHAHCOBUX
s3nounHiB BHOocUTh DBP, sxe € mpoBigHowo (enepanpHOoro areniiero CHIA 3 poscimimyBaHHS
3I0BMHUCHOI KiO€paKTIBHOCTI 3JI0YMHIIIB, BOPOTiB HAIIOHAJILHUX JepxkaB 1 TepopuctiB. LleHTp
ckapr monao iHTepHer3noynHiB ®BP (IC3), ctBopenuii y 2000 p, mae HamidiHUN 1 3py4HUN
MEXaHI3M JUIsl HaJlaHHA TPOMAJICBKOCTI iH(MOopMarlii mpo Mio3proBaHy 3J0YMHHY [iSIBHICTS,
noB'si3any 3 [HTepHerom. Y kiHi koxHOTo poky IC3 o0'eanye indopmaiiito, 310paHy 10 piYHOTO
3BiTy. Tak, y 3BiTi 3a 2019 r. [8], HaBeneHa craTucTHKa cKapr i (JiHAHCOBHX BTPAT IO BCHOMY
cBiTy B 2015-2019 poxkax (tadm. 1):

Tabnuys 1
Crarucrtuka ckapr i ¢piHaHCOBHMX BTPAT 10 BcboMy cBiTy B 2015-2019 poxax
Poku 3araybpHa KiJBKICTh CKapr | 3araybHi (JiHAHCOBI BTpaTH
2015 288 012 1,1 mupa. non. CIIIA
2016 298 728 1,5 mupa. mon. CIIA
2017 301 580 1,4 mapa. non. CHIA
2018 351 937 2,7 mapa. non. CHIA
2019 467 361 3,3 muipa. mois. CIIA
Yceporo: 1707 618 10,2 mapa. gon. CIIA

3a maibke 20 poki icayBaHHs IC3 y 2019 pori Oyio 3apeecTpoBaHO HAMOUIBINY KIJTBKICTh
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CKapr 1 HalOUIbIIYy KIJIBKICTh 3asBJICHMX BTpaT. Tak, 3a JaHuMu 3BITY [9], y MDKHapoIHOMY
macmtabi CIIA BumepemkarTh pemTy KpaiH CBITY 3a MOBIJOMJICHHSAMH IIOJ0 3JI0YMHHOCTI B
IaTepueri (467 361). ¥ Cnonyuenomy Kopomiseti Oyno Tpoxu 6inbiie 93 700 sxeptB. Kanana
OyJa HAaCTYITHOIO B CIUCKY 3 01k Hixk 3700 ckapramu.

Bigznaunmo, 110 BeIMUYMHMA KaHAJCHKUX 1 OpUTAaHCHKUX 1P 3HAYHO MEHIII B TIOPIBHSIHHI
3 KuUIbKicTIO HaceneHHs Kawagum 1 bpuranii. Ile moB's3aHo 3 TuMm, mo Kiacugikaiis
Ki0ep3/ounHiB Moxe OyTu pisHOw. Kpim TOro, pi3HUM € 1 Xapakrep BUKOPHCTaHHS
inenTudikamiitaux Homepis rpomansH y CIIIA, Kanani i bpuranii.

KinbkicTe moaeit, siki moctpaxknanu Bia kidepsmounHHocTi B 2019 pori, Oyna Bulle Hix
Oynb-komu. I cyma BTpaT Oyna 3Ha4yHOK. Y BChOMY CBITi, 3a omiHKamu, Bix 3,3 mo 3,5 mupn.
JojiapiB Oyyno BTpadyeHO MPUBATHUMHU 0coOamMu abo MiANPUEMCTBaMHU MPOTAroM poky. [Ilmsax
OTPUMaHHA IMX TPOILICH € pI3HOMAaHITHUM. BHUKOPUCTOBYHOUM CoOLiajdbHI Mepexi, maxpai
orpuManu goctyn a0 Oimem Hik 78 775 000 momapis. Brpatu BipTyasibHOI BajrOTH CKJIaTU
oinbmre 159 329 000 nonapis.

3BiT IC3 103BOJSIOTH 3pO3YyMITH, XTO HAHOIIbIIE CTpakIa€ BiJl OHJIAWH MIAaXpaiB i
kiOep3nounHiB. Jlrogu crapmri 3a 60 pokiB CKJIaJar0Th OUTBIIICTD 13 TOHAJ HiX 68 THC. KEpTB.
3aranbHi BTpaTH Ui 1i€i BikoBOi rpymu ckianu moHax 835 wmuH. gon. CIIA. 3 Bikom
301IBIIYETBCS 1 KITBKICTh JkepTB. OHAK HABITH y HaliMomoamii rpymi BikoMm 1m0 20 pokiB
3apeectpoBaHo noHax 10, 7 Tuc. )kepTB, pa3oM BOHU BTpatwiu noHan 421 mian. pon. CLIA. e
niaTBepmKkye Toi akt, mo IC3 HamaraeTbes 3ajexnapyBatd, Mo Oyab-sKa JIIOJWHA HA Oy/Ib-
SIKOMY €Tamil JKHTTS MOXE CTaTH JXEPTBOIO KibepaTakd, 1 BOJAHOYAC 3JIOYMHIN CTAIOTh OiIBII
JIOCBIYEHUMH 1 BUTOHYCHUMHU. Y Tal. 2 HaBEJEHO CTATHUCTHUKY KepTB 1 iX (iHAaHCOBUX BTpaT B
2019 poui 3a BikoBUMHM I'pynamu [9].

Tabruys 2

Crarucruka xeptB i ix ¢pinancoBux Brpar B 2019 poui 3a BikoBuMHu rpynamu

BikoBa rpyna | 3arambHa KUIBKICTB KepTB | 3aranbHi (DiHAHCOBI BTpATH
Jlo 20 pokiB 10 724 421 169 232 non. CIIIA
20-29 pokiB 44 496 174 673 470 non. CIITA
30-39 pokiB 52 820 332 208 189 non. CIHA
40-49 pokiB 51 864 529 231 267 non. CIIIA
50-59 pokiB 50 608 589 624 844 non. CIIIA

binbmre 60 pokis 68 013 835 164 766 non. CLHIA
Yceworo : 278 525 2 882 071 768 non. CIIIA

He tinpku mnpuBaTHi ocoOm, ane i BenuKi ()iHAHCOBI YCTAHOBH CTAalOTh JKEPTBAMHU
kiOepmaxpaiictBa. Tak, y mumai 2019 poky Oank Capital One 3 momymnsipHuM Oi3HECOM IO
BUITYCKY KPEAUTHUX KapTOK, TOJOBHHIA 0ic sikoro mepedyBae y BipmkuHii, Oroja0cuB, mo xakep
BukpaB Omm3bko 100 MinbHOHIB 3asBOK HA KPEAWTHI KapTKU, TAKOXK OyJIM BHUKpAJCHI THCAY1
HOMEpIB COLIAJIBHOTO CTpaxyBaHHS 1 OaHKIBCHKMX paxyHKiB. JlaHa XakepHa aTtaka € OJHUM 3
HaAMOITBIINX 37I0MiB JaHMX, 0 KOJU-HEOYh Tpanuiucs 3 ¢iHnaHcoBuMH (pipmamu. 30UTOK Bif
3nomy Oank ominroe Bim 100 go 150 muH. pomapiB. Butik manux 3avenuB Omau3pko 100 mutH.
moneit y CIIA 1 6mmspko 6 muH. y Kanami. ¥V 2017 poui kpeautHo-3BiTHa KommaHis Equifax
pO3KpuIa, 1Mo XaKkepy BUKpasiu ocoOucTy indopmartito 147 minsitoniB rpomaasa [10].

«Xo4a s BISYHMMA 3a Te, IO 3JI0YMHEIb OyB CIIMMaHMiA, MEHI TyK€ IIKOJa, M0 TaKe
cranocsi», — 3asaBuB Piuapy JI. depbenk, ronosa 1 BukoHaBuuii qupekrop Capital One. «S mupo
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MIEPETPOIIYIO 32 3p0O3yMijie 3aHEMTOKOEHHSI, SIKE 11eH 1HIIMICHT Ma€ BUKJIMKATH B MOCTPAKIAIHX, 1
s CHIOBHEHHMH PINIyd0CTi 3poOUTH 11€ TPaBUIbHO». barato ekcrmepTiB 1 KypHaJiCTH BBaKAlOTh:
«Bce, wio eu 3nanu npo cmeopenns HadlHUX napoiie, negipno» [11].

B ocrannix 3BiTax mpo aociiKeHHS acorialii ¢axisiiB 3 kidepbesneku [12], mamano
HEBTIITHI IPOTHO3M 00 PO3IMIUPEHHS KiOEP3JIOUNHIB Y CBITI, HATTPUKJIIAI:

v’ 36uTok Bijx kiGepsnounnnocTi 10 2021 poky Oyae 0OXOIUTHCS CBITY B 6 TPHIILHOHIB

JI0JIapiB HA PiK y MOPiBHSAHHI 3 3 Tpuibiionamu nonapis B 2015 porii.
v Jlo 2021 poky Ha riobajibHi BUTPAaTH Ha BHMAaraHHs JOCATHYTh 20 MiIbSpPIiB J0OJapiB
CHIA.

v Jlo 2021 poky Oyme cTBOpeHO 3,5 MIIH. HE3aMHATHX pPOOOYMX MiCIb 3 KibepOe3neku B

nopiBHsHHI 3 1 MiIH., Biakputux y 2014 pori
v' T'noGasbHi BUTPATH HA MPOJYKTH i MOCIYrd KibepOesnekn B CYKYIHOCTI IepeBUIarh 1
TpaH poi. CIOA 32017 no 2021 pik

v Kinku cranoBists 20 BifCOTKIB npaiiBHUKIB KibepOesneku B 2019 poii Ta iX KiIbKiCTh
Oyze moCTiiHO 301IbLTYBaTHCS.

v Jlo 2021 poky nonazn 70% BCix TpaH3aKIliii KpHITOBAIIOTH OyAyTh BiOyBaTHCH y cdepi
HE3aKOHHO1 JisUTbHOCTI.

v Jlo 2027 poky rio0ajibHi BUTPATH Ha HABYAHHS CIIBPOOITHHUKIB CIyK0 iH(OpMAaIiiHOT
Ta kibepOe3nexu 0yayTh nocsaratu 10 mupa. gonapis.

v Jlo 2022 poky 4mciio KopucTyBadiB [HrepHeTy ckiage 6 Mimbspiis, a 10 2030 poky ix
Oyze Bxke Ounbiie 7,5 minbsipai qonapis CIIIA.

v’ JTo 2022 poky rio6aibHi BUTpATH Ha TMPOAYKTH 1 TIOCAYTH YIPaBIiHHS ieHTH(IKALIErO
ta noctynom (IAM) nmepeBumats 16 minmssipaiB ponapiB CIIA B pik. Bomnouac IAM
Bce OiJIbIIIe OpPIEHTYETHCA Ha Oi13HEC 1 BUMarae JAUIOBUX HAaBUYOK, a HE TIJIbKA TEXHIYHUX
3HaHb.

HeoOximno Big3HauWTH, WO TEpeBakHA OUIBIIICTh KibepaTak 1 KiOepmiaxpaiicTBa
BiIOyBaeThes B chepi hiHAHCOBOI MisITLHOCTI ToBapucTBa. Tak, Hanpukian, CeitoBuii 6ank (Ch)
3asBUB, 10 3a nanumu ['pymu 7 (G7) (2016 p.), pusuku kibepOesneku st CBiTOBOI (hiHaHCOBOT
CHUCTEMHU BHKJIMKAIOTh CEpHO3HY CTypOOBaHICTh. ATaku Ha KiOeprpocTip, TOOTO MPOCTIp MikK
B3a€MOIIOB'SI3aHUMHU KOMIT'TOTEPAMH, «CTaIOTh BCE O1IbIII BUTOHYEHUMH, YaCTUMHU 1 TIOCTIHHUMHU,
a KiOeppHU3HUKHU CTAIOTh BCE OUTBII HEOE3NMEYHUMH 1 PIZHOMAHITHUMH, MOTPOXKYIOUU TOPYIIUTH
HAaIIl B3a€EMOIIOB's13aHi ri00aibHI ()IHAHCOBI CUCTEMH 1 IHCTUTYTH, SIK1 MPAIIOIOTH 1 MATPUMYIOTh
Il CHCTEMU».

Tak camo Mixnapoana Opranizamis kowmicii 3 miHaEx mnamnepiB (IOSCO) (2016 p.)
«BH3HaJA, MO KIOEPPU3HK € 3pPOCTAIYOI0 1 3HAYHOK 3arpo3010 IIITICHOCTI, €(PEeKTUBHOCTI 1
HAIIMHOCTI (hiHAHCOBUX Olepalliid pUHKiB 1Mo BchoMy cBiTy» [13]. ¥V 2019 poui rpynoro Cb Oyno
omyOnikoBaHo «['yoGanmbHa TMporpama moAo0 MOTeHmiany Kidepoesneku. OTpuMaHl ypoOKH Ta
pexkomMenpanii 3 nocuieHHs IIporpamu.» [14], y skiii 3a3Ha4yeHo, MO0 HA I Yac MOHAJ TPH
YBEpTI IHBECTHIIMHUX TPOeKTIB CBiTOBOro OaHKy TOB'Si3aHi 3 (iHAHCYBAaHHSM ITU(PPOBUX
TEXHOJIOT1H, OYIKY€EThCSI, IO I YacTKa 3 4yacoMm Oyze 30uiblryBaTuCs. Takoxk MiAKPECIIOEThCS,
mo YerBepra MPOMHUCIOBA PEBOJIOLIS PO3TOPTAETHCS IOBHUM XOJOM 1 CIOHYKAaE Ypsau
onTuMi3yBaTu icHyrodi IT-cuctemu, BIpPOBAKYIOUYM HOBI TEXHOJOTIl ISl PEIHKUHIPUHTY
MPOLIECiB, @ TAKOX JJIA HaJaHHS HOBUX JIep)KaBHUX MoCiyr. XmapHi oouucnenns, I, anani3
BENIUKUX JIAHUX 1 HOBI TEXHOJIOTII 3MIHIOIOTH METOJM POOOTH JIEepKAaBHUX CHUCTEM, IO
BIJIMOBIAIOTh 3a YMPaBIiHHA JAepKaBHUMHU (DiHAHCAMH, YNpaBIiHHS IMEPCOHAIIOM 1 HaJaHHS
JepkaBHUX Tocayr. OCKUIBKH «Iepexii Ha MU(pPOBI TEXHOJOTI» OTIOMAarae IiJBUIIUTH
e(eKTUBHICTh 1 CKOPOTUTH BUTPATH, 1HII YPSJAOBI CHUCTEMH TaKOX MOXYTh HacIHiayBaTH ix
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npuksaj. [Ipore € 3acrepeskeHHs IMOAO MIBHAKOI OIU(PPOBKH, KA YAaCTO € pPe3yJIbTaToM
JEp>)KaBHUX 1HBECTUILIMHUX TPOEKTIB. Jlesiki 3 BIAUYTHMX TiepeBar HUGPOBUX TEXHOJOTIN
KOMITEHCYIOThCSI BAHHUKAIOUMMHU PU3UKaMH. 30KpeMa He MOKHA ITHOPYBATH PU3UK KiOepOe3nekw,
OCKIJIbKA BiH MOX€ BIUIMHYTH Ha KUTTS, aKTHUBH, JIOBIPY 1 cOlLlialibHY CTaOiJIbHICTh, SKIIO HE
Oyne momepemkeHu a00 ePEeKTUBHO MOM'SKIIEHUM. Ypa3nuBicTh AepkaBHUX [T-cuctem, ski
MiJAAI0ThCS  BIUIMBY KiOEpIpPOCTOPY HAaBITh MPOTITOM KOPOTKOTO TMEpioAy dYacy, MOXYTh
NPU3BECTH /10 3HAYHMX (DIHAHCOBUX BTpAT 1 3JIOBMHUCHE BTOPTHEHHS B CHCTEMY JEP)KaBHOTO
VOpaBIiHHS 3 JaJeKOCSHKHUMH HacligkamMu. bpak nepkaBHUX pecypciB, 00i3HaHOCTI Ta
MO>KJIMBOCTEH MOCHITIOE 1[0 TIPOOIIeMY 1 4acTo € cepilo3Horo mpobiemoro [14].

VYkpaiHcbki excnepTd Ta (¢axiBii B ramy3i iHpopmalliiftHoi Oe3meku Ta KiOep3axucTy
OCTaHHIM YacoM OMyOJiKyBanu psa poOiT, L0 BUKIMKAIOTH K CYCHIJIBHUH i1HTEpec, Tak 1
cTypOoBaHICTh cTaHOM cmpaB y cdepi HamioHanbHOi KibepOesmeku. Tak, y po6oti [15]
BiJJ3HAYAETHCS, [0 CTATUCTUKA OKpeMuX OaHKiB mokasye: y 2019 poli KiJgbKiCTh KiOep3I0YnHIB
30impImmnacek y 2,5-3 pasu nopiBasHo 3 2018 poxkom. HebGe3neuHy TeHACHIIIO 111010 3011bIICHHS
PU3UKY IIaxpaiicTBa Ta Kibep3arpo3 y OaHKIBCBHKii ramxysi Moka3ajiu ocTaHHi omyOmikoBani HBY
pe3yabTaTH OMHUTYBAHHS, IPOBEICHOTO Cepel KEPIBHHUKIB OaHKIBCBKUX 1 HEOaHKIBCHKHUX
(¢iHAHCOBUX yCTAaHOB, MPO CUCTEMHI pHU3UKHU (iHaHcoBoro cektopa. dakTop mIaxpaicrsa i
Ki0ep3arpo3 3a CBOEI0 3HAYMMICTIO TUIBKH 3a Kisibka MicsiB 2019 poky nepemicTuBcs 3 5 micis
Ha 2. Slkmo me B tpaBHi 2019 poky 54% pecnoHneHTIB, ski mpounum onutyBanHs HBY,
BBaYKAJIM MIAXPaNUCTBO 1 Kibep3arpo3u BUCOKUM a00 JTy»e BUCOKUM (HhaKTOpoM HeOe3MeKH, TO BKE
B kiH1i 2019 poky Takum Horo BBaxkanu 70% onutanux. Buiie 3a HbOTO — TUIBKH KOPYTILIIS.

V myb6mikarii [16] Big3Ha4aeThCsI, 10 B CYCHUIBCTBI ICHY€E MMOMUJIKOBA JAyMKa, 1[0 MacoBi
kibepaTakd 3HIMCHIOIOTHCS TIIBKM Ha BEJIWKI KOMIMAHI: Malli Ta CepelHl MiANpPUEMCTBA
OTPUMYIOTH OUTBIII 3HAYHOI IIKOJIW BHACIIIOK KiOepaTak y MOpIBHSHHI 31 30UTKaMH, 3 SIKUMU
CTUKAEThCSA BEJIMKHI Oi3HEC B aHANOTiyHUX cuTyamisx. CepemHid BiICOTOK JOXONy, SIKHUN
BTPayaroTh Malll 1 cepeaHl MiANpHeMCTBa 4epe3 KiOeparaku, ctaHOBUTH 3,4%. BomHouac mms
BENTUKOTO Oi3Hecy 11ei mokasHuk neab carae 0,05%.

Crartsa [17] posrnsigae npoOiaeMu YHUKHEHHsS (DIIIMHTY — OJHOTO 3 HaWIMOIIMPEHINIUX
croco0iB iHTepHeT-maxpaicTa. [liIKpecItoeThCs, 0 YacTo JIIOIM HE PO3YMIIOTh, IO MOXYTh
BTpPATUTH BCl TPOIIi MPOCTO Yepe3 Te, M0 MOJIIHYBAJIUCh MMOCTABUTU Ha CBiil [HTepHET-OaHKIHT
MapoJjib, BIAMIHHUHN BiJ THX, SKI BAKOPUCTOBYIOTHCS Ha 1HITNX aKayHTaXx.

binbmn moBHOMY oOrfsily cnucKy mpodeciiHux myOmikamii y ramysi iHGopmaliiiHoro Tta
Ki0ep3axucTy y CBITI MpUCBsYeHa poboTa [18].

Hapuannam mnpuHmunam i mMetonaM iHGopMaiiiiHOi Ta KiOepOe3neKku 3aiiMaeThCcs psij
npoBinHux 3BO Vkpainu. OpHak BUBUEHHIO KiOepOe3NmeKHd y4acHHMKaMU OCBITHBOTO IPOIIECY
NPUCBSYEHO HE Tak Oarato fociimpkeHb. OmHieo 3 Hebaratbox € podota [19], y siKkiii po3riasiHyTi
npobiemMu KibepOe3nekn yJ4acHUKIB OCBITHBOTO IPOIIECY, aKIIEHTYEThCS yBara Ha TOMY, IO I
po0IeMH HE 3BOJATHCS TUTBKMA O TEXHIYHMX AaCIMEKTIB 3aXUCTy 1HPOpMaIIHHUX PECypCiB, B
MOBHOMY 00Cs131, a i OXOIUTIOIOTH PI3HOMAaHITHI BHJIM 3aXHCTY: MIPaBOBi, TEXHIYHI, 1H(POpMaIliiiHi,
opranizamiifHi Ta ncuxosorigHi. CKIajoBOI MiATOTOBKH YYaCHHUKIB HAaBYAIBHOTO IPOIIECY 3
NUTaHb  KiOepOe3NneKku  IPOINOHYEThCSI  BUKOPUCTOBYBATH  «KiOEpBAKIMHALIIO»,  TOOTO
dbopMyBaHHS YCBIJOMJIEHOTO YYTTEBOTO JOCBiNy TepeOyBaHHA Tij i€l KiGep3arpos3u i
MPOTUIII0 i CHUCTEMOIO 3aXO[iB, SIKI OXOIUIIOIOTh, KPIM TPAJUIIHHUX METOIB, TPEHYBaJbHI
«KibepaTaku», a TaKoX (POPMYBaHHS 3HaHb 1 BMiHb CTIMKOCTI (BIJTHOBJICHHS) MO0 KiGep3arpos.
TakoX MPOMOHYETHCS MOMAAJBII JOCTIKEHHS MPOOJIEeMHU 30CEPEeIUTH Ha JAETalbHIA PO3poOIl
CTPYKTYpH 3arpo3 Ta Mmerofam mpoTuaii. OcobivMBe Miclle MOBHHHA 3alHATH TMPoOIeMaTHKa
CTIMKOCTI 70 Kibep3arpo3, sKa MOKE€ BHKOPHUCTOBYBAaTH JOCBIJI TMIJATOTOBKH OMEPATOPIB
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eMep/DKEHTHUX Tally3ei, 30KpeMa J1arHOCTyBaHHS MOTOYHOTO CTaHy JIIOJUHU 1 HEOOX1IHOT HOTO
KOPEKIIii 3 METOI0 ONTUMI3allii TisITEHOCTI.

Opnak, onmyOJiKOBaHMX MaTepiaiiB 3 HAYKOBUX JOCIIHKEHb Y Taly3l 3 HABYaHHS METO/IaM
1 3aco0am Kibep3axuCTy /il YYHIB 1 CTYIEHTIB IHIIMX CIEIIaIbHOCTEeH, Oe3mocepeHbo He
noB'si3aHux 3 npodeciasmu B chepi IT 1 kibepOesnekn, me 30BciM HegocTaTHRO. Oco0MMBO st
HaBYaHHS a0o0 mpodeciiiHol nisIbHOCTI TpodecioHamiB y ramy3i Oi3Hec-aJMiHICTpYyBaHHS,
HiANPUEMHULITBA, (IHAHCIB, OyXraarepcbKoro OOJKy Ta ayAuTy Maibke HeMmae IMporpam Ta
BUPOOJIEHOT METOIMKY HABYAHHS X OCHOBaM iH(GOpMAIiHOTO Ta Kibep3axucry.

Mera crarTti. 3 OISy Ha BHUIICBUKIAJICHE Ta 3arpO3JIMBY CTATUCTUKY 3pPOCTaHHS
KiOep3mounHiB y cdepi (iHAHCOBO-€KOHOMIYHOT Ta TOCMONAPCHKOI [iSIBHOCTI B JKUTTI
JIOACBKOTO CIIBTOBAPHUCTBA, ABTOPH MPOMOHYIOTH PO3IJISA] HHU3KU MiAXOMIB JO MiABUIIECHHS
piBHS OOI3HAHOCTI Ta TOJAIBIIOI OCBIYEHOCTI HACEJIECHHS CTOCOBHO MPOOJIeM peabHOi
KiOepHeOe3nekn. A TakoXk — O HaBYaHHs CTYICHTIB, mpodecioHamiB 1 ympaBmiHLiB y chepi
COIIIaJIbHO-EKOHOMIYHO1 Ta a/IMiHICTPATUBHO-TOCIIONAPCHKOI JiSUTBHOCTI TEOPii KOPIIOPATUBHOTO
Ki0ep3axuCTy Ta MPOTUCTOSIHHSA Kibep3arpo3aM Ha poO0YOMY MICIIi 1 B TIOBCAKICHHOMY JKUTTI.

2. TEOPETHYHI OCHOBU JOCJILIKEHHS

Teopernunoro ocHoBoro gocmikerHs € NISTIR Cranmaptu kibep6esnexu [20] — meTou,
3a3BMYall BUKIQJECHI B OMyOJIKOBaHMUX MaTepianax, sKi JJOIOMararTh 3aXHUCTUTH
kidepcepenoBuille KopucTyBada abo oprasizamii — Mepexi mepeaadi JaHduX, B3a€MO3B'S30K
BIIKpUTHX cucTeM 1 O6e3meky [21]. [lo mporo cepenoBuia HaluexaTh caMi KOPUCTYBadi, MEPEexi,
NPUCTPOI, yce MporpaMHe 3a0e3neueHHs, npolecH, iHpopMaris y cXoBHIli ado mpu mepeaadi,
MPOrpaMH, CIY>KOU Ta CUCTEMH, SIKI MOXKYTh OyTH MpsiMO 2060 1MOOIYHO IMiIKITFOYEHI 10 MEPEeXK.

OcHoBHO1O MeTor0 CTaHmapTiB KiOepOe3NneKku € 3HWKEHHSI PU3UKIB pa3oM 13 3aro0iraHHsIM
ajie, TOJIOBHUM YMHOM, — TIOM'sKIIeHHs KibepaTak. L{i omy0sikoBaHi MaTepiajiid CKJIaIaloThCs 3
HAOOpiB IHCTPYMEHTIB, MOJITHK, KOHLEMIIIH 0e3MeKH, 3aX0AiB Oe3MeKH, TOCIOHUKIB, IMiIX0/IIB 10
YIPaBJIIHHS pU3UKAMHU, Jiil, HABUAHHS, KPAIINX MMPaKTUK, TAPAHTINA 1 TEXHOJOTIMH.

BaxnuBuM acnektom KiGep3axucTy Ta KibepOe3neku € HpUIWYHE PEeryJIlOBaHHS II0JI0
CTBOpEHHS Ta BripoBapkeHHA [T Ta mporpamuoro 3abesnedeHHs kidepoe3neku koManii [22].

Takox B OCHOBY JOCIIKEHHS MOKJIaJeHa CUCTEMA TEOPETUYHOI 1 MPAKTUYHOI MiATOTOBKH
OakajaBpiB 1 MaricTpiB 3a cremiajgbHICTIO Oi3Hec-anmiHicTpyBaHHs (Business Administration),
npuitHsaTa B 3BO CILIA, Ykpainu ta 6aratbox KpaiH CBiTYy.

3. METOJAUKA JOCIIAKEHHSA

Meroauka nOCHiKEHHST 0a3yeThcsi Ha €MITIPUYHOMY METOJIi — BHUBYEHHI 1 MOPIBHIHHI
JIOCTOBIPHUX CBITOBUX 1 YKpaiHCBKMX (DaKTHUHUX 1 CTAaTUCTUYHUX JIaHUX, OMyOJIKOBaHHUX B
ABTOPUTETHUX JDKEpeNax, aHalli3l JaHWX peallbHUX KIOEp3J0YMHIB 1 IHTEpHET-IIaXpanicTBa y
cdepi BepenHs OizHecy 1 (inancoBoi mismmpHOCTI. [lig 9ac poOOTH 3 (aKTUUHUMHU JaHUMH 1
3alpOTIOHOBAHUMHU aBTOpPAMU TOJIOKEHHSMHU BUKOPHCTOBYBAJIHUCh aHAJI3 1 CHHTE3, 1HIYKIISA 1
JeIIyKIlis, a TAKOXK — ysBHE CHUTyaTHBHE MOJETIOBaHHS. TakoX MPOBENEHO NOCHiTHE HABYAHHS
KYpCY OCHOB KOPTIOpaTHUBHOT KiOepOe3neKku CTYACHTIB COIIadbHO-YIPABIIHCHKOTO MPOQIIIO, SIKi
He € npodinbHuMHU (daxiBugMH B chepi iHPOpMaIIifHO-KOMIT FOTEPHUX CHUCTEM, 1HPOPMAIIHHOTO
3aXUCTY Ta KibepOe3neKu.
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4. PE3YJIbTATHU JOCJIIIKEHHSA

VY BecusiHoMy cemectpi 2019-2020 HaBYaIbHOTO POKY B OHJIAH pexumi cryneHTH YAYK
CHemianbHOCTI «OakanaBp B cdepi Oi3Hec-aAMIHICTPYBaHHS» Ta 1HIIUX CIIENIaJbHOCTEH, a TAKOK
Oakarouli 3 VYKpaiHM Ta IHIIUX KpaiH MPOCIyXajdd AaHIIIHCHKOI MOBOK Kypc 3 OCHOB
KopropatuBHOi ~ kibepOe3meku. Taka MOXIMBICTH Oyjia  3ampolOHOBaHA B MEXax
€KCIIEPUMEHTAIBHOTO (MIOTHOTO) MpoekTy. CTYAEHTH 1 CiiyXadi Majd MOKJIHMBICTh HE TiIBKH
MPOCIIyXaTH JIEKIIii, a B3ATH y4acTh y BeOiHapax, BUKOHATH MPAKTHYHI 3aBJaHHS, IPOUTH OHJIAWH
TECTYBaHHS 1 OTPUMATH 3ATIKOB1 0ay 3 OCHOB KOPIIOPAaTUBHOI KiOepOe3meKH.

OCHOBOIO IIBOTO EKCIIEPUMEHTAJIBHOTO TMPOEKTY CTala iaes II0A0 Kibep3axucry
¢dinaHcoBoO-ekOHOMIUHOI chepu YKpaiHM IIISAXOM 3MEHIIEHHS KiOepiHAHCOBUX 3JOYMHIB.
Po3BUTOK KyIBTYypH KiOEpHETHUHUX Ta IHPOPMALIITHAX TEXHOJIOTIH IS 3araibHOl 1 cTpaTerivyHol
Oe3nexku YKpaiHM IMOBUHEH IOYAaTHUCS 3 PO3POOKH Ta BIPOBAKEHHS HABUAHHSA 3 IHUTaHb
3MEHIIIeHHS KiOep(iHAHCOBHX 3JI0UMHIB JJIs TATY3€BOT0 KEPIBHUIITBA 1 KEPIBHUKIB MiAMPUEMCTB.
3 orsay Ha Te, IO ICHYIO€ BIJCYTHICTh 3JIMTTSA JMCHMIUIIH KiOepOe3mneku, OyXraaTepchbKOro
0o0JIiKy Ta aynuTy, a TaKoX HaBYAJBHUX IMporpaMm, sfKi Morid O HaJaBaTHCS Taly3eBUM
KEepiBHMKAM Ta KepiBHUKaM MiANPUEMCTB 1 Oi13HeCy YKpaiHW, € HarajabHa moTtpeda y CTBOpPEHHI
nporpaMm 3 npodeciifHOro HaBYaHHS Ta BHBUYEHHS TEPEIOBOTO JOCBiAY B chepi MOM'SKIIECHHS
kibepdinaHcoBUX 3y04MHIB. Taki mporpamu OyayTh KOPUCHHUMH JJisi 0araThoX 3alliKaBICHHX
CTOpIH: HAYKOBHX KiJI, Taly3€BUX YCTaHOB 1 MiJMPHUEMCTB, KOMIIAHIA 3 KOMEPIIIHHOTO Oi3HECY,
3BO rormo.

Takok BaXJIMBO pO3TIsSgaTH  KiOeppiHAHCOBI 3JIOYMHU SAK TPUKIANHI HAYKOBI
JOCITKEHHSI, BUPOOJISITH MEXaHI3MHU 1 METOIM BUPIIIEHHs Mpo0ieM KibephiHaHCOBUX 3JI0YMHIB.
[ixaBumu 1 xopucaumu € iHiniatuBu Kpain €C, CIIA, Benukoi bpuranii, Kanaan ta iHmmx
€KOHOMIYHO PO3BMHEHHUX KpaiH 3 Ha/JaHHA 3HAaHb, METOJIB 1 MPOTOKOMIB y cdepi Kidbepbesneku
yCiM 3aIliKaBJICHUM CTOpPOHaM, 100 BOHM 3HAJH, PO3YMiJIH Ta €(EeKTHBHO BUKOPHUCTOBYBAIU
KiOepnpocCTip AJist MPOCYBaHHS 1 3aXUCTY CBOIX MiAMPUEMCTB.

Hasiuo ¢ Ykpaini pozenadamu Kiodepghinancosi 3104unu Ak npoeiony memy 3 0e3niui
mem 6 Kioepoesneyi? Tomy mo kiGepdiHaHCOBI 370YMHM 3IIHCHIOIOTH Oe3mocepenHii
HETaTUBHUI BIUIMB HAa KEPIBHUKIB YCIX JIAHOK TOCIOAApPChKOI Ta (hiHAHCOBOI isSTTBHOCTI
VYkpainu. [Toku mo HaB4aHHS 1 MiSUTBHICTE y cepi kibepOesnekn Maike MOBHICTIO MPH3HAYEH]
mume it ¢axiBuiB 3 [T-Oe3meku — mepcoHany, IO BOJIOJIE€ TEXHIYHUMH HaBUYKAMH IS
3axXHUCTY BiJ] KibepaTak 3a JIOTIOMOTOI0 TEXHIYHUX 3ac00iB OpraHizaii.

Opnnak, sik mokaszaHo y 3Biti PricewaterhouseCoopers 2018 B Ykpainu [23], kibepHeTHuH1
IHCTpYMEHTH Ta KibepOe3meka MpakTHYHO HE MEPEeBOAATHCA 3 TeXHIUHOI chepu B chepy, SKy
MEHE/DKEpHU 1 KepIBHUKHM MOXYTh 3aCTOCOBYBAaTH y CBOiM (iHaHcOBil cdepi. [Jucuuruiina
«Kibepdinancosi 30unHI» MOBUHHA HAJATH KEPIBHUKAM YCIX JJAHOK 3aCO0M JJI 3aCTOCYBaHHS
e(eKTUBHUX KIOEpPIHCTPYMEHTIB 1 MepeqoBUX KiOepmpaKTHK i 3abe3nedeHHs 00Ky (pyx
TPOIIOBHX KOIMITIB) 1 ayAUTY (IIPO30PICTH).

SIki ycTaHOBM B CY4acCHOMY CBITI MOXYTh 3MIHUTH PIBE€Hb 3HAHb, HAGUYOK 1 6i0HOCUH
YIPaBJIIHCHKOTO Kiacy?

IcHye Tpu KIIFOYOBUX MEXaHI3MHU 1HCTUTYIIMHUX 3MIH:

v’ Bumia ocBita (YHIBEpCHTETH, iIHCTUTYTH, KOJIEIIKI).

v’ TIpodeciiini HaBuanbHi 3aKiaaM, Taki sk, Hanpukiaa, lHctutyr SANS (o¢iuiiino

[actuTyT nepenoBux texHomoriit Escal), sikuil € mpUBaTHOIO KOMEPIIIHOIO KOMIIaHI€0
CIIIA, 3acnoBaHoto B 1989 pomi, sika cremianidyeTscsi Ha iHpOpMarliiHii Oe3mer,
HaB4YaHHI KibepOesneku i ceprudikyBanHi ¢axiBuib iHpopmaiiiHoi Ta KiGepOe3neKu.
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v' Tlpodeciiini acouiamnii (Toprosi majary, IHCTUTYTH yIpaBIiHHS OPOEKTaMHU, AcOIialis

6e3mneku iHGopMaIiiHuX cucTeM 1 Acortiarii GaxiBiiB 3 KibepOe3nekn).

B Vkpaini, sk 1 B 6ararbox Kpainax cBiTy, nmpobyieMaM iHpopMaIliitHoi Ta KibepOe3nexu
HaBYaloTh y O6araTeox mpoBigHux 3BO. OanHak, cyyacHe npodeciiiHe CriBTOBApUCTBO 3 HABYAHHS
kibepOe3nekn poOUTh aKIIEHT Ha TEXHIYHI 3aco0u. SIKmo Takud TOAIT JAMCIMIUIIH
MPOJIOBKUTHCS, BUIUM KEPIBHUKAM Ta KEPIBHMKAM PI3HHMX JIAHOK YKPAiHCBKUX MiAMPUEMCTB
Oyle CKJIagHO CTBOPUTH KYJIbTYpy KiOepOe3rneku i MpOTUCTOSATH Kibep3arpo3am Ta iHTEpHET-
IaxpancTBy B cdepi GpiHaHCcoBOI AisTbHOCTI. JlOIiIBHO poaHalli3yBaTH JIaHi 1Mo Kibep3JiounHam
13 (iHaHCOBHX BTpaT y CBIiTi 3a nepion 3 2001 o 2019 poxkwu [24 ].

OdeBHIHO, IO MiJIXiA 10 3MIHU PiBHS 3HAaHb, HABUYOK 1 BITHOCHH 10 iH(OpMamiiHOi Ta
kiOepOesniekn B cdepi ¢iHAHCIB KEPIBHUKIB CEpeAHBOI JIAHKW 1 (paxiBIiB y ramysi ¢iHaHCIB,
€KOHOMIKH 1 ynpaBmHH;I rOCMOJIAPCHKOI0 TiSUTBHICTIO € HaiOLIbIl e(EeKTUBHUM CIIOCOO0M
MIEPETBOPEHHSI CYCHUIBHOTO 3HAHHS 1 CTaBJICHHS J0 Takux HeOesmeyHux 3arpo3. Lle moxHa
MOSICHUTH THUM, I110:

v’ Tlo-niepiie, KEepiBHUKK CEPEIHBOI 1 BHINOI JIAHKM — L€ JIOAW, 010 BOJIOIIIOTH
BIJMOBIIHUMHM ~ 1OCaJaMH 1 TOBHOBXCHHSIMH  JUIS  BIIPOBA/DKCHHSI  MPAKTHKH
KiOepOe3mneKu.

v’ Tlo-Apyre, BOHM MalOTh KOMIIETEHIIFO, 3HAHHA 1 JOCBiA JUIi OIHKHA BapTOCTi i
3Ba)XyBaHHS BUTpPAT.

v' Tlo-Tpere, BOHHM BIUIMBAIOTH K Ha CBOI KaApOBi pecypcd — pobody CHILY, CKJIaJ0BY
OUIBIIICTh y CYCHUIBCTBI, — TaK 1 HA CBOIX O€3MOCepeIHIX KEPIBHUKIB, SIKi CTBOPIOIOTH i
MPUIMAIOTh 3aKOHOIaBY1 aKTH JJI BIPOBAHKCHHsI K10epOe3neku 1 3a0e3MmeuyroTh paMKu
JUIs IX BUKOHAHHS.

[ToTtenmiino Ykpaina Moxe cTatu JiJiepoM y BUBUYEHHI Oi3Hec 1 Kibep(hiHAHCOBHUX 3JI0OUMHIB

1 00poTHO1 3 HUMH, y HET MOKE BUHUKHYTH yHIKaJIbHa MOKJIUBICTh CTBOPUTH TJIOOATBHY HINTY
st cBoei [T-immycTpii 1 mpodecionaniB, MABUIIUTH CBOE€ €KOHOMIYHE 3pOCTaHHS 1 3MIIHUTH
CBOIO CTpATETiyHy Oe3MeKy.

VYV Mexax eKkcrepuMeHTaIbHOro (MIJIOTHOTO) MpoekTy cryaeHTam Y AYK i1 cmyxagam Oyma
3aMpoTIOHOBaHa HaBYalibHA Mporpama «OCHOBU KOPIIOPATUBHOI KiOepOe3neKn», po3paxoBaHa Ha
15 ayTuTOpHUX HaBYAJIbHUX 3aHATH, OJJHE 3aHSATTS — CEPEAHbO-CEMECTPOBUM TECT 1 OJIHE 3aHATTS
— ¢iHanpHUH TeCT. 3aragbHuil 00CAT Kypcy: 3 aMepukaHCchbKux Kpeautu ado 6 kpeautis EKTC.

[IpoexTHa Bepcis oHnaiiH Kypcy «OCHOBH KiOepOe3neKku MmiAnpueEMCTBa» (U CTY/ICHTIB
YAKY) naBenena uuxue y Jlogatky A (MOBOIO OpUTIHATY).

Kypc «OcHoBu KopmopaTuBHOI KiOepOe3nekn» HaB4ae KOMIIOHEHTaM YCIIITHOTO
MPOTUCTOSTHHS KiOep3arpo3aM BIAMOBITHO J0 TporpaMu KiGepOe3mekd 3 TOYKH 30Dy JIIOJACH,
npoueciB 1 TexHosoriil. Opi€HTYIOUMCh Ha JIOJEH, CTYAEHT Mi3HA€ThCS, SK BHPIIIYBATH
npobiemMu KibepOesneku 3 Touku 30py OizHecy/micii. CTyAeHTH Ti3HAIOTHCS, SIK MPAIOBATH 3
TEXHIYHUMH 1 Oi3HEC-KOMaHJaMH JIJIsl BUPIIIEHHS KPUTHYHUX TpoosieM KidepririeHu. Y mporieci
HABYaHHS CTYJEHT MI3HAETHCS, SIK PO3POOJIATH TONITHKY, MPOIENYpH, KEpPIBHI MPUHIHUIHU 1
CTaHAAPTH, SKi OyaAyTh €EKTUBHUMH 1 MiATPUMYIOTH MICitO iX opraHizaiiii.

Ouikysani pezynemamu Kypcy. Ilicis ycmimHOTO 3aBepIIeHHS KypCy CTYACHTH OyayTh
MaTH HEOOX1HI 3HAHHS 1 3MOXKYTh BU3HAYUTH HACTYITHI aCTIEKTH KOPIOPaTUBHOI KiGepOe3neKu:

v" OLIHATH TOTOYHY CUTYaIilo 3 0E3MEKOK, 30KpeMa MPUPOJLY 3arpO3u, 3arajlbHUN CTaH
3arajbHUX BPa3JIMBOCTEH 1 HMOBIpHI HACIIIKK 300iB O€3MeKu.

v' KpuTHYHO OLIHIOBATH CHIIBHI i CJIaOKi CTOPOHM 3arallbHUX Mojejel KibepOesneku, y
Tpiajai: KOH(PIAEHIIHHICTh — HUTICHICTh — JIOCTYIHICTb.

v' OWIHUTH B3aEMO3B'SI3KH MK €IEMEHTaMH, 10 CKJIaJal0Th CydacHy CHCTEMY Oe3IeKH,
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pazoM 3 amapaTHUM 3a0€3MEYEeHHSM, NPOTPaMHUM 3a0€3MEeUeHHSIM, TOJITHKOK 1
JFOABMHU.
v' OWiHUTH, SK B3aEMOMIIOTH BCi Trajy3i Oe3lmeKW Ui JIOCATHEHHS €(PEKTUBHOI
3araJbHOCHCTEMHO1 O€3IMeKH Ha PiBHI MiMTPUEMCTBA.
v' TIopiBHATH B3a€EMO3B'SI3KH MiX POJIIMH Ta 00OB'A3KaMu B cdepi Oe3leKr B CydacCHOMY
iH(OopMaIitHOMY T APUEMCTBI, 11100 BKIFOYUTH B3a€MO3B'SI3KH MK JOMEHaMH O€31eKn
(IT, ¢izuka, knacudikaris, MepcoHa i T.1.).
* OUiHUTH POJIb CTpATETil 1 MOJITUKM y BU3HAUEHHI yCHiXy iHpopMaliiiHoi Oe3neKu.
* OUiHUTH  MOXKJIMBI HACIHIJKU 3CYBY CTparterii MmiJnpueMCTBa, MOJITHKU 1 TUIaHIB
Oe3meKu.
v P0O3po0HTH KOHLENTYaIbHUM TUIaH iHpOopManiiiHoi Ge3MeKH, KU MICTUTh BiANOBiaHI
NPUHIUIHN YIPABIiHHS )KUTTEBUM LIUKIIOM.
OuiHUTH NPUHLIUIY PU3KKY 1 TPOBECTH KOHIICTITYaJIbHE YIIPABIIHHS PU3HKAMH.
OuiHUTH POJIb XOPOIIMX METPHUK 1 KJIIOUYOBUX TMOKA3HUKIB €(PEKTUBHOCTI B OIlHII
0e3neKu Ta ynpaBJliHHI.
CtBopuTH XOpoIuii Hablp MOKAa3HUKIB iHPOPMAIIIITHOT Oe3MeKH.
KpuTrka moTouyHOi HOpMaTUBHO-TIPABOBOTO CEPEIOBHINA 11010 KibepOe3neKu.
BusBuTH 1 3icTaBUTH HAHOUIBII MOMKUPEHI CTAaHAAPTH OC3MEKH Ta BiMOBIIHI KaTaJIOTH
3ax0/liB OE3MEKH.
v’ TlopiBHATH pi3Hi MiAXOQM JO HaBYaHHsA OE3MEKH 1 CTBOPEHHS MPOCTOI MPOrpaMu
HABYAHHSI.
v' OOrpyHTYBaTH HEOOXiIHICTh TUIAHYBaHHs GE3IEPEPBHOCTI Oi3HECY 1 3aPONOHYBATH, K
YCHIIIHO peali3yBaTH TaKUil IMJIaH Ha Cy4YaCHOMY ITiITPHEMCTBI.
[TopiBHSATH 1 3icTaBUTH JIOTIYHY 1 Pi3udHY O€3MeKy.
OIIHUTH TIOTOYHY CTPYKTYpy pojeil y ramy3i kibepOe3nmeku B paMKax YMOBHOTO
M IPUEMCTBA, Pa30M 3 POJISIMU 1 000B'SI3KaMU BiJIMOBITHUX OpraHi3aliil.
v/ OuiHuTH CWIBHI Ta cia0Ki CTOpoHM ceprudikamii Ta akpeauramii MiIXomiB 10
KibepOe3neKu.

v OuiHuTH TeHAEHIIIT i MOJE, AKi OyyTh BU3HAYATH MalOyTHi# cTaH KibepOe3neKu.

OIIHIOIYH 3arajioM pe3yJbTaTH peajizailii eKCIEePUMEHTAIBHOTO (TJIOTHOTO) MPOEKTY
JIOCIIITHOTO HaBYaHHA KYpCy OCHOB KOPIOPATHUBHOI KiOepOe3NeKu CTYACHTIB COIIadbHO-
YIPaBIIHCHKOTO Mpodinto, mo He € nupodutbHuMu daxiBugMu B cdepi iHGopmaliiiHo-
KOMIT'FOTEpHUX CHCTEM, 1H(POpMAIIHHOTO 3aXUCTy Ta KidepOe3neku, Cuij1 3a3HaYUTH HaCTyITHE:

1. He3Baxkatoun Ha Te, 110 HABYAHHS IPOBOJMIIOCH OHJIAMH Y HECHPUSTIMBUX YMOBaX
mpokoro nomupeHHss COVID-19 1 5)kopcTKuX KapaHTUHHUX 3aX0/1iB, KypC BUKIIMKAB 1HTEPEC K
B YKpaiHCBKMX, Tak 1 3apyOLKHHMX CTyAeHTiB 1-3 KypciB crHemiajgbHOCTI «Oi3Hec-
aaminictpyBanHs» Y AVYK, a Takox ciryxauiB 3 iHIIUX OpraHi3allii.

2. BusaBieHO 0cCOONMMBY 3alliKaBJIEHICTh OUIBINIOI YaCTMHM CIIyXadiB Kypcy, siKi Opanu
AaKTUBHY y4acTh y IUCKYCIsIX 1 CeMiHapax.

3. Hleski cryneHTH 3 YKpaiHM Ta KpaiH, IO PO3BUBAIOTHCS, BUCIOBUIM aJMiHICTparlii
YAVYK xainb, mo He Oy o0i3HaHI 3 MOHATTAMHU 1H(POPMAIIIHHOT Ta KiOep3axucTy B IMepion ix
HIKUIBHOTO HaBYAHHS.

4. Tlin 4yac BUKIAmaHHS KypCy TNPOBOJMINCH TPOMIXKKOBI TECTH, 3aBEPIIUBCA KYpC
OIIIHKOIO 3JIMIIIKOBUX 3HAHb Ta BUCTABJICHHAM (DiHAJTBHUX OIIHOK.

5. CtynenTu, ciayxadi KypciB 1 anMminicTpaiiis YAYK MaroTe Hamip 107aTH 10 HaBUAJIbHUX
TIaHIB OakajJaBpPChKUX 1 MaricTepchbkux mporpaM HaBuaHHs B YAVYK (corianbHO-€KOHOMIYHOI,
YIPaBIIHCHKOI Ta MI>KHAPOJHOI €KOHOMIYHOI CIIPSMOBAHOCTI) CHeIliaibHl (€JIeKTUBHI) KypcH 3
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iHopmariiiiHoro Ta KiOep3axucTy MiANPHEMCTBA (KOPHOPATUBHUK 3axXHUCT), (DIHAHCOBOI,
€KOHOMIYHOI 1 O13HeC-aMiHICTPATUBHOI TISITEHOCTI.

3 karasoramu YAVYK 3 onucom OakanaBpchkux 1 maricrepchkux mporpam 2019-2020 u.p.
MOKHa 03HaOMUTHUCH y[25] 1 [26], BiAMOBIIHO.

VYciMm rpomansHaMm YKpaiHH, SIKI BHKOPHUCTOBYIOTH a00 MOOITBHUK 3B'SI30K, a0o0
KOMIT'FOTEpH 3 BUXOJOM B IHTEpHET, a00 MpaIfoioTh 3 1HPOPMALIMHUMHA MEpeKaMu, CIIiJl 3HATH
OCHOBHI iH(oOpMaIliifHi i kKibep3arposu:

1. Tunu 3arpo3 kibepOe3nekH.

[Ipomec, moB'sA3aHMit 3 HOBUMH TEXHOJIOTISIMH, TCHICHIISIMU OE3IIEKHU 1 aHAJII30M 3arpos, €
CKJIaJHUM 3aBaaHHsAM. OpHaK 1e HeoOXiTHO Ui 3aXHCTy iHopMallii Ta IHIIMX aKTUBIB Bif
Ki0ep3arpos, siki mpuitMaroTh pi3Hi popmu. Kidepsarpo3u MoxxyTh BKIIOYATH B cebe:

v' Hkimmee 13 - 1me pi3HOBUA WIKiUIMBOTO TPOrPaMHOrO 3a0e3leYeHHs, NPH AKOMY
Oynb-skuii (¢aiin abo mporpamMa MOXKe BHUKOPHCTOBYBATHUCH ISl HAHECEHHS IIKOJH
KOPUCTYBaueBl KOMITIOTEpa, HANPUKIAL, YEPB'SKH, KOMITIOTEPHI BIpYyCH, TPOSHCBHKI
NpOTpaMH i MIMHUTYHCHKI MIPOTPaMHu.

v ATaku 3JMPHHKIB — 1€ THII MIKIJJIMBUX [POrpaM, IIPH BUKOPHUCTAHHI AKUX 3JOBMUCHUK
0JIOKY€e KOMIT'FOTEPHI CHCTEMHIi (haiin )KepTBU — 3a3BHUall 32 IOMIOMOTOI0 MIH(PYyBaHHS
— 1 BUMarae miarty 3a po3mu@poBKy i po30JI0KyBaHHS.

v CoujajpHa iHXEHEpis — 11 aTaka, 3aCHOBaHA Ha B3a€MOJII JIIOJMHH 3 METOK 3MYCHUTH
KOPUCTYBauiB TMOPYIIYBaTH TMPOLEAYypH OE3MeKH JJIsi OTPUMaHHS KOH(IICHIIHHOT
iH(popMarlii, sKa 3a3BUYail 3aXUIICHA.

v' ®imuHr — 1e popma ImaxpancTsa, MpH AKIH BiANPABIAIOTHCS IAXPaHChKi €JIEKTPOHHI
JIMCTH, 110 HATaJIyIOTh €JIEKTPOHHI JINCTU 3 HAMIMHUX JKEPEeN; OJJHAK METOO ITUX JIUCTIB
€ KpaJiKKa KOHPIICHIIINHUX JTaHUX, TAKUX SK: 1aHl KPeIUTHOI KapTKU abo JIOTiH.

2. Enementn xibepOe3nexu.

3axoau 3 KibepOe3nekn 3a0e3neuyroTh:

v’ Be3neky J01aTKiB.

v’ Indopmariiiny Oe3mneky.

v' MepexeBy Oe3rexy.

v’ ABapiiiHe BiTHOBJIEHHs / IUTaHYBaHHs Oe3MepepBHOCTI Oi3HECY.

v Exciutyaraniiiny GesIeky.

v HaBuyaHHS KiHIIEBMX KOPUCTYBAYiB.

3. [lepeBaru kibepOe3nex.

[TepeBaru BukopucTanHs KibepOe3neKn BKIIOYAOTh B cebe:

v’ 3axucT Oi3HECY BiJI WIKIIIMBHUX POTpaMm, 3AUPHUKIB, (IIIMHTY Ta COMIaIbHOT IHKEHEDII.

v’ 3axuCT JaHuX i MEPEK.

v’ 3anobiraHHs HEaBTOPU30BAHHUX KOPHCTYBAUiB.

v’ 3MeHIIEHHS Yacy BiHOBIECHHS ITICIIS IOPYIIEHHS.

v’ 3axMCT JUIs KiHIEBUX KOPUCTYBayiB.

v' TligBUILEHHS TOBIpH 0 MPOIYKTY SIK JUI PO3POOHUKIB, TakK i JuIst KiieHTiB [27].

Takox, 3 OrjsAy Ha TO3UTUBHHMA JOCBIJ BHMBUEHHS B OUIBIIOCTI CEPEAHIX KT
€KOHOMIYHO PO3BUHEHMX KpaiH TaKWX MPEIMETIB, K OCHOBHU JIOMAIIHbOI (hiHAHCOBOI AISTBHOCTI
1 mpocynyte HaB4aHHs B cepi IT Ta indpopmarniiinoi 6e3nexu, Oyno 6 AOUITFHAM BBECTH TaKi
MpeIMETH, BKITFOYAI0UH €JIEMEHTapHI 3HaHHA Kibep3arpo3 Ta kibepOe3neku, B HaB4aibHI IJIAaHU B
mKojax YKpaiHu.

Monons Vkpainu, sSK 1 IHIIUX TOCTPAASHCHKUX KpaiH 1 JeprKaB IMOCTCOIIaiCTUYHOTO
Tabopy, Ma€ mepeBary Inepej; MOJIOJII0 JeMOKPATHYHUX, eKOHOMIYHO PO3BHHEHUX KpaiH. BoHa
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3YMOBJICHA COIIIaIbHO-EKOHOMIYHOIO CHUCTEMOIO 1 ICTOPUYHHMM, KYJIBTYpPHUM 1 TOBCSKICHHUM
CrocO0OM KUTTS JIIOJIed y IHMX KpaiHax 1 OUTBII KOPOTKHUM KypCOM CEpeIaHbOi IMIKOIU (Y
CepeIHbOMY Ha OJIMH PIK MEHIIE, HIK Y PO3BHHEHHMX KaIllTaTICTUYHUX KpaiHax), MOXJIHMBICTIO
3aJMIIaTHCS B CIM'T TOBINE i HArIsA0M OaThKiB. SIKIIO B MPOBIAHUX JEMOKPATHUYHUX KpaiHax 3
PUHKOBOIO €KOHOMIKOIO MOJIO1 Jtoau BikoM 18-19 pokiB, ik paBUJIO, YXKe )KUBYTh OKPEMO Bijl
0aThKiB 1 3apoOJsIIOTH €001 Ha JKUTTS CaMOCTIMHO, TO TPOMAJIITHU CTYACHTCHKOTO BIKY,
HamNpUKIad, YKpaiHH, MarTh KUIbKa OJATKOBUX POKIB, KOJIM BOHH MOXXYTh IPOJIOBKUTH
HaBUYaHHs, epedyBarouu mij omikoro ciM'i. OTxe, B YKpaiHi iCHYye 1/ieaibHa MOKJIMBICTh OiJIbIIe
BUNTHCS 1 Ha TPaKTUIi onaHyBatu HainepcrnektuBHimi [T mpodecii 1 cratu
KOHKYPEHTOCITPOMOKHUMH CEpeJl CBOIX OJHONITKIB 3 €KOHOMIYHO pPO3BHUHEHHX KpaiH. [Ipo me
CBIJUUTH JIIIUPYIOYa MO3UIsT YKpaiHU y BIIKPUTTI CTapTaIliB.

5. BUCHOBKH TA HNEPCHHEKTUBHU NOAJAJBIINUX JOCJTIIKEHD

VY pe3ynbTati NpOBEACHUX JTOCIIIKEHb 1 OTPUMAHOTO JIOCBiTY 3pO0JIEHO TaKi BUCHOBKHU:

1. Indopmaniiina i1 kibepHeTHYHA Oe3meKa € MPIOPUTETHOIO Ui KpaiH YChOTO CBITY,
0COONMMBO — ISl KpaiH, M0 PO3BUBAIOTHCS, 1€ 3aXUCT BiJ IHTEPHET-3JIOUYHMHIB TMOKH HE €
JOCTaTHBO €(EKTUBHUM.

2. VYkpaiHa moTpeOye IHTEHCHBHOI OCBITM TPOMAJSIH YyCIX BIKOBUX Tpyl 3 Tpodiem
(iHAHCOBUX 3JI0YMHIB 1 IAXpalCTBa 3 OOKY IHTEPHET-XaKepiB 1 KIOEP3JIOUHHIIIB.

3. Tlopsan 3 mpodeciiinum HaB4yanHsAM ¢axiBiiB y chepi IT i kibepOesnexku B Ykpaini
JOLILTBHO:

v/ BBECTH B MIKOJIaX HABYaHHS 3 IMTAaHb 3aXUCTy JOMAlIHIX (iHaHCIB 1 JOMaImHix

(cimeitHux) rocrogapcts, ocHoBaM [T 1 kiGepOe3nexu;

v/ BBeCTH B yciX mnpodeciiHuX 1 3aKiajax BHIOI OCBITH CIElialbHi JUCIUILTIHA 3
HaBYaHHS MpUHIUINAM, MeTogam 1 TexHojorism IT 1 kibGep3axucry QiHaHCOBOI,
€KOHOMIYHOI Ta 1HIIO1 TpodeciitHOl MisTEHOCTI;

v’ opranizyBatn KypcoBe HaBuaHHs IT i kibepOesrmeku BCiX 3alliKaBJIEHHUX TIPOMAJISH
Ykpainu.

4. B yMmoBax mociiIoBHOT €BponeichKoi iHTerpallii Y kpainu HeoOXiHa TiCHa CIiBIIpaIls 3
opraHizamisiMd Ta (axiBisMH 3 1HGOPMAIIMHUX TEXHOJOTIH Ta KiOepOe3neku 3 €KOHOMIYHO
PO3BUHEHHMX KpaiH CBITYy. TakoX IOIIBHOIO € CHUIbHA 13 3apyOLKHUMH (DaxiBIsIMU po3poOKa
MOCTITHO OHOBJIOBAHMX HAYKOBHX 1 1H)KEHEPHO-1HPOPMALIMHUX TEXHOJIOTIH ISl TPOTUCTOSHHS
BUKJIMKaM KiO€P3JI0YMHHOCTI.

5. IligBumenus piBHsA [T miAroTOBKM, OOI3HAHOCTI Ta CIPOMOMXKHOCTI YKPaiHCHKOTO
HACEJICHHsSI OPIEHTYBAaTUCh Y KiOeprpocTopi J03BOJIUTH oMy Oyt mdigepom B 4-i 1 5-i
MIPOMHUCIIOBOT PEBOJTIONIT, 30KpEMa B HACTYITHHUX TPhOX HAMpsAMaXx:

5.1. IInudpoBi po3paxyHKH/KpUNTOBATIOTA. BiIoMO, 1110 y BENUKIA YaCTHUHI CBITY IIBHUIKO
3pociia MOMYJISPHICTh 1 IIHHICTH KpunroBamoTu (OiTkoitH, Ripple, Ethereum 1 1. 1.). I, sk 1
OYIKyBaJIOCS, 0araTo iHBECTOpIB BTpaTwiM Tpoiri. HegaBHs cTaOubHICT I[iH 3HOBY HOpOaMIIA
HAJII0 Ha TE, M0 KPUITOBAIIOTH 3MIHATH CTOCYHKHM MIDK JIOABMH 1 1X ypsAlaMu, siKi MaroTh
OJIHOOCIOHE MPaBO BUITYCKATH BAJIOTY.

Opnak BimomMuil amepukaHchbkuii iHBecTOop 1 pesunmeHT Cinramypy Jxum Pomxepc y
CBOEMY HEJITaBHbOMY IHTEPB'I0 PO3CYJIMBO NpOaHaJi3yBaB Mail0yTHE KPUIITOBAIIOTH. «B ypsaay
€ Te, 4Ooro HeMae y THX, XTO MpaIoe 3 BipTyanbHUMHU BamoTamu. Lle 30pos.» [28]. Sxmio
HaIllOHAJIBbHI JepXaBu OyayTh TrapaHTOM BapTOCTI KPUIITOBAIIOTH, TO CYCHUIBCTBO, 100pe
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00i3HaHE 3 BUKOPUCTAHHSM KPHUMITOBAIIOT, MOXKE OTPUMATH PHUHKOBY TEpeBary mnepes IHITUMHU
CyCTIbCTBaMH.

[cHyIOTH KpaiHM 3 MapHUMH BaJIOTaMH, Taki sk BeHecyena, 110 HaMararThCs BUITYCTHUTH
ugposi BamoTu. OgHAK BOHU CTHKAIOTHCS 3 TIEI0 K HECTAuero JIOBIPH, IO M J0 iX mamnepoBoi
BAMIOTH. SIKIIO YKpaiHCBKUE ypsiig 3MOXe CTBOPUTH MHpo30py HUGPPOBY BaIIOTYy, AKa Oyne
MpUitHsITa KiOEpOCBIAOMIIEHUM CITIBTOBAPUCTBOM, Y HBOTO Oy/ie YHIKaJIbHUM CEepBIC 1 MPOAYKT,
SIKUM IIyKAalOTh IHII CIIOKMBa4l B CBiTi: cTabimbHAa 1 o(dimiifHO NPUHHATa KPUNTOBATIOTA,
HiATPUMYBaHa €KOHOMIKOO, JIOCHTh BEJIMKOIO, 100 BiJIMOBIIATH OYy/b-SIKUM IMOKYIKAaM B HOTO
BaJIIOTI.

Hanpuknan, npuumna, 3 skoi momap CIIA e HaiiGingpm yacTo BUKOPHCTOBYBAHOIO
BaJIFOTOIO, TOJISTAE B TOMY, 10, KO O y Koro-HeOynp OyB oauH TpuibitoH nonapis CIIIA, BiH
Mmir Ou nerko npuadatu B Crnomydenux Illtatax ToBapu, BIACHICTB 1 MOCIYTH HA CyMy B OJIMH
tpunbsiion nonapiB CIIIA. Po3mip mae 3Ha4YeHHS, TOMY €BpO 1 HEHa TaKOX € MOMYJISIPHUMHU
3acobamu 0OMiHy. YKpaiHa, Oyaydn BETUKOIO 1 6araToro pecypcaMu KpaiHOK, MOKE CTBOPUTH
MOIYJISIPHY KPUITOBAJIOTY.

5.2. TexHomoris JaHIFOXKKa OJIOKIB — biiokueliH, 1HO/II 3BaHMI TEXHOJIOTIEI0 PO3MOIIICHOT
kHuru (DLT - Distributed Ledger Technology), poOuts icTopito Oy1b-sKOro uppoBOro akTUBY
HE3MIHHOKO 1 MPO30POI0 3aBAAKH JACLEHTpami3amii Ta kpuntorpadiyHoMy xeuryBanHiwo [29]. Sk
TEXHOJIOTIi JIAHIIOTOBUX OJIOKIB MOXYTh 3HAYHO 30UTHIIUTH OaratcTBO Ykpainu? OpHiero 3
OCHOBHHX TEPEIIKO]] Ha [UIAXY PO3BUTKY Ha MOCTPAITHCHKOMY MPOCTOP1 € HEIOCKOHAJI MpaBa
BJIACHOCTI 1 [TOTaHa BiJCTE)XYBaHICTh BIACHOCTI.

Benuki 6ararti cilbchbKOTOCIIONAPCHKI 3eMJIl YKpaiHU HE MOXYTh OyTH HAJIEKHUM YHHOM
OIlIHEeH1 1 HE MOXYTh OTPUMATH JIOCTYII JIO KamiTaly 1 3aJy4nuTH 1HBECTHIIIi, TOMY 1[0 HEMOJIMBO
BCTAHOBHUTH 1 3aCTpaxyBaTH MPABO BJIACHOCTI HA HUX. Y IPOBAKEHHS TEXHOJIOT11 OJIOKYEHH ISt
00JIIKy BJIACHOCTI TpPHU3BEAE JO IIBHUJIKOTO 3POCTAHHSA OIHKKH YKPAiHChKOi EKOHOMIKH,
CTUMYITIOI0YH pOoOOTY 1 €PEeKTUBHICTS ii TPOMAJISH 1 3a7Ty4arouy KariTaj BiJ] iHBECTOPIB.

JlenieHTparnizoBaHa TEXHOJIOTiS BEeJCHHA OOJIKY, sfKa TMOKIMKaHA MPHUIIETUTH JOBIpY 0
CIPaBXHOCTI MHU(PPOBUX TpaH3aKIliii, MOke OyTHM BHUKOpPHUCTaHa Ui CTBOPEHHA €(PEKTUBHHUX
pillieHb SIK I KOMEPIIHHOI, TaK 1 Ui KHUTIOBOI HEPYXOMOCTI — BiJl KyMiBJli HEPYXOMOCTI 10
NPOBEJICHHST HAJISKHOI PEeTeNBHOCTI A0 HaJAaHHS MOKJIMBOCTI iHBECTYBaHHIO HATOBITY, 1 OiNbIIIe.
Jlesiki BenMKi KOMIaHIi BKe poOJIsATh CTaBKy Ha TEXHIKY: riraHT Hepyxomocti RE/MAX ykiaB
KUJIbKa MApTHEPChKUX YTOJl JUIsl BUBUCHHS BUIIAJKIB BUKOPUCTaHHS Oyokueiiny, Toai sik Hilton
Worldwide moyana BUKOpUCTOBYBaTH CUCTEMY YIPaBIIiHHSI MaiiHOM Ha OCHOBI OJIOKUElHA.

brokyeitH neMoHCTpye e(EeKTHBHICTH OIepaliii 3 HEPYyXOMICTIO, MiJBHIINYE IMOTEHITIAT
3pOCTaHHS 1HBECTHIIIM 1 OIIIHOK, a HEe TUIBKM CKOPOYEHHS TpaH3akiiitHuX BuTpar. Ha puc. 1
HABE/JICHO TMOPIBHAHHSA TOTOYHUX YroJ 3 HEPYXOMICTIO Ta oOmnepamid 3 HepPyXOMICTIO 3
JAHITIOKKOM OJ10KiB (KymiBist skutiaa Ha Etherneum) [30].

Ethereum — xpunToBamoTa 1 miargopma Ui CTBOPEHHS JCICHTPali30BaHUX OHJIAWH-
CepBICiB Ha OCHOBI OJIOKYElHa, 10 MPAIOI0Th Ha 0a3l PO3YMHUX KOHTpakTiB. PearnizoBaHa sk
€IMHA JISIIEHTPaIi30BaHa BipTyajbHa MalllMHA.
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== Buying a house on Ethereum

@8
Q®

BUYER LAWYERS, BROKERS, SELLER
INSURANCE

| SMART coNTRACTS |

BUYER SELLER

Puc. 1. [lopisHanHs nomouHux y200 3 HepyxXomicmio ma onepayiti 3 HepyXoOMiCmio 3 AAHYIONCKOM
onokie (kyniens socumaa na Etherneum)

TexHomnoris 6y10Kk4eitH NPONoHye GOpPMyY CHIJIBHOTO BEIEHHS 3alUCiB, PO3pOOJIEHY TaK, 110
ii Baxkko migpoOutn. TexHomoris OJOKYEHWH Mpamroe 3a JOMOMOTOI JCHEeHTPai30BaHUX
OJTHOPAHTOBUX IUIaTdopM, 3a0e3Meuyrodyr CTIHKICTh JO MOIIMPEHHS MOLIKOKEHOI 1H(opMarii
Ta MiJBUIYIOYH OIip IaXpaicTBy.
TexHomoriss OJOKYEHH Mae MOTEHIan JIsi BHPIIICHHsS Oaratbox mpodieM y ramysi
HEPYXOMOCTI, 30Kpema:
v' TloninmieHns: [oBipy Ta 1mpo3opocti: TexHomoris GIOKYEeHH MPOIOHYE MepeBipeHuil Ta
CTIMKMH 10 LIEH3ypH BapiaHT JIst 0OMiHY iHpOpMaLli€ro (HAMPUKIAI, AETAIIMH OLIIHKH).
v CkopoucHHs BiiOpaHux 0a3 JaHUX: MPOIECH HEPYXOMOCTI OTpUMaiM 6 KOPUCTH Bil
3aXUIIEHUX BiJl HECAHKIIOHOBAHWX CHIIBHMX 0a3 JaHWX, sKI 30UparOTh JaHi Ta
JOKYMEHTH PI3HHX 3allIKaBJICHUX CTOPiH B OJTHOMY MICIIi.
v TlixBunieHHs! epEeKTUBHOCTI MPOLECIB TPAH3aKI[iN: OLIBIIICTD OMepaliii 3 HEPYXOMICTIO
BCE 1€ NPOBOATHCS 3a JOMOMOIOI0 OaHKIBCHKHMX IEpeKas3iB 1 BUMararoTh JOPOTHX
MIPOLIECIB MEPEBIPKH, SIKI MOXKYTh 3aiHITH KiJIbKa HIB. BIOKYeH Ha OCHOBI TpaH3aKIii
MOXKE 3a0e3MEeUnTH CIPOIICHUM TpoIlec, KUK 3abe3rnedye MBHIKICT Ta 3MEHIIYE
BUTPATH.
v/ OOMeKeHHS BUKOPMCTAHHs IOCEPENHUKIB: Gararo MoCepeqHUKIB — Bim OpOKepiB 10
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€CKpOY-KOMIIaHId — MOXXYTh OYTH 3acTapuUIMMU IUISIXOM IiIXOJiB, 3aCHOBAaHUX Ha
OJIOKYEHH, OCKUIBKM 3alliMCH MOXKHA 30epiratd, TMepeBipATH Ta TiepenaBaTh 3a
JIOTIOMOTOI0 TEXHOJIOT11 OJIOKUelH. YCyHEeHHS MOTpeOr B MOCEpETHUKAX MOKE 3HAYHO
3MEHUINTH BUTPATHU Ta 3a0LIa/IUTH Yac.

Eckpoy-komnaHiss — e KOMIIaHisl, 110 KOPUCTYETHCS JE€NO3UTHUM IIPaBOM, 3a3BHYail
BUKOPUCTOBYETHCSA B OMNEpAIlisiX 3 HEPYXOMICTIO, 30epirae rpoiri Ta JOKyMeHTH CTOpiH. bynyun
HEUTPAIBHOIO TPETHOI CTOPOHOIO, KOMIAHIS 3 JETO3UTYBaHHs JONOMArae MoJIETIIATH MPOIEC
KYHIBII Ta IPOJAXKy IOMY.

Ha puc. 2 cxeMaTnyHo 1MoKa3aHo, K MPaIoe TexHoJoris 01ok4ueiH [30)].

Decentralized Ledger

A 14

ALICE E E BOB

Puc. 2. Cxemamuune 300padicenns pobomu mexnonoz2is 610K4etin

5.3. 3D-npyk. Ockinbku nangemis COVID-19 i reononiTuuHa Hanpy>KeHICTh MOPYIIYIOTh
CBITOBI JIAHIIFOXKKHU TTOCTABOK, KPaiHH, SIKIi MOXYTbh HaJaroJWTH BJIACHE BHYTPIITHE BUPOOHUIITBO
NPOCTHX y BHUPOOHUIITBI KOMIIOHEHTIB, MATUMYTh KOHKYPEHTHY II€peBary B MpPOAaXy CBOET
KiHIIEBOT IPOAYKIIIi 1 TOCIYT Ha CBITOBOMY PUHKY. [IpHKiIaioM KOHKYpEHTHOT NIepeBaru HU3bKO1
i Ha npupoanui raz B Cnonydenux llltarax € Hu3bKa I[iHOBAa CKJIaJoBa Y BUPOOHUYUX
BUTpAaTax Ha HOro BUAOOYTOK.

Kpim TOro, crabinpHe BHYTPIIIHE BUPOOHHMIITBO KOMIIOHEHTIB JIOJACTh €KOHOMIKaM ITHX
KpaiH CTIMKOCTI JI0 KOJIMBaHb IPOIO3UIIii, IKi B JJaHUW Yac CIOCTEPIraroThCS ITiJT 9ac MaHAeMil
COVID. Ockinbku BupoOHuku 1 mponasiii B €Bpomni i CIIA nHe 3mormu otpumaru 6a30Bi
KOMIIOHEHTH, Y PE3yJIbTaTi iM IOBEJIOCS 3BUIBHATH CBOIO pOOOUY CHITY.

3rigHo 3 octanHiMu naHuMH, 10 COVID oOGcar 3D-apyky 30uibiryBaBcst Ha 24% B DIk,
MO/IBOIOIOYHMCH KOXKHI 3 poku [31]. OgHak MU TOBHMHHI OYIKYBAaTH, 11O 1HBECTOpU OyayTh
MPUCKOPIOBATH 3POCTaHHSA. YKpaiHa Mae€ YHIKaJbHUN MOTEHIiaj, (00 CKOPUCTATUCA IUMHU
IHBECTHUIIISIMHU 1 MOKIIUBOCTSIMU monuTy. Huxde HaBeneHo puc.3, y3sTuii 31 3BiTy mouatky 2020
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poKy mpo ovikyBane 3poctanHs 3D-npyky [32].

IIporuo3oBane 3pocTanHs BapTocThl 3D-1pyKy
(B murpa. nosaapos CIHIA)
45

40,8

40

35

30
25,5

25

20

15 -

10 +

2020 2022 2024

Puc. 3. IIpoenozosane spocmanns eapmocmi 3D-0pyky (6 mapo. donapie CLIIA)

VYkpaiHCbKe HaceleHHs, O3HalloMJIeHe, HaBUEHE 1 3/]aTHE MpAIlOBAaTH B I[UX HOBUX cepax
1H(OpMaIITHUX TEXHOJIOT1i, MOKE CIIPUSTH MIABUIIICHHIO PIBHS )KUTTS CBOIX IPOMAJISTH, a TAKOK
3arajJpHOr0 J00po0yTYy 1 MPOAYKTHBHOCTI Haiii. MeToauyHa 1 CTapaHHa MiJrOTOBKAa YYHIB,
CTYNIEHTIB 1 (paxiBI[iB CTaHE MIATPYHTAM [JIsi 3pOCTAaHHsS J0OpoOYyTy 1 Oyiaromosiyydsi Hamoi
KpaiHH.
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TOJIATOK A

Experimental version
‘“Essentials of Enterprise Cyber Security”
Syllabus (for on-line course)
Spring 2020
Quarter/Year: Spring /2020
ECTS Credits: 6
US Credits: 3
Consultation hours: By appointment

Prerequisites: None

Course Description

The course, Essentials of Enterprise Cyber Security, will teach the components of a successful
cyber security program from a people, process, and technology perspective. Focusing on people,
the student will learn how to address cyber security challenges from a business / mission
perspective. Students will learn how to work with technical and business teams to address critical
cyber hygiene issues. When addressing process, the student will learn how to develop policies,
procedures, guidelines, and standards that are effective and support their organization’s mission.

Course Outcomes
Upon successful completion of this course, students will be familiar and able to define the
following aspects of Enterprise Cyber Security:

v’ Assess the current security landscape, including the nature of the threat, the general status
of common vulnerabilities, and the likely consequences of security failures

v’ Critique and assess the strengths and weaknesses of general cybersecurity models,
including the CIA triad

v' Appraise the interrelationships among elements that comprise a modern security system,
including hardware, software, policies, and people

v' Assess how all domains of security interact to achieve effective system-wide security at the
enterprise level.

v Compare the interrelationships among security roles and responsibilities in a modern
information-driven enterprise—to include interrelationships across security domains (IT,
physical, classification, personnel, and so on)

v" Assess the role of strategy and policy in determining the success of information security

v' Estimate the possible consequences of misaligning enterprise strategy, security policy, and
security plans

v" Design a notional information security plan that incorporates relevant principles of lifecycle
management

v" Evaluate the principles of risk and conduct a notional risk management exercise

v’ Assess the role of good metrics and key performance indicators (KPIs) in security
assessment and governance

v" Create a good set of information security metrics

v Critique the current legal and regulatory environment as it applies to cybersecurity

v Identify and contrast the most common security standards and associated catalogues of
security controls

v" Contrast the various approaches to security training and formulate a simple training agenda
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v Justify the need for business continuity planning and propose how to implement such a plan
successfully within a modern enterprise

v Compare and contrast logical and physical security

v’ Appraise the current structure of cybersecurity roles across a notional enterprise, including
the roles and responsibilities of the relevant organizations

v’ Assess the strengths and weaknesses of the certification and accreditation approach to
cybersecurity

v" Evaluate the trends and patterns that will determine the future state of cybersecurity

Internationality: International textbooks and software tools

Communications

For individual issues, students should contact the professor ONLY by given e-mail or by Moodle.
In the Subject line they should put: UACUFirstNameLastName. E-mail messages will normally
be answered within 24 hours.

Student Responsibilities

Time Commitment

The study of technical courses is cumulative (i.e., an understanding of earlier material is
necessary to grasp concepts covered later). Past experience has shown a high correlation between
procrastination and low grades. Students must be committed to completing tasks on time.

Grading Policy
The course is based on mastery of course outcomes. The student's grade for this course will be
calculated based on performance.

Note: the minimal grade to pass a subject is 60% (for Bachelor’s degree). 70% (for Master’s
degree).

Graduate Grading Guidelines

The assignment of a letter grade for a course is an indication of the student’s overall success in
achieving the learning outcomes for the course. The course letter grade may be viewed as a
summary statement of the student’s achievement in individual assessments (assignments &
activities). These assessments are intended to identify for students their strengths as well as those
areas in need of improvement. Student work is assessed according to the guidelines below.

Course-level Grading guidelines:

Grade ECTS Grade International Grade

90% - 100% A 5 (Excellent)

83% - 89% B 4 (Very Good)

75% - 82% C 4 (Good)

70% - 74% D 3 (Good)

60% - 69% E 3 (Acceptable)

35% - 59% FX Not acceptable, possible repetition of course
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Criteria for grading:

ECTS grade Requirements for the student

The student demonstrated a comprehensive systemic and in-depth knowledge
of program material; processed basic and additional literature; obtained a solid
grasp of the conceptual apparatus, methods, techniques and tools provided by
the program; found creative abilities in the presentation of the educational
program material both on this issue and on related modules of the course and
related courses, or the student had a current control of 90-100 points

The student demonstrated good knowledge of program material; processed the
basic literature, mastered the conceptual apparatus, methods, techniques and

tools provided by the program, but with some inaccuracies

The student showed mediocre knowledge of the core program material; learned
information mainly from a lecture course or just one textbook; mastered only

m| 9| Q|®

certain methods, techniques and tools provided by the program

The student has significant gaps in knowledge of the main program material;
FX fragmentary mastered the basic concepts, techniques and tools; significant
mistakes are made when using them

Undergraduate Students: Maximum total possible points — 225 points incl. (midterm and final
exam are 60% of overall evaluation, where Midterm — 20% and Final — 40%)
v' Class participation (via online discussion) / Test / Assignment —=3/3points (every week /
several times during the course)- 90 points (40%)
v' Midterm exam- 45 points (20%)
v" Final exam — 90 points (40%)

Graduate Students: The following provides an approximate breakdown of how each
assignment contributes to the overall performance in the class.

— Class participation (via online discussion) /Test / Assignment —1.5/1.5 points (every
week / several times during the course)- 45 points (20%)
Midterm exam- 22.5 points (10%)

— Final exam - 45 points (20%)

— Research paper — 67.5 points (30%)

— Security Project — 45 points (20%)

Research Paper (30%):

The students will be required to write a graduate-level research paper (10 pages, double
spaced, not including front matter and bibliography). The paper will allow the students to delve
more deeply into the challenges of managing the systems that help assure the confidentiality,
integrity, and availability of information. Outside research will be required.

Students will deliver the paper in three phases: (1) an annotated bibliography of sources,
(2) a draft of the completed paper, and (3) a final version of the paper. This phased approach will
allow the instructor to provide students with feedback along the way instead of only at the end of
the project. Overall, the students will be required to evaluate the topic with an eye toward
defending and justifying a well-reasoned position.

Security Project (20%):

In the security project, each student will prepare a notional security plan and notional risk
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assessment (approximately 10 pages, double spaced, not including the risk assessment
spreadsheet). This plan will address the issues discussed in the texts and the course and tailor the
plan to a context defined by the student. This risk assessment will be built using MITRE’s Risk
Matrix tool, and NIST Framework. It will reflect real-world conditions but not represent a real-
world system or enterprise. The student will be expected to apply a superior level of analysis
when creating the combined plan.

Assignment Format

v All work should be shown in time. If the student misses the deadline — the task is
failed

v’ Assignments (projects) should be done in Word MS/PPT, contain an introduction,
main part, conclusions, and references. The volume up to 10 pages/ 10 slides

v/ Midterm covered topics from previous lectures (weeks 1-6). It included multiple
choice questions and cases (essays) and took about 1 hour.

v The final exam covered all course material and included multiple choice questions
and cases (essays). It longs for 1,5 hours. Admission to the final exam is possible
only if all the tasks of the curriculum are covered

Academic dishonesty

1. Academic integrity is submitting one’s own work and properly acknowledging the
contributions of others. Any violation of this principle constitutes academic dishonesty
and is liable to result in a failing grade and disciplinary action. Forms of academic
dishonesty include:

— Plagiarism — submitting all or part of another’s work as one’s own in an academic
exercise such as an examination, a computer program, or written assignment.

— Cheating — using or attempting to use unauthorized materials on an examination or
assignment, such as using unauthorized texts or notes or improperly obtaining (or
attempting to obtain) copies of an examination or answers to an examination.

— Facilitating Academic Dishonesty — helping another commit an act of dishonesty,
such as substituting for an examination or completing an assignment for someone
else.

— Fabrication — altering or transmitting, without authorization, academic information
or records.

2. Midterm and Final are valid only if they are taken on-campus (room defined by the
dean’s office) and on UACU’s computer/laptop. Students who will not meet this
requirement will be expelled from the course with grade “0”.

3. In case of missed midterm or final exam (for a valid reason like sickness or an
emergency) a request to repeat the exam is possible. Permit to repeat a midterm or
final exam is done through a letter to the dean's office with request and approval of
subject lecturer.

4. Submission or retaken of any assessment activities after deadlines are forbidden.

5. Submission & Return Policy

Assignments must be submitted to the professor on or before the due date indicated in the Course
Schedule. The assignments submitted after the due dates receive zero points.
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Schedule

Week #

Week 1

Week 2

Week 3

Week 4

Week 5

Week 6

Week 7

ek NO MAKE-UP QUIZZES AND EXAMS

Topics

The Security Environment

— Threats, vulnerabilities, and consequences

— Advanced persistent threats

— The state of security today

—  Why security matters to commercial
enterprises

Principles of Cybersecurity

— The interrelated components of the
computing environment

— Cybersecurity models (the CIA triad, the
star model, the Parkerian hexad)

— Variations on a theme: computer security,
information security, and information
assurance

Cybersecurity Management Concepts
— Security governance
— Management models, roles, and functions

Enterprise Roles and Structures
— Information security roles and positions
— Alternative enterprise structures and
interfaces

Strategy and Strategic Planning
— Strategy
— Strategic planning and security strategy
— The information security lifecycle
— Architecting the enterprise
Security Plans and Policies
— Levels of planning
— Planning misalignment
— The System Security Plan (SSP)
— Policy development and implementation
Laws and Regulatory Requirement
— Timeline of international laws related to
information security
— EU and US regulations

Midterm Exam

Method of
instruction

Lecture
Online
Discussion

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

geokslesk

Assignments
Due

Student
Introduction

Review Lecture

Test /
Assignment

Review Lecture

Test /
Assignment

Review Lecture

Test /
Assignment

Annotated
bibliography
(Graduate
Students)

Review Lecture

Test /
Assignment

Review Lecture

Test /
Assignment

Review Lecture

Test /
Assignment

Points
(Under-
Graduate)

3/3

3/3

3/3

3/3

3/3

3/3

45
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Security Standards and Controls
— Security standards and controls

— Certification and accreditation (C&A)
Week 8

Risk Management

— Principles of risk

— Types of risk

— Risk strategies

— The Risk Management Framework (RMF)
Security Metrics and Key Performance
Indicators (KPIs)

— The challenge of security metrics

— What makes a good metric

— Approaches to security metrics

— Metrics and Regulation

Week 9

Week 10

Week 11 Physical Security and Environmental Events
— Physical and environmental threats

— Physical and environmental controls

Week 12 Contingency Planning
— Developing a contingency plan
— Understanding the different types of
contingency plan

— Responding to events

Week 13 Security Education, Training, and
Awareness
— Human factors in security
— Developing and implementing a security
training plan
— Cross-domain training (IT and other

security domains)

Week 14 Managing information security across a
commercial enterprise (1)
— The purpose of certification and
accreditation

— Trends in certification and accreditation

Week 15 Managing information security across a
commercial enterprise (2)
— The strategic direction of enterprise IT and
information security
— Responsibilities within the commercial

enterprise

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

- Pre-reading
- Lecture

- Online
Discussions

Review Lecture
Test /
Assignment

Research paper
(draft)
(Graduate
Students)

Review Lecture

Test /
Assignment

Review Lecture

Test /
Assignment

Research paper
(final version)
(Graduate
Students)

Review Lecture

Test /
Assignment

Review Lecture

Test /
Assignment

Review Lecture

Test /
Assignment

Review Lecture

Test /
Assignment

Security Project
(Graduate
Students)

Review Lecture

Test /
Assignment

3/3

3/3

3/3

3/3

3/3

3/3

3/3

3/3
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Week 16 The future of cybersecurity - Pre-reading Review Lecture
— Key future uncertainties - Lecture
- Possible future scenarios - Online Test / 3/3
— How to apply what you’ve learned Discussions Assignment

Week 17 Final Exam 90

225

Recommended Materials

There are no textbook requirements for the course. The instructor will provide readings, videos,
podcasts, and notes from the following sources under the Fair Use Copyright Act (see
https://www.copyright.gov/fair-use/more-info.html)

(ISC)2 CISSP Certified Information Systems Security Professional Official Study Guide 8th
Edition, Kindle Edition by Mike Chapple (Author), James Michael Stewart (Author), Darril
Gibson (Author) Microsoft Access 2013 Part 2

Information Security: The Complete Reference, Second Edition 2nd Edition, by Mark
Rhodes-Ousley (Author)
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AHHOTANMS. Uccnenosanue IMOCBSIIICHO HEOOBIYHO aKTyaJIbHOM TEeME MOBBIIICHUS
KHOeprpaMoTHOCTH ~ HaceneHus.  VccnenoBanme — Gasupyercs  Ha  yHUKAIbHOM  OIIBITE
MEKHAI[HOHANBHOTO ydeOHoro mnpoekTa «OCHOBBI KOpHOpaTuBHOH KkubepOesomacHocTu». lLlensb
JAHHOH paboThl — MPENIOKUTh MOAXOJ K PEHICHUIO MPOOIeMBbl MOATOTOBKU TpaxIaH YKpauHbl (U,
BO3MOJXKHO, TpakiaH IPYTUX CTpaH) K HMPOTHBOAEHCTBUIO KHOEPYrpo3aM B HX MpodeccHOHAIBHOH
JestensHocTH. OOBEKTOM HCCIeNOBaHUS sABIseTCS (DUHAHCOBas WHIYCTPHS, KOTOpas SBISETCS
Y4acThI0 MPOTPaMM CTApIINX KJIACCOB/KYpCOB KOJUICIKEH M YHHBEPCHTETOB BO MHOTHX CTpaHax.
ABTOpBI BBIJIBUIAIOT TaKyl0 HIEI0: HAyYHTh OCHOBAM KHOEpOE30IacHOCTU HECTIELHANINCTOB B chepe
HNT — Tex, KTo He HMeeT CNEeIHanbHOI HMH)KEHEPHO-TEXHUYECKOH MmoArotoBkn B obmactu UT u
KHOep3aIuThl, W CHEHUATICTOB B cdepe CONMMANBHOI 3aIIuThl — 3KOHOMHYeckas cdepa (OmsHec-
IUAEpsl, NPENNPHHUMATENH, AKOHOMHCTHI, (HHAHCHCTRI M Jp.) — HEOOXOAMMO YYHTh UX
KnOepOe30macHOCTH, OPHUEHTHPOBAHHONH HAa WX NPO(ECCHOHANBHYIO AEATEIBHOCTh. B pesymbTaTe
NPOBEACHHBIX HCCICHOBAHMI aBTOpaMM OIPEAENICHO, YTO BO MHOTHX CTpPaHaX, OCOOCHHO B
pa3BHUBAIONINXCs, KNOEPIPECTYITHOCTD ABISAETCSA CEPhe3HOM MpobreMoil. ABTOPHI MOATBEPKAAIOT, UTO
VYkpanHe He0OXOIMMO MHTEHCHBHOE OOy4YeHHE IpakIaH BCEX BO3PAcTOB MpoOiieMaM (HMHAHCOBBIX
HPECTYIUICHUH ¥ MOIICHHUYECTBA CO CTOPOHBI MHTEPHET-XaKepoB M KHOeprpecTymHuKoB. Hapsmy c
npodeccnoHaTbHOM MOATOTOBKOW CIIEIMANNCTOB B 001acTH HMH(MOPMAIMOHHBIX TEXHOJIOTHH H
knbepOe30macHOCTH, B YKpamHe LenecooOpasHO: BBECTH B MIIKONBHYIO CHCTEMY OOydeHHE IIO
JomamHuM (uHaHcaM B MeTogaM X WT 3ammTel; BBecTH 00ydeHHE OCHOBaM MH(OPMAaIMOHHBIX
TEXHONOTHH, KnOepbe30macHOCTH, (HHAHCOB M DKOHOMHMKHM BO BCEX KOJIEIKaX, MHCTHTYTax M
YHHUBEPCHUTETaX; OpraHM30BaTh oOyueHme B cdepe HHOOPMAIMOHHBIX  TEXHONOTHMH U
KnOepOe30macHOCTH I TpakaaH YKpauwHbl. Jlns oOecnedeHHs MHTETpaluy YKpawHbl ¢ EBpomoit
HEOOXOMMMO TECHOE COTPYOHHYECTBO C Ppa3BUTBIMH CTpaHAMH W TPAHCHAI[MOHATHEHBIMH
OpTaHM3AIMAMH IS Pa3BUTHS MPOLBETAIOIIETO CEKTOpa kubepbe3onacHocTH. B Yikpanne nocratodno
TPaMOTHBIX MOJIOJBIX crenuanuctoB B obnactu WUT, koTopble ycrmemHo paboTaroT Ha 3apyOeKHBIE
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KOMIIaHUN H Kopropanuu. HeobxomuMo 3(¢eKTHBHO HCHOIB30BATh 3TOT UYEIOBEUECKHH Pecypec H
1enecoo0pa3Ho co37aTh KOOPIUHHUPYIOUMHK 00ydJaromuil MeHTp Mo KuOepOe30macHOCTH B O0JIacTH
SKOHOMHUYECKOH U (PMHAHCOBOH NEATETHHOCTH.
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Abstract. The study is devoted to the extremely relevant topic - increasing population cyber awareness
and based on the unique experience of the transnational training project "Fundamentals of Corporate
Cybersecurity”". The aim of this work is to offer a partial solution to the problem of preparing
Ukrainian citizens (and potentially citizens from other countries) to confront cyber threats in their
professional activities. The object of the study is the finance industry, which is a part of the high
school programs of colleges and universities in many countries. The authors put forward the idea that:
to prepare of non-specialists in the IT field on the basics of cyber protection - those who do not have
special engineering and technical training in the field of IT and cyber defense, and specialists in the
socio-economic sphere (business leaders, entrepreneurs, economists, financiers and others) - it is
necessary to train on cybersecurity, which is focused on their professional activities.

As a result of the studies, the authors concluded, that in many countries, especially developing
countries, cybercrime is a major problem. The authors prove, that Ukraine needs intensive education of
citizens of all age groups on the problems of financial crimes and fraud by Internet hackers and cyber
criminals. Along with the professional training of specialists in the field of IT and cybersecurity, in
Ukraine it is advisable to: Introduce education on home finance and technologies for their IT
protection in the school system; to prepare of non-specialists in the IT field on the basics of cyber
protection on the principles of IT, cybersecurity, financial, and economics in all of colleges,
institutions and universities; organize training in IT and cybersecurity for Ukrainian citizens. To ensure
Ukraine’s integration with Europe, close cooperation with developed nations and transnational
organizations is crucial to developing a thriving cybersecurity sector. Ukraine has competent young IT
specialists who successfully work for foreign companies and corporations. It is necessary to effectively
use this human resource and it is advisable to create a coordinating training center for cybersecurity in
the field of economic and financial activities.

Keywords: cyber threat; cyberattack; cyber fraud; cyber defense of business and finance; corporate
financial cybersecurity training.
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