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EDUCATIONAL NETWORKING: HUMAN VIEW TO CYBER DEFENSE

Abstract. Networks play more and more important role for harife and activity, both in critical
occupations (aviation, power industry, military sims etc.), and in everyday life (home
computers, education, leisure). Interaction betwaeman and other elements of human-machine
system have changed, because they coincide imthiemiation habitat. Human-system integration
has reached new level of defense needs. The palpértmduce features of information society in
respect of a human and corresponding changes ik:HE)J information becomes a tool, goal,
mean and environment of a human activity, (2) itdmees a part of the human nature and this
makes him/her unprotected, (3) human psycho-phygicdl status becomes not only a basis of
effective performance, but an object of control angport, and means of a human security and
safety should be a part of information habitat, f#tworking environment becomes an
independent actor in a human activity. Accompanyéyber-security challenges and tasks are
discussed, as well as types of networking threatsuman View regarding the cyber security
challenges.
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1. INTRODUCTION

At present, changes of the school education woddwaim the transition from
classroom to a mixed system in which the sharendividual and project-oriented work
constantly grows [1; 2]. This is important bothtémms of the ability of students to learning,
and the ability to search and perform researclvides to obtain practical results [3; 4]. As
Joseph S. Renzulli has highlighted at the 18th W@&obnference 2009, it is necessary to
reexamine the purpose and role of gifted educatioa rapidly changing world and in an
education system, because today’s children and teere born into a digital world [5]. That
world gave all children much more opportunities remlize their abilities. Experts of
psychological and educational spheres noted thal neeform a human 21 century’s
professionally important skill: information litenac ingenious analytical thinking, fast
information searching and processing, innovative wathinking, effective communication,
working in projects and teams, problem solving,ligbito take responsibility, high
productivity, life competence [6].

Statement of the problem Using the concept of context-based cognition assumed
that learner's individual construction of knowleddpuld take place within a certain context,
which is similar to the context in which this kn@abe should be applied in the future [7]. At
the same time, it is known that human cognitive aspmities can vary from day to day
depending on his/her functional state and fithessaork [8; 9]. As a result, such changes
can impact a human ability to adapt in a particléarning environment, to perceive and to
conceive new information, to use it, to get knowledand skills and to prevent its
inefficiency.

Besides, nowadays it is known that human’s worth womputer over a long period
has a negative impact on his/her health and mefffialency. It is especially important for
children and young people whose organism is marmsitéée and unstable comparing to adult
one. In addition, humans in the open network, foktall, young humans, need special
attention to be safe and resilient to external ichpBvents around Ukraine and other “hot

© Oleksandr Burov, 2016. 144



ISSN: 2076-8184. Information Technologies and Lewyiools, 2016, Vol 52)\e2.

points” demonstrated clearly over last two yeagd tietworks including social ones became
the means of a significant influence on a humarateln, way of decision making, changes in
life values and priorities.

Analysis of recent research and publicationslt is recognized that we live in the
information age [10] and the digital space is imsiagly affecting all areas of our life (“e-
World”: e-Work, e-Learning, e-Health, e-Commerce.)eincluding education as a system of
training and formation of intellectual capital [&)ver last years, more and more attention is
paid to the quality of education [11], as well atmnce and network means [12; 13]. These
changes need to take into account new challengéminman factors (ergonomics) view to
anthropocentric systems. However ergonomic featof@sperson interacting with ICT have
not yet become a component of the overall qualitgducation system [14] due to lack of
general understanding of network technologiesragans of human activity [15].We strongly
believe that complexity and variability are two standing features of the information age
[16]. This primarily refers to new technologiesttia@company our activity in all spheres of
our life and work - information and communicati@thinologies - as well as directly affect
not only our present but also the future [17].

Special attention is paid currently to cyber-deg&erizecause very effective information
and psychological operations by Russia in Ukrayleec-space over last 5 (or even 10) years
have clearly demonstrated needs to build natioefdn$e information system [18; 19], first of
all, beginning from education. This needs to tak® iaccount new tasks and solutions
proposed by human factors/ergonomics discipline 240.

The article's goalis to analyze safety challenges of education p®cebjects when
using network learning/teaching tools and means.

2. RESEARCH METHODS

Comparative analysis of goals and components of amdi@chnical systems in
technological ways, as well as of human-techniogirenmental (HTE) system;
classification of threats for a human from networlksuman-in-networking-education-loop”
is analyzed in three aspects: new features of ¢duacain digital space, human
factors/ergonomics, and cyber-threats (human atwdonks).

3. RESULTS

As it is highlighted in [18], priorities of educati in the 2icentury should be built to
form key competences for lifelong learning that ‘@eombination of knowledge, skills and
attitudes appropriate to the context. They areqasrly necessary for personal fulfillment
and development, social inclusion, active citizgnsimd employment”. Eight key
competences are:

— communication in the mother tongue;

- communication in foreign languages;

- mathematical competence and basic competencegiteand technology;
- digital competence;

- learning to learn;

- social and civic competences;

- sense of initiative and entrepreneurship ;

- cultural awareness and expression.

The emphasis in general is on high productivitgemous analytical thinking, quick
search and information processing, innovative arittal thinking, effective communication,
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team work, problem solvingpility to take responsibility anlife competenct
Implementation of this approaneeds:

- flexibility of educatiol programs — a student can choosarses teachers, time of
active work, etc.;

— individualizationof education process — re-allocate time educatiol resources
in dependence oa student’s individual psycho physiologiqaossibilities to make
this process morintensive and to give equal opportunities fall people including
people withdisabilities

Theseadvanced proposals can help a student to makesah as tc what type of
learning activity in garticular dayis preferable depending tis/her functional sta to:

- take lectures,

- carry out appliedasks

— work in interactivimode with computer/network/e-clouds,

- work in interactivimode with other subjects of learnipgpcess

- work in library,

- work in Internet,

- perform individua tasks,

- delay an activéorm of teaching for another time,

— control his/heworkloac as well as mental and physical hea

Although further workin this directionis required to gain a more compl
understanding of such a tool’s L it is clear that this could give a student an ofyuty to
intensify time bymeans of r-allocating his/her effortend to optimize time use. Anoth
aspect of the same problem is an adaptive automatichumar-computer interaction i
accordance with a student functional <, motivation, abilities and other resources anze.
To achieve a positive result on 1 way it is necessary to consider at least two Sicpniit
factors in the transition to the use of networ- the changing role of humz
factors/ergonomics and cybsecurity.

3.1.Human Factors/Ergonomics in the digitalworld: human life, learning and activity

As a “meta’discipline, Human Factors/Ergonomics (HF/E) death differentsides of
a human life and activity. But its goal and tasksdrchanged over 60 yearsexistence, as
well.

At present, we are based on the definition: “Ergoms (or human factors) is tr
scientific discipline concerned with the undersiagdof interactions among humans ¢
other elements of a system, and the profession appties theory, principles, data ¢
methods to design in order to optimize human -being and overall systel
performance”[19] “Other elements of a systenare means of labour and tools as well
subject environmentThe human factors/ergonomics object is a systemmdi-tool-
environment” (HTE) and the ergonomics subjects argonomic proerties including
interactions among all 3 system elements, whereraction” is a core (main feature) of 1
discipline, because it is activity of the systeng(R).

Safety
, ﬁ Efficiency

—_—
e

) Comfort
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Fig 1: HF/E, its object and subject

Thus HFE is a systems-oriented discipline thathianging with modifications in the
system. Main goal of human factors’/ergonomistsivéy is design and evaluation of tasks,
jobs, products, environment and systems in ordenake them compatible with the needs,
abilities and limitations of people.

It was a natural goal in a “hard” system (relatwvéiked in time and space) when
working means and tools wergaterial objectsin comparison with a human (with his/her
physical and psychic parameters) and general emweot (including natural, social,
informational and organizational) that were quitxible [14]. It was typical understanding
over previous ages of work (by J. M. Christense@]:[2nanual labor age, machine age,
energy age, new age - machines for mental workprssent we are already living in
information age (information society) that giveserito ‘soft’ systems which all 3 elements
are flexible (Fig.2b).

“Hard” system “Soft” systen

Fig. 2a: Ergonomics objects in industrial Fig. 2b: Ergonomics objects in digital age
age (after [14])

Our life conditions have changed:

— Current work/education/life challenges comply witihodern possibilities and
tendencies to use electronic forms of activity.

— Human cognitive opportunities play more and mogni§icant role in general
human performance, they influence HTE safety afidieficy because of their
variation from day to day depending on his/her fiomal state and fithess-for-
work.

— Such changes can impact human ability to :

adapt in a particular activity environment,
perceive and to conceive new information,
use information,

get knowledge and skills,

prevent its inefficiency.

ANANENENEN

Changes in HF/E object
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As follows from figure new links within ergonomiasbject result in changes in the
human factors/ergonomics object structure. Heree stibject, methodology and methods of
human factors/ergonomic science have to changesthsb@cause human activity has changed
in all aspects. Working (or rather, activity) meaarsd tools have been transformed into
information that became not simply an informatibat means, tools, environment and a goal
of activity at the same time. A human has stanbealct mainly:

- to get information,

- to change information,

- to create new information and knowledge as a priofioternal — while learning,
external — while working),

- by means of information,

— in information environment.

Changes in a human activity
Activity is a main substance of our everyday liBat its scopes become relative, not
clearly defined because of :

- changes in our goals and needs (earning, cognlamure),

- tools and facilities (electronic equipment in wddqe, in office, at home),

- workplace design and construction (more ergonomicc@mfortable),

— location (outsourcing job),

- increasing of mental component work (in contragshywhysical one),

- day time span of the same or similar type of afstifivork in office with computer
can be continued at home with computer again, buearning or leisure at the
similar table).

Respective types of work could be described as:
Learning
Training and retraining
Job duties
Professional functions
Creative activity
Professional training/re-training
Raising the level of the skill
Home (family) work
. Social activity.

Types (3)-(4) usually are associated with “workit 5) can be a part of regular work
as well. Lifespan education becomes not a slogandbmand of our time and often needs
even more continuous efforts than regular work. eMeaeless, in information age all these
activities could be considered as e-work, if thesy@arried out in digital environment.

CoNoOoO~wWNE

HF/E results (criteria) in digital life

The main task of ergonomics is “to design in otdesptimize human well-being and
overall system performance”, i.e. hunefficiency + safety + comfart

When a human works and produces industrial (aduciletc.) goods his/her efficiency
can be described as:

Efficiency= quality goods production + minimal workload etfo+ minimal time loses.

Safety= his/her safety (labour protection) + goods safeénvironment safety.

Comfort= optimal conditions (striking distance + microcéte + lack of time pressure)
+ work satisfaction.

In digital environment:

Efficiency = quality of information goods and services prdduc + minimal mental
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workload efforts + minimal time loses.

Safety= his/her safety + information product safety formation environment safety.

Comfort = optimal conditions (human friendly interface eliable information) +
positive motivation+ work satisfaction.

In this case, both a human and information enviremintakes on new significance. It is
especially important because of his/her persorfetysand safety of his/her activity results.
Being open when working in information environmeatjuman becomes not only a subject,
but an object (target) of activity from other paigiants of information space. A human
openness is a result of activity goals: to usermfdion as a tool, a human has to “touch” it,
to contact with it. At this moment he/she becomgsnofor information and vulnerable from
it.

New safety problem in digital world
At present, mankind has faced a new safety probieimformation society. It was
possible for traditional activity to standardizewration of working time, dozes and levels of
affecting factors, efforts etc., to protect a hunian personal and common protective
equipment, to make tasks, jobs, products, enviromsnand systems compatible with the
needs, abilities and limitations of people, to @dapd to adjust tools to a human physical
possibilities. But in the information environmehetquestions could be set as:
1. What should be protective means?
2. What should they protect from?
3. What threats could come from the digital world?
4. In what way is it possible to protect a human friodormation that is a goal,
mean, tool and condition of activity, a part ofuartan at the same time?
It would be possible to answer these questionseifrecognize a new role of HF/E in
digital world.

New HF/E component in digital world

Material object, nature, information, social enwingent, organization of activity and
communication have changed and obtained new featuredigital world, especially in
networks (social, education/training etc.). In baittivities, physical and mental, human
parameters of activity are affected by internal extérnal factors (Fig.3).

Internal environment
(psychophysiological responses,
world models

Human and his/her activity
(learning/work/rest)

External environment

0 (factual)

Fig. 3: Place of a human and information in infortnoa society

We strongly believe that psychophysiology is nolyam basis of the human working
effective activity, but a goal of activity (of infimation habitat impact) of the human himself.
Because his/her tool becomes a part of his natinsé,of all his brain, and this makes him
unprotected, psycho physiological features andtéitiwins have to be protected in education
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and training process, work and leisure (it is mamd more deal with information
surroundings).

1.External environment

Material objectsergonomic design of workplace, facilities, clahelassroom (micro-
and midi-ergonomics).

Nature conditions in workplace.

Information general and specific awareness concerning oppuites and benefits of
learning, process and content of subject studikdeissues.

Social environmentcountry, school, out-of-school, home, friendd]eagues, business
partners.

Organization of learning/teaching activitiask planning and allocation in space and
time.

Communicationopportunity to ask questions, coaching, sharitegs etc.

2.Internal environment

— Physiological health level, general and current conditionsefiis-for-work.
— Psychologicalmotivation (to learn, to work, to communicate)tivty satisfaction,
life satisfaction, self-recognition etc.

3. Human activity

Working: workplace condition, job organization, facilitieprofessional awareness,
inter-personal relations and communication.

Learning workplace condition at work and at home, accessntormation needed,
working (learning) process organization, task piagrand allocation, out-of-school activity,
self-evaluation, achievements recognition and ssce

Means & Tools:workplace organization and design, facilities, Bgmmunication
technologies, teaching aids, curriculum, clouds.

3.2. Virtual life and activity: benefits and draw-backs

New features of life in digital world have both leéits and draw-backs and some risks
for a human in such an environment, because infiiomapace and especially networks
become independent factors, even more: independetors of activity. E.g., in cloud
technology, social networks etc. where informatadiocated there becomes distributed, not-
controlled and lives independently from the persimat gave birth to it. Such information
begins to live its own life. The network beginsiie “owner” of that information and can
impact a human (humans) life. Wikileaks and otherilar scandals can be examples of this.
Such information exists beyond time and space strneas created.

Thus a human has to balance benefits, disadvantagdsrisks when exposing
themselves to information space.

Benefits of digital world for a human

- Extended information and tool resources with fagteess.

— Opportunity to communicate with a great numbercofleagues and experts
worldwide, including on-line.

— Quick information exchange.

— Opportunity for long-distance “brain-storming”.

— Equal access for people with disabilities.

— Higher opportunity to control own functional state

— Better time self-management.

— More direct time-on-job, less disturbances.

— Individual adjustment in the workplace (physigaychic, informational).

- Individual adjustment of the secondary (out-of-kgace) environment.
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Draw-backs

— A human “openness” for external impact througloinfation flow.
Not everyday communication face-to-face with otpeople (lack of “live”
communication).

“Artificial” environment of communication.

Lower social-psychological life.

Uncontrolled and invisible threats from information

Potential risks

— A human vulnerability from information.

Lack of protection means from digital environmasta risk factor.
Static posture, hypodynamia and accompanying sksea
Dependence on gadgets and channels of communication
Syndrome of “operator diseases”, in general.

Loss of interest in team communication.

As it was stated [14], not so far ago a human pkoee role in networks could be
described as a terminal element (node) linked h®roelements with its specific interface
(having human and technical parameters). Currewthgn a human life and activity has more
virtual nature, information environment (networlgcdomes an independent factor, because
process of a human presence as well as resultssiieh activity lose their localization in
space and in time, as well as could be affecteahgttime and anywhere. Even more, those
results could «live» inside the network «infinitelyoecause technical resources holding them
are distributed, flexible and supported continugusl

Recommendations for improving a human psycho phygical security have been
developed and described [21]. The further developnté ergonomics criteria could be
developed taking into account the new human agtature and a multiaspect ergonomic
analysis [22; 23].

Networking threats

Active usage of networks, especially by childred gouth, is accompanied by increase
of different kind of threats coming from networlarticularly acute this problem becomes
with development and use of social networks. Magiva hidden threats (for children)
emanating from the computer network, could be #dck the following classification
scheme [24]:

- Viruses attacks.

— Cyber-crime (spamming, carding, phishing, botnétg.e

— Threats from network-surfing (cyber-bulling, “adutiontent, illegal content, on-line
violence, disclosure of private information, payvsees etc.).

The authors [24] recommend considering the intemadbetween schoolchildren and
students with computer network as the system "Huteahnique-environment". In this
system, computer network serves as a machine Hoatsaus to consider the impact of the
network on a human as a threat coming from the machAccordingly, the concept of
"network effect” can be revealed through the cohadp'operator error and reducing the
guality of operator activity', 'impact of computgames" and "Internet addiction".

Threats coming from networks can be classified thi following types: active and
passive, overt and hidden, current and deferred.

Using ergonomic approach and methodology, it issids to evaluate active hidden
dangers as a hierarchical set of indicators:

— one integrated (complex) index - the level of daragea result of a computer network;
index is a dimensionless quantity and is on theeupgvel assessment system;
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— three group indicators - levels of hazards causgeditus attacks, cyber-crime or
internet surfing; indicators are dimensionless gjtias and are at average levels of the
system assessments;

— set of individual indicators of the group of onesat of threats; indicators are also
dimensionless quantities and are on the lower lefvgtading system.

3.3 Directions of cyber-security (CS)

From educational domain context, target groups®t@uld be classified as follows:
— Students as operators
- Educators
— Children/Youth (in general)
— Population (in general, as social environment foldeen).
In general, it is reasonable to classify CS chaksninto four groups (by their means):
— Technical (T)
— Informational (1)
— Organizational (O)
— Psychological (P).
Informationalmeans could be classified depending on tasks solved by users:
- Defend/Secure/Protective Means
Awareness
Content
Learning to use
Safety
Resilience
Avoidance
- Replacement of a human or change the type of aplanrt activity.
Organizationameans (creation, dissemination and control):
- Data Bases
Mass-Media
Social Networks
Education and Training
Textbooks/Historiography.
Psychological means could be grouped in dependencmter- and intra-individual
level:
- National
- Social
- Group
- Individual
- Cultural
— Cognitive/intellectual
— Habits.

Human factors and CS

At present our lives are being built more and mamaund digital networks, with social
media as a new social environment [25]. Interver#ito these networks pose a real threat to
the education security and to the society [26].ofder to keep abreast with the rapidly
changing threat landscape and maintain a robusercgefense, civilian and military
organizations at the national and internationaélevry to adopt their new enhanced policy
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accounting new challenges appeared over last tarsyé is recognized that cyber defense is
a part of the core task of government and collectiefense, international law applies in
cyberspace and intensifies military cooperatiorhwitustry.

The top priority is the protection of the communicas systems owned and operated by
them. Cyberspace is, and will continue to be a waportant part of the battlefield of ideas
and civilizations. Lesson learned from Ukraine-Raissonflict allows to argue that most
future operations will at least start in cyberspacel operations will most probably be
conducted within it during the duration of the datf increasing the importance of its
control.

While technical/technological solutions are beingveloped in response to cyber-
attacks, there is increasing awareness that the gblhuman performance and decision
making in cyber security is critical to increase #ffectiveness of responses to developing
threats. Especially it is significant from viewpbof future manpower, because young people
are especially sensitive to external influence ane the most active part of “network
population”.

The human factor may be the weakest link of a sysheit at the same time may also be
a powerful resource to detect and mitigate devalppihreats. Several areas of most critical
and urgent needs and the knowledge gaps to addregber research agendas of NATO and
the nations can be defined as: Psycho-social, @ljtiConceptual and Organizational
dimensions of cyber security

In this context, the human view regards CS coula friitful approach to define tasks,
resources and ways of solution the above mentiohallenges.

Human View (constraint)

If a system requires a human interface, then th&tesy must be designed to
accommodate the human as a passive and as an eletivent, creating sub-system for safety
both for and from a human.

Human View (functions)

Provide a justification for the allocation of tasksd functions between the humans and
machines depending on a human current status gadbitity.

Human View (role)

Describes the roles that have been defined fohthean interacting with the system
and their possible changes over mission time (frem simple executor to leader and/or
commander) accounting his/her competencies, alfdityasks generation, leadership etc.

Human View (human network)

Team performance impacts, re-allocation, dependsrasid communication.

These views should be a basis ergonomically gradificledesign and creation of new
and safety educational tools.

4. CONCLUSIONS AND OUTLOOK

1. Digital life and activity gives new opportunitiesrfpeople and new problems in
different domains including education.

2. New opportunity of eWorldraises new challengesdayonomics/human factors as
scientific and practical discipline.

3. A human has to balance benefits, disadvantagesisk&l when in the information
space.

4. Threats coming from networks can be classified thefollowing types: active and
passive, overt and hidden, current and deferred.

5. Active hidden threats can be assessed as a himarsbkt of indices: one integrated
(complex) index; three group indices; set of indial indicators of the group of one
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or set of threats.

6. Cyber Security challenges can be classified intor fgroups (by their means):
technical, informational, organizational and psyobaal.

7. When designing educational networks, it is propotedake into Human View
regards the cyber security challenges as: constrinctions, role and human
network.
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OCBITHI MEPEXI: IOI'VIAA 3 BOKY JIIOACBKOI'O YUHHUKA
HA KIBEP-BE3IIEKY

BypoB Onexcanap IOpiiioBuu

JIOKTOP TEXHIYHHUX HAYK

IacturyT iHGOpMaIiitHIX TeXHOIOTIH 1 3aco0iB HaBuanHs HAITH Ykpainu, M. KuiB, Ykpaina
ayb@iitlt.gov.ua

AHoTtanis. Mepexi rpaloTb Bce OUIbII Ba)UIMBY POJIb B XKHTTI 1 MiSIIBHOCTI JIIOAWHHM, SIK B
KpUTHYHUX Tpodecisx (aBiawis, eHepreTHka, BificbKOBa CIpaBa TOIIO), TAaK i B MOBCAKICHHOMY
KUTTI (JOMAIIHI KOMITIOTEPH, OCBITA, BIAMOYMHOK). B3aemomis MiX JIOJUHOK Ta IHIIUMH
€JIEMEHTaMHU CHUCTEMH JIIOJIMHA-MallInHa 3MiHMJIacs, TOMY IO 3aCO0W JiSUIHOCTI Ta CEpeOBHILE
CHIBNaAI0Th B iH(GOpMaLiifHOMY cepenoBHIIi. [HTerpamis cucTeM JrOJUHA-TEXHIKa-CEPEIOBHIIE
JIOCsIIIIa HOBOTO piBHsI NOTpeO Oe3rneku. Y cTaTTi JaeThesl aHali3 ocobnuBocTeil iHpopmaniitHoTro
CyCIJILCTBA B  CTaBJCHHI JIIOOWHU 1 BIAMOBIMHUX 3MiHaX y cdepi  JTIOJACHKOTO
ynHHUKa/eprodomik; (1) indopmaliis crae IHCTPYMEHTOM, METOIO, 3MICTOM i HABKOJIMIIHIM
CEpENIOBHUILEM JIIOACHKOI IisIbHOCTI, (2) BOHA CTae YaCTHHOIO JIFOJACHKOI MPHPOAX 1 1€ POOUTH
JIOIUHY He3axHIneHoro, (3) mcuxo-(i3iosoriyHuii CTaH JIOJUHA CTa€ HE TiIBKH OCHOBOIO
e(heKkTUBHOT poOOTH, a 00'EKTOM yMpaBJIiHHA 1 MITPUMKH, & BUTPATH 3YCHIIb Ha O€3MeKy JIIOIUHU
NOBUHHI OyTH dYacTHHOI iH(OpMamiiiHOro cepenoBuina, (4) MepeXHe CEePEeIOBHIIE CTa€
CaMOCTIfHUM aKTOpPOM B JIIOJICBKiH AisiibHOCTI. OOroBOPIOIOTHCS MpoOIeMH 1 3aBAaHHA Kidep-
0e3rnexy, 10 BUHHMKAIOTh 110 BiJIHOLIGHHIO JIO JIFOJWHH, SIKA JKUBE 1 Ipautoe B iHpopMaliiHOMy
CBITI, a TaKOX BUJAU HEOE3IEK, 0 BHHUKAIOTh Y MEPEXKaX, 1 JIOJACHKHIA BUMIp MpodieM Kidep-
Oe3rnex.

Kuarouosi ciioBa: kiGep-0e3neka;ioACbKUil YNHHUK/CPrOHOMIKA, IO ACHKHI BUMIP.

OBPA3OBATEJIBHBIE CETH: B3I'JIs11 CO CTOPOHBI
YEJOBEYECKOI'O ®PAKTOPA HA KUBEP-BE3OITACHOCTbD

Bypor Anexcanap IOpreBnu

JIOKTOP TEXHUUYECKUX HAYK

WHcrutyt nHdopManmoHHbIX TexHodorui u cpeacts o0yuenus HAITH Ykpaunsl, r. Kues, Ykpanna
ayb@iitlt.gov.ua

AnHoTanus. CeTH UrpaioT Bce Ooiee BaXKHYIO POJIb B XKHU3HH W JESITEIHHOCTH YEJIOBEKa, KaK B
KPUTHYECKHX Tpodeccusx (aBuamus, IJHEPTETHKA, BOCHHOE IEI0 M T.I.), TAK U B TOBCCIHEBHOM
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KHU3HU (IOMAIIHUE KOMITBIOTEPHI, 00pa3oBaHue, OTAbIX). B3auMOIeiiCTBIE MEKITY YEIOBEKOM H
JPYTEMHU 3JICMEHTAMH CHUCTCMbl 4YEJOBCK-MallliHa HM3MCHWIACh, TaK KaK CPEICTBa W cpena
COBMAJAIOT B MHOPMALMOHHOM cpee. MHTerpanus CHCTEM <«HeIOBEK-TEXHHUKA-Cpea» A0CTUTIIa
HOBOTO YpOBHsS O€30MacHOCTH. B craThe mnaeTcs aHain3 OCOOCHHOCTEH HH(OPMAIMOHHOTO
o0lecTBa B OTHOIICHHM YEJIOBEKA M COOTBETCTBYIOUIMX H3MEHEHHSX B clepe UenoBeYecKoro
¢daxropa/spronomuku: (1) uH(OpPMAILUS CTAHOBHTCS HHCTPYMEHTOM, LEIbIO, COINEPIKAHHEM U
OKpYXKaIOIEH CPEeNOi YeIOBEYECKOM JIeITENLHOCTH, (2) OHA CTAHOBUTCS YAaCTBHIO YEJIOBEYECKOM
OPUPOABI M OTO JENAeT YeNOBeKa HE3aITUIICHHBIM, (3) MCHXO(MH3HOIOTHIECKOE COCTOSHUE
YEIIOBEKa CTAHOBHUTCS HE TOJBKO OCHOBOH 3((CKTUBHON pabOThl, a OOBEKTOM YIPaBICHHUS M
MOJUICPXKKK, a 3arparhl YCWIWM Ha O0€30MacHOCTh 4YENOBEKAa JOJDKHBI OBITh  YacThIO
unopmanonHoit cpeapl, (4) cereBas cpeda CTAHOBUTCS CAMOCTOSITEJBHBIM aKTEPOM B
YeIoBeUCCKOW  nestenpHOCTH. OOCYXKIaroTcss mpoOJieMbl M 3amadd  Kubep-0e30macHOCTH,
BO3HHUKAIOIIUE 110 OTHONICHHIO K YEIOBEKY, XUBYIIEMY M pabOTaromeMy B WH(POPMAIMOHHOM
MUpE, a TAaKXKE BHJbI OMACHOCTCH, BO3HUKAIONIUX B CETSIX, H YCIOBEUCCKOE M3MEpPEHHE MPOOIeM
KrOep-0e30macHOCTH.

KaroueBbie caoBa: KuGep-0€30MacHOCT, YEIOBEUECKHUM (aKTOP/IPTOHOMHKA; UETOBEUECKOE
U3MEpEHHe.
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